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NEW QUESTION 1
Which two attack vectors are protected by Cloud Security? (Choose two.)

A. Endpoints
B. Web

C. Data Center
D. Cloud

E. Email

Answer: AE

NEW QUESTION 2
What are two capabilities of Cisco's NGFW Identity Based Policy Control feature? (Choose two.)

A. security enforced at the DNS layer

B. access to multiple data layers

C. access to Trojan downloader

D. see and share malware details

E. threats stopped from getting in and spreading

Answer: AB

NEW QUESTION 3
Which two attack vectors are protected by NGFW? (Choose two.)

A. Mobile

B. Data Center
C. Email

D. Web

E. Cloud

Answer: BD

NEW QUESTION 4
What are two solutions for Cisco Cloud Security? (Choose two.)

A. cloud data security

B. cloud-delivered security

C. advanced network security
D. intrusion prevention

E. cloud security

Answer: BE

NEW QUESTION 5
What does Cisco provide via Firepower's simplified, consistent management?

A. Reduced complexity

B. Improved speed to security
C. Reduced down time

D. Higher value

Answer: B

NEW QUESTION 6
What are two common customer obstacles? (Choose two.)

A. Limited resources

B. Lack of solution integration

C. Security system blackouts

D. Compliance regulations

E. High turnover of IT professionals

Answer: CD

NEW QUESTION 7
Which two attack vectors are protected by Cyber Threat Defense & Network Analytics? (Choose two.)

A. Cloud

B. Email

C. Endpoints
D. Web

E. Data Center

Answer:
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NEW QUESTION 8
What are two critical networking challenges? (Choose two.)

A. Orchestration

B. Automation

C. Access

D. Threat protection
E. Visibility

Answer: AC

NEW QUESTION 9
What does remote access use to verify identity?

A. MFA

B. Agents

C. Remote Access VPN
D. AMP for Endpoints

Answer: C

NEW QUESTION 10
What are three benefits that Cisco Umbrella brings to DNS-Layer Security? (Choose three.)

A. Malware scanning

B. Off-network security
C. Predictive intelligence
D. Breach mitigation

E. Reputation filtering

F. Recursive DNS

Answer: AEF

NEW QUESTION 10
Which two products are involved in granting safe access to apps? (Choose two.)

A. SD-Access
B. Duo

C. TrustSec
D. ACI

E. ISE

Answer: AC

NEW QUESTION 11
In which two ways has digitization transformed today's security threat landscape'? (Choose two.)

A. Decreasing 3rd party applications
B. Expanding complexity

C. Growing ecosystem

D. Decreasing endpoint ecosystem
E. Increasing access points

Answer: AB

NEW QUESTION 13
Which two attack vectors are protected by MFA? (Choose two.)

A. Endpoints
B. Mobile

C. Cloud

D. Web

E. Data center

Answer: DE

NEW QUESTION 18

What does TrustSec assign to the user or device traffic at ingress that enforces the access policy based on the tag in the infrastructure?
A. Ingress VLAN

B. Security Group Tag

C. VXLAN
D. Access Control List
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Answer: B

NEW QUESTION 22

Which two attack vectors are protected by Web Security? (Choose two.)

A. Data Center
B. Email

C. Voicemall
D. Cloud

E. Web

Answer: AE

NEW QUESTION 23

Which two features are part of Cisco Web security? (Choose two.)

A. intrusion prevention

B. user authentication

C. user identity tracking

D. URL filtering & dynamic content analysis
E. device profiling and onboarding

Answer: AD

NEW QUESTION 27

Which feature of AnyConnect provides better access security across wired and wireless connections with 802.1X?

A. Trusted Network Detection

B. Secure Layer 2 Network Access
C. Flexible AAA Options

D. AnyConnect with AMP

Answer: D

NEW QUESTION 31

What are two features of Advanced Malware Protection (AMP)? (Choose two )

A. Local Threat Intelligence

B. Automatic Behavioral Authorization
C. File Retrospection and Trajectory
D. Dynamic Malware Analysis

E. Automated Policy Management

Answer: BC

NEW QUESTION 35
What are two features provided by ISE? (Choose two.)

A. Guest Management

B. DDOS attack prevention

C. Network visibility

D. Centralized policy management
E. Device Firewalling

Answer: BD

NEW QUESTION 39

Which feature of ISE has the capability to encounter a device new on the market, and correctly profile it to onboard it quickly and easily?

A. Centralized policy management
B. Platform exchange grid

C. Context-aware access

D. Device profiling

Answer: C

NEW QUESTION 44
What are two common seller obstacles? (Choose two.)

A. Unresponsive potential customers
B. Overcrowded portfolios

C. Complexity of solution components
D. Seller competition

E. Fragmented solutions
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Answer: AC

NEW QUESTION 48
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