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NEW QUESTION 1

- (Exam Topic 4)

You are securing access to the resources in an Azure subscription.

A new company policy states that all the Azure virtual machines in the subscription must use managed disks. You need to prevent users from creating virtual
machines that use unmanaged disks.

What should you use?

A. Azure Monitor

B. Azure Policy

C. Azure Security Center
D. Azure Service Health

Answer: B

NEW QUESTION 2

- (Exam Topic 4)

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Azure Username: User1-10598168@ExamUsers.com
Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only: Lab Instance: 10598168
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You need to prevent HTTP connections to the rg1lod10598168n1 Azure Storage account. To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The "Secure transfer required" feature is now supported in Azure Storage account. This feature enhances the security of your storage account by enforcing all

requests to your account through a secure connection. This feature is disabled by default.
* 1. In Azure Portal select you Azure Storage account rgllod10598168n1.
* 2. Select Configuration, and Secure Transfer required.
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Reference:

https://techcommunity.microsoft.com/t5/Azure/quot-Secure-transfer-required-quot-is-available-in-Azure-Storag

NEW QUESTION 3

- (Exam Topic 4)

You have Azure Resource Manager templates that you use to deploy Azure virtual machines. You need to disable unused Windows features automatically as
instances of the virtual machines are

provisioned.

What should you use?

A. device configuration policies in Microsoft Intune

B. an Azure Desired State Configuration (DSC) virtual machine extension
C. security policies in Azure Security Center

D. Azure Logic Apps

Answer: B

Explanation:

You can use Azure Automation State Configuration to manage Azure VMs (both Classic and Resource Manager), on-premises VMs, Linux machines, AWS VMs,
and on-premises physical machines.

Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows Feature

DSC-Service so that target nodes automatically receive configurations, conform to the desired state, and report back on their compliance. The built-in pull server in
Azure Automation eliminates the need to set up and maintain your own pull server. Azure Automation can target virtual or physical Windows or Linux machines, in
the cloud or on-premises.

Reference:

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started

NEW QUESTION 4

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory (Azure AD).
The Azure AD tenant contains the users shown in the following table.

Name Source Password
Userl Azure AD Adatuml23
User2 Azure AD N3w3rTOGue33
User3 On-premises Active Directory | ComplexPassword33

You configure the Authentication methods — Password Protection settings for adatum.com as shown in the following exhibit.
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Custom smart lockout
ckout threshold @

Lockout duration in seconds @

10

60

Custom banned passwords

Enforce custom list ©

Adatum

Password protection for Windows Server Active Directory

Ll
-
sig il L

Enable password protect

Culwe

I Enforced

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Userl will be prompted to change the password on the next sign-in.

Statements

User2 can change the password to @d@tum_COmpleX123.

User3 can change the password to Adatum123!.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-de https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-password-ban-bad

NEW QUESTION 5
- (Exam Topic 4)

You have an Azure subscription that contains a user named Userl and a storage account named storage 1. The storagel account contains the resources shown

in the following table:

Name | Type

container’ K DNt aIrser

| folder? | File share
| table! | Table

Userl is assigned the following roles for storagel:

» Storage Blob Data Reader
« Storage Table Data Contributor

» Storage File Data SMB Share Reader

Statements
On October 1, 2022, if User) accesses folder by using SAS1, he can delete the files in
i = l...:.__,-
On October 1, 2022, if User1 maps folder? as a network drive by using his Azure Active
Dhrectory (Azure AD) credentials, he can delete the files in folder
8 tober 1, 2022, User] can delete the rows in 1ablel by using SAS1

A. Mastered

B. Not Mastered
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Answer: A

Explanation:
No, Yes, No

NEW QUESTION 6

- (Exam Topic 4)

You have an Azure subscription that contains 100 virtual machines. Azure Diagnostics is enabled on all the virtual machines.
You are planning the monitoring of Azure services in the subscription. You need to retrieve the following details:

> Identify the user who deleted a virtual machine three weeks ago.

> Query the security events of a virtual machine that runs Windows Server 2016.

What should you use in Azure Monitor? To answer, drag the appropriate configuration settings to the correct details. Each configuration setting may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Answer Area

Activity log

Logs Identify the user who deleted a virtual machine three weeks ago

Metrics Query the security events of a virtual machine that runs

Windows Server 2016
Service Health

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box1: Activity log

Azure activity logs provide insight into the operations that were performed on resources in your subscription. Activity logs were previously known as “audit logs” or
“operational logs,” because they report control-plane events for your subscriptions.

Activity logs help you determine the “what, who, and when” for write operations (that is, PUT, POST, or DELETE).

Box 2: Logs

Log Integration collects Azure diagnostics from your Windows virtual machines, Azure activity logs, Azure Security Center alerts, and Azure resource provider logs.
This integration provides a unified dashboard for all your assets, whether they're on-premises or in the cloud, so that you can aggregate, correlate, analyze, and
alert for security events.

References:

https://docs.microsoft.com/en-us/azure/security/azure-log-audit

NEW QUESTION 7

- (Exam Topic 4)

You need to configure a weekly backup of an Azure SQL database named Homepage. The backup must be retained for eight weeks.
To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
You need to configure the backup policy for the Azure SQL database.

> In the Azure portal, type Azure SQL Database in the search box, select Azure SQL Database from the search results then select Homepage. Alternatively,
browse to Azure SQL Database in the left navigation pane.

> Select the server hosting the Homepage database and click on Manage backups.

> Click on Configure policies.

> Ensure that the Weekly Backups option is ticked.

> Configure the How long would you like weekly backups to be retained option to 8 weeks.
> Click Apply to save the changes.

NEW QUESTION 8
- (Exam Topic 4)
Your company has an Azure subscription named Subscriptionl1 that contains the users shown in the following table.
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Name Role
User1 Global administrator
UserZ Bilhng administrator
User3 Owner
User4 Account Admin

The company is sold to a new owner.

The company needs to transfer ownership of Subscriptionl.
Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User:

Tool:

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Box 1; User2
Billing Administrator

Select Transfer billing ownership for the subscription that you want to transfer.

Enter the email address of a user who's a billing administrator of the account that will be the new owner for the subscription.
Box 2: Azure Account Center Azure Account Center can be used. Reference:
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-ownership-of-an-azu

NEW QUESTION 9
- (Exam Topic 4)

v

User1
User2
User3
User4

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Azure Username: User1-10598168@ExamUsers.com
Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only: Lab Instance: 10598168
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You need to perform a full malware scan every Sunday at 02:00 on a virtual machine named VM1 by using Microsoft Antimalware for Virtual Machines.
To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Deploy the Microsoft Antimalware Extension using the Azure Portal for single VM deployment
* 1. In Azure Portal, go to the Azure VM1’s blade, navigate to the Extensions section and press Add.
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Dashbeard > Virtual machines » devrgvm

" devrgvm - Extensions

Iy o 1 3

“

3 Overview

B Activitylog

s Access control (LAM)
& Tag:

~ Dhagnose and sohie problems

Settings
hNetwaorking
= Disks

LA Size

U Secunty

[:1.-ll Extensions

devrg » devrgvm - Extensions

4= ac

MHAME

CustomScriptExtension
DependencyAgentWindows
enablevmaccess
laasDiagnostics
MicrosoftMonitoringAgent

SiteRecovery-Windows

* 2. Select the Microsoft Antimalware extension and press Create.
* 3. Fill the “Install extension” form as desired and press OK. Scheduled: EnableScan type: FullScan day: Sunday
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Reference:
https://www.e-apostolidis.gr/microsoft/azure/azure-vm-antimalware-extension-management/

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure subscription linked to an Azure Active Directory Premium Plan 1 tenant. You plan to implement Azure Active Directory (Azure AD) Identity
Protection.

You need to ensure that you can configure a user risk policy and a sign-in risk policy. What should you do first?

A. Purchase Azure Active Directory Premium Plan 2 licenses for all users.
B. Register all users for Azure Multi-Factor Authentication (MFA).

C. Enable security defaults for Azure AD.

D. Upgrade Azure Security Center to the standard tier.

Answer: A

Explanation:
Reference:
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https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa

NEW QUESTION 10

- (Exam Topic 4)

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Azure Username: User1-10598168@ExamUsers.com
Azure Password: Ag1Bh9!#Bd

The following information is for technicgl support purposes only: Lab Instance: 10598168
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You need to add the network interface of a virtual machine named VM1 to an application security group named ASG1.
To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

> In the Search resources, services, and docs box at the top of the portal, begin typing the name of a virtual machine, VM1 that has a network interface that you
want to add to, or remove from, an application security group.

> When the name of your VM appears in the search results, select it.

> Under SETTINGS, select Networking. Select Configure the application security groups, select the application security groups that you want to add the network
interface to, or unselect the application security groups that you want to remove the network interface from, and then select Save.
Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface

NEW QUESTION 13

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
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You have an Azure subscription named Subl.

You have an Azure Storage account named Sal in a resource group named RG1.

Users and applications access the blob service and the file service in Sal by using several shared access signatures (SASs) and stored access policies.
You discover that unauthorized users accessed both the file service and the blob service. You need to revoke all access to Sal.

Solution: You create a lock on Sal. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

To revoke a stored access policy, you can either delete it, or rename it by changing the signed identifier. Changing the signed identifier breaks the associations
between any existing signatures and the stored access policy. Deleting or renaming the stored access policy immediately affects all of the shared access
sighatures associated with it.

References:

https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

NEW QUESTION 17

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory (Azure AD). Azure AD Connect is installed
on a domain member server named Serverl.

You need to ensure that a domain administrator for the adatum.com domain can modify the synchronization options. The solution must use the principle of least
privilege.

Which Azure AD role should you assign to the domain administrator?

A. Security administrator
B. Global administrator
C. User administrator

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions

NEW QUESTION 21

- (Exam Topic 4)

You need to configure a virtual network named VNET?2 to meet the following requirements:
> Administrators must be prevented from deleting VNET2 accidentally.

> Administrators must be able to add subnets to VNET2 regularly.
To complete this task, sign in to the Azure portal and modify the Azure resources.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Locking prevents other users in your organization from accidentally deleting or modifying critical resources, such as Azure subscription, resource group, or
resource.

Note: In Azure, the term resource refers to an entity managed by Azure. For example, virtual machines, virtual networks, and storage accounts are all referred to
as Azure resources.

* 1. In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the search results then select VNET2. Alternatively, browse to Virtual
Networks in the left navigation pane.

* 2. In the Settings blade for virtual network VNET2, select Locks.
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Settings

SUPPORT + TROUBLESHOOTING

#. Diagnose and solve problems >

B Actiity logs p

s [New support request »
SETTINGS

& Tog >

|

;ﬁ Users >

3 Automation script >

* 3. To add a lock, select Add.

Management locks

+ Add n Resource group ﬂ Subscription U Refresh

LOCK MAME LOCK TYPE SCOPE MNOTES
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* 4. For Lock type select Delete lock, and click OK Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

NEW QUESTION 26
- (Exam Topic 4)
You have an Azure subscription named Sub1 that contains the Azure key vaults shown in the following table:

Name Region Resource group
Vaultl West Europe RG1
Vault2 East US RG1
Vault3 West Europe RG2
Vaultd East US RG2
In Sub1l, you create a virtual machine that has the following configurations:
b’ Name: VM1
> Size: DS2v2

> Resource group: RG1
> Region: West Europe

> Operating system: Windows Server 2016
You plan to enable Azure Disk Encryption on VM1.
In which key vaults can you store the encryption key for VM1?

A. Vaultl or Vault3 only

B. Vaultl, Vault2, Vault3, or Vault4
C. Vaultl only

D. Vaultl or Vault2 only

Answer: A

Explanation:

In order to make sure the encryption secrets don't cross regional boundaries, Azure Disk Encryption needs the Key Vault and the VMs to be co-located in the
same region. Create and use a Key Vault that is in the same region as the VM to be encrypted.

Reference:

https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-prerequisites
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NEW QUESTION 30
- (Exam Topic 4)

You are testing an Azure Kubernetes Service (AKS) cluster. The cluster is configured as shown in the exhibit. (Click the Exhibit tab.)

Subscription Microsoft Azure Sponsorship
Resource group AzureBackupRG_eastus2_1
Region East US

Kubemetes cluster name akscluster2

Kubernetes version 1 15

DNS name prefix akscluster2

Node count 3

Node size Standard_DS2 2

Virtual nodes (preview) Disabled

Enable RBAC No

HT TP applcation routing Yes

Network configuration Basic

Enable container monitoring No

You plan to deploy the cluster to production. You disable HTTP application routing.

You need to implement application routing that will provide reverse proxy and TLS termination for AKS services by using a single IP address.

What should you do?

A. Create an AKS Ingress controller.

B. Install the container network interface (CNI) plug-in.
C. Create an Azure Standard Load Balancer.

D. Create an Azure Basic Load Balancer.

Answer: A

Explanation:

An ingress controller is a piece of software that provides reverse proxy, configurable traffic routing, and TLS termination for Kubernetes services.

References:
https://docs.microsoft.com/en-us/azure/aks/ingress-tls

NEW QUESTION 32
- (Exam Topic 4)
You have an Azure resource group that contains 100 virtual machines.

You have an initiative named Initiativel that contains multiple policy definitions. Initiativel is assigned to the resource group.

You need to identify which resources do NOT match the policy definitions.
What should you do?

A. From Azure Security Center, view the Regulatory compliance assessment.

B. From the Policy blade of the Azure Active Directory admin center, select Compliance.
C. From Azure Security Center, view the Secure Score.

D. From the Policy blade of the Azure Active Directory admin center, select Assignments.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/get-compliance-data#portal

NEW QUESTION 33
- (Exam Topic 4)
You have the Azure resource shown in the following table.

Hame Type . Parent

You need to meet the following requirements:

* Internet-facing virtual machines must be protected by using network security groups (NSGs).

* All the virtual machines must have disk encryption enabled.
What is the minimum number of security that you should create in Azure Security Center?

00w
A WDNPEF
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Answer: D

NEW QUESTION 38

- (Exam Topic 4)

You have an Azure subscription.

You plan to create a workflow automation in Azure Security Center that will automatically remediate a security vulnerability.
What should you create first?

A. a managed identity

B. an automation account
C. an Azure function app
D. an alert rule

E. an Azure logic app

Answer: E

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation

NEW QUESTION 40

- (Exam Topic 4)

You have an Azure subscription named Subl. Subl contains a virtual network named VNet1 that contains one subnet named Subnetl.

You create a service endpoint for Subnetl.

Subnetl contains an Azure virtual machine named VM1 that runs Ubuntu Server 18.04.

You need to deploy Docker containers to VM1. The containers must be able to access Azure Storage resources and Azure SQL databases by using the service
endpoint.

A. Create an application security group and a network security group (NSG).
B. Edit the docker-compose.yml file.
C. Install the container network interface (CNI) plug-in.

Answer: C

Explanation:

The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine. The plug-in supports both Linux and Windows platform.
The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual machine, attaching them to the virtual network, and connecting them
directly to other containers and virtual network resources. The plug-in doesn’t rely on overlay networks, or routes, for connectivity, and provides the same
performance as virtual machines.

The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:

Existing vitual network

£

AZure
Firewall

Containers

1 Internet

Service Endpoints

Azure Services

On-premises

References:
https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview

NEW QUESTION 43
- (Exam Topic 4)
You have an Azure subscription that contains the Azure virtual machines shown in the following table.
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Name Operating system
VM1 Windows 10
VM2 Windows Server 2016
VM3 Windows Server 2019
VM4 Ubuntu Server 18.04 LTS

You create an MDM Security Baseline profile named Profilel.
You need to identify to which virtual machines Profilel can be applied. Which virtual machines should you identify?

A. VM1 only

B. VM1, VM2, and VM3 only
C. VM1 and VM3 only

D. VM1, VM2, VM3, and VM4

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines

NEW QUESTION 45

- (Exam Topic 4)

You are troubleshooting a security issue for an Azure Storage account.

You enable the diagnostic logs for the storage account. What should you use to retrieve the diagnostics logs?

A. the Security & Compliance admin center
B. SQL query editor in Azure

C. File Explorer in Windows

D. AzCopy

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-logging?toc=%2fazure%2fstorage%2

NEW QUESTION 49

- (Exam Topic 4)

You have an Azure subscription that contains several Azure SQL databases and an Azure Sentinel workspace.

You need to create a saved query in the workspace to find events reported by Advanced Threat Protection for Azure SQL Database.
What should you do?

A. From Azure CLI run the Get-AzOperationallnsightsworkspace cmdlet.

B. From the Azure SQL Database query editor, create a Transact-SQL query.

C. From the Azure Sentinel workspace, create a Kusto Query Language query.

D. From Microsoft SQL Server Management Studio (SSMS), create a Transact-SQL query.

Answer: C

NEW QUESTION 52

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named DB1 in the East US Azure
region. You create the storage accounts shown in the following table.

Name | Location | Performance | Premium account type
storagel | East US Standard Not applicable
storage2 | East US Premium Block blobs
storage3 | East US Premium File shares
storage4 | East US 2 | Standard Not applicable

You plan to enable auditing for DB1.
Which storage accounts can you use as the auditing destination for DB1?

A. storagel only

B. storagel and storage4 only

C. Storage2 and storage3 only

D. storagel, storage2 and storage3 only

Answer: C

NEW QUESTION 56
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- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL Database logic server named SQL! and an Azure virtual machine named VM1. VM1 uses a private IP
address only.

The Firewall and virtual networks settings for SQL1 are shown in the following exhibit.

Rule name Start If End 1P

Rule name Virtual network Subnet
L =}

You need to ensure that VM1 can connect to SQL1. The solution must use the principle of least privilege. What should you do?

A. Add an existing virtual network.

B. Set Connection Policy to Proxy.

C. Create a new firewall rule.

D. Set Allow Azure services and resources to access this server to Yes.

Answer: C

NEW QUESTION 58

- (Exam Topic 4)

From Azure Security Center, you enable Azure Container Registry vulnerability scanning of the images in Registryl.
You perform the following actions:

> Push a Windows image named Imagel to Registryl.

> Push a Linux image named Image2 to Registryl.

> Push a Windows image named Image3 to Registryl.

> Modify Imagel and push the new image as Image4 to Registryl.

> Modify Image?2 and push the new image as Image5 to Registryl.
Which two images will be scanned for vulnerabilities? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Image4
B. Image2
C. Imagel
D. Image3
E. Image5

Answer: BC

NEW QUESTION 63

- (Exam Topic 4)

You have an Azure subscription named Subl.

In Azure Security Center, you have a workflow automation named WF1. WF1 is configured to send an email message to a user named User1.
You need to modify WF1 to send email messages to a distribution group named Alerts. What should you use to modify WF1?

A. Azure Application Insights
B. Azure Monitor

C. Azure Logic Apps Designer
D. Azure DevOps
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Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation
https://docs.microsoft.com/en-us/learn/modules/resolve-threats-with-azure-security-center/6-exerciseconfigure-p

NEW QUESTION 68

- (Exam Topic 4)

You are configuring network connectivity for two Azure virtual networks named VNET1 and VNET2. You need to implement VPN gateways for the virtual networks
to meet the following requirements:

* VNET1 must have six site-to-site connections that use BGP.
* VNET2 must have 12 site-to-site connections that use BGP.

* Costs must be minimized.
Which VPN gateway SKI) should you use for each virtual network? To answer, drag the appropriate SKUs to the correct networks. Each SKU may be used once,

more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point

5KUs

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways#gwsku

NEW QUESTION 70

- (Exam Topic 4)

You have an Azure subscription that contains the virtual machines shown in the following table.

| ______Status
Stopped (Deallocated)

-3

Ancower Area

_Name | Resource group |
VM1 RG1
VM2 |RG2

You create the Azure policies shown in the following table.

Policy definition

| Not allowed

| resource t}f pes
Allowed resource

Ltypes

You create the resource locks shown in the following table.

| Stopped (Deallocated)

virtualMachines

| virtualMachines

Resource type

. Name | Type | Createdon
Lock1 Read-only | VM1
Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes
You can start VM1. O
You can start VM2. O

You can create a virtual machine inRG2. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION 74

- (Exam Topic 4)

You have an Azure Sentinel workspace that has the following data connectors:
> Azure Active Directory Identity Protection

> Common Event Format (CEF)

D’ Azure Firewall
You need to ensure that data is being ingested from each connector.

From the Logs query window, which table should you query for each connector? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Azure Active Directory Identity Protection:

v

AzureDiagnostics
CommonSecuritylLog
SecurityAlert
SecurityEvent

Syslog

Azure Firewall:

AzureDiagnostics
CommonSecuritylLog
SecurityAlert
SecurityEvent

Syslog

CEF:

AzureDiagnostics
CommonSecuritylLog
SecurityAlert
SecurityEvent

Syslog

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application, table Description automatically generated
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NEW QUESTION 77
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a group named Groupl You need to ensure that the members of Groupl sign in by using

passwordless authenticatio

n What should you do?

A. Configure the Microsoft Authenticator authentication method policy.
B. Configure the certificate-based authentication (CBA) policy.

C. Configure the sign-in risk policy.

D. Create a Conditional Access policy.

Answer: A

NEW QUESTION 79
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso1812.onmicrosoft.com that contains the users shown in the following table.

Name
Userl
User/?
User4

Liserd

Username
Userl@contosol1812.onmicrosoft.com
UserZ@contoso1812.onmicrosoft.com
Userid@contosol181Z2.onmicrosolt.com

Userd@outlook.com

Type

1 Member
| Member

Member

Guest

You create an Azure Information Protection label named Labell. The Protection settings for Labell are configured as shown in the exhibit. (Click the Exhibit tab.)

Protection

Protections settings {)

(®) Set permissions

f‘* Set user-defined permissions (Preview)

USERS

PERMISSIONS

AuthenticatedUsers Viewer

Userl@contosol812.onmicrosoft.com Co-Author

User2@contosol812.onmicrosoft.com Reviewer

Labell is applied to a file named Filel.
For each of the following statements, select Yes if the statement is true, Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

UserlcanprintFilel. () O

User3 canread Filel. () O

User4 can print Filel. () O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No

Userl canprintFilel. 'C), O

User3 can read Filel. 'O' O

User4 can print Filel. () rO:

NEW QUESTION 81
- (Exam Topic 4)
You have the hierarchy of Azure resources shown in the following exhibit.

(o)

Tenant Root Group
i

L J ¥

) (%)

ManagementGroup1 ManagementGroup2

¥ Li
Subscription? Subscription?2
v |
{ 1 v -
I I B .I
s : Bl |
RG1
RG? RG3
-
VM2

RG1, RG2, and RG3 are resource groups. RG2 contains a virtual machine named VML1.
You assign role-based access control (RBAC) roles to the users shown in the following table.

Name Role Added to resource
Usert Contributor Tenant Root Group
Virtual Machine ‘oot
User2 Contributor Subscription2
Virtual Machine
User3 Administrator Login RGZ

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes
User1 can deploy virtual machines to RG1. O
User2 can delete VM2, O

User3 can reset the password of the built-in Administrator account of VM2. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No

User1 can deploy virtual machines to RG1. 10

D

User2 can delete VM2, 1O

- |

User3 can reset the password of the built-in Administrator account of VM2, O

[

NEW QUESTION 83

- (Exam Topic 4)

Your company plans to create separate subscriptions for each department. Each subscription will be associated to the same Azure Active Directory (Azure AD)
tenant.

You need to configure each subscription to have the same role assignments. What should you use?

A. Azure Security Center

B. Azure Blueprints

C. Azure AD Privileged Identity Management (PIM)
D. Azure Policy

Answer: B

Explanation:
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview#blueprint-definition https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

NEW QUESTION 84

- (Exam Topic 4)

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Azure Username: User1-10598168@ExamUsers.com
Azure Password: Ag1Bh9!#Bd

Tt}_eII fg‘_!'l_owing information is for technical support purposes only: Lab Instance: 10598168

Iragl | E1 i WL L - "

(. {nl lagrumetrotafioning com

@ Thr site uied cookoes for analytce peisonahzed content and aoi. By

Microsoft Azure

="I Micrasoft

Sign in

D Corhruse BO

|

o I 1 A Th LarlHLD
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You need to create a new Azure Active Directory (Azure AD) directory named 10598168.onmicrosoft.com. The new directory must contain a user named
userl@10598168.onmicrosoft.com who is configured to sign in by using Azure Multi-Factor Authentication (MFA).

To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: Create an Azure Active Directory tenant

* 1. Browse to the Azure portal and sign in with an account that has an Azure subscription.
* 2. Select the plus icon (+) and search for Azure Active Directory.

* 3. Select Azure Active Directory in the search results.

PUBLISHER

* 4. Select Create.
* 5. Provide an Organization name and an Initial domain name (10598168). Then select Create. Your directory is created.
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Create directory

Directory creation will take about
one minute

* 6. After directory creation is complete, select the information box to manage your new directory.Next, you're going to add tenant users.
Step 2: Create an Azure Active Directory tenant user
* 7. In the Azure portal, make sure you are on the Azure Active Directory fly out.

Microsoft Azure contoso direct

contoso direct

Azure Active Directory

MAMNAGE

* 8. Under Manage, select Users.

L Overview

Getting started

d

Manage

Users

Groups

8- Organizational relationships

Roles and administrators

* 9. Select All users and then select + New user.

* 10. Provide a Name and User name (userl) for the regular user tenant You can also show the temporary password. When you're done, select Create.
Name: userl

User name: userl@10598168.onmicrosoft.com
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contoso direct

: =0
PEl Embed
* User name @
biembe ontosodirect.onmicrosoftco
: =0
Mot configured
r arties K
Default
c el

Reference:
https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant

NEW QUESTION 85

- (Exam Topic 4)

You have an Azure subscription that contains the following resources:

> A network virtual appliance (NVA) that runs non-Microsoft firewall software and routes all outbound traffic from the virtual machines to the internet
> An Azure function that contains a script to manage the firewall rules of the NVA

> Azure Security Center standard tier enabled for all virtual machines

> An Azure Sentinel workspace

D’ 30 virtual machines

You need to ensure that when a high-priority alert is generated in Security Center for a virtual machine, an incident is created in Azure Sentinel and then a script is
initiated to configure a firewall rule for the NVA.

How should you configure Azure Sentinel to meet the requirements? To answer, drag the appropriate components to the correct requirements. Each component
may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Components Answer Area
A data connector for Security Center
Enable alert notiications from Security Center
A data connector for the firewall software
Create an incident:
A playbook
Initiate a script to configure the firewall rule:
A Tule

A Security Events connector

A WOrKDOOR

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center
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NEW QUESTION 88
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

_Name |  Role | Signinfrequency |
User1 Password administrator | Sign in every work day
User2 | Password administrator | Sign in bi-weekly

Global administrator,
Password administrator

| Signs in every month

You configure an access review named Reviewl as shown in the following exhibit.

Hewvew

W A A -
‘_l':l 31 1-01
019.0%.20 4
I B R Byl

Fassword admumstirator

Members(self

- E

-

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

User3 can perform Review1 for v

User3 only
User1 and User2 only
User1, User2, and User3

If User?2 fails to complete Review1 by March 20, 2019 v
The Password administrator role will be revoked from User2
User2 will retain the Password administrator role

User3 will receive a confirmation request

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: User3 only

Use the Members (self) option to have the users review their own role assignments. Box 2: User3 will receive a confirmation request

Use the Should reviewer not respond list to specify what happens for users that are not reviewed by the reviewer within the review period. This setting does not
impact users who have been reviewed by the reviewers manually. If the final reviewer's decision is Deny, then the user's access will be removed.

No change - Leave user's access unchanged Remove access - Remove user's access Approve access - Approve user's access

Take recommendations - Take the system's recommendation on denying or approving the user's continued access
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References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-s

NEW QUESTION 92

- (Exam Topic 4)

You create an Azure subscription.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure AD roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Verify your identity by using multi-factor
authentication (MFA)

Consent to FIM

Sign up PIM for Azure AD roles

©
®©

©Q

Discover privileged roles

Discover resources

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Step 1: Consent to PIM

ot 0% O

Create 3 rescsce Privileged ldentity Management - Consent to PIM

Al werane
O
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& Resounce groups
W 2pp Services 0 o
¥ function spps
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& Anre Cosmos DB 7 Azure AD Privileged Identity Management
W vtual mactre Aot AT P 3 Prosmeurs bisdoms oot snades o0 5o Rl Tondg st 5Cce 15
f Lisaed balaracers
B Sorage acoounty
Virtual networks
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Step: 2 Verify your identity by using multi-factor authentication (MFA)
Click Verify my identity to verify your identity with Azure MFA. You'll be asked to pick an account. Step 3: Sign up PIM for Azure AD roles
Once you have enabled PIM for your directory, you'll need to sign up PIM to manage Azure AD roles. References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-getting-started

NEW QUESTION 97
- (Exam Topic 4)
You have an Azure subscription mat contains a resource group named RG1. RG1 contains a storage account named storagel.
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You have two custom Azure rotes named Rolel and Role2 that are scoped to RG1. The

permissions”: |
r
L
“actions”: [

“Microsoft. Storage/storagcAccount s/ LisTRevsfaction™.

“notActions”: [},
“datascrionsT: [ ],

"notDatalictions”™

The permissions for Role2 are shown in the following JSON code.

“permlssions
“sctions”: [
'“i:'::ﬂ:f.it:-:ge :E:raacﬂcc:_nt:-:i:faa;:farti:n'l
ticrozoft.Storage/storapedccounts/ListAccountSessaction”™,

“Microsoft.Storsge/storagedccounts/read”

notActions": [],
s

Li¥

“dataActions :

"notDatalctions”™ :

Answer Area
Statements

Liserl can read data in storage,
Liserd can read data in storane,

User3 can restore storage ! from a backup in Azure Backup

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Ardwer Area
Statements

Liserl can read data in storage,

Liser? can read data in storane,

Users can restore storage 1 from a backup i Azure Backup

NEW QUESTION 99

- (Exam Topic 4)

You plan to create an Azure Kubernetes Service (AKS) cluster in an Azure subscription
exhibit.

Passing Certification Exams Made Easy

permissions for Rolel are shown in the following JSON code.

Yes MNo
Yes MNe
I 1
= 1
g
L 2

i

. The manifest of the registered server application is shown in the following
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Upload Download

The editor below allows you to update this application by directly modifying its ISON representation. For more

details, see;

L ) e

N ol
b

O L R
£ abs L B

on

|
1

3 B i e s

W b k> b
O W

You need to ensure that the AKS cluster and Azure Active Directory (Azure AD) are integrated. Which property should you modify in the manifest?

A. accessTokenAcceptedVersion

B. keyCredentials

C. groupMembershipClaims
D. acceptMappedClaims

Answer: C
Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli https://www.codeproject.com/Articles/3211864/Operation-and-Maintenance-of-AKS-

Applications

NEW QUESTION 103

- (Exam Topic 4)

You have a network security group (NSG) bound to an Azure subnet.
You run Get-AzureRmNetworkSecurityRuleConfig and receive the output shown in the following exhibit.
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Hame

Description

Protocol

SourcePortRange
DestinationPortRange
SourcehddressPrefix
DestinationAddressPrefix
SourcefpplicationSecurityGroups
DestinationfipplicationSecurityGroups
Acosss

Priority

Direction

Hame

FrovisionlngState

Descoription

Protoocol

SourcePortRange
DestinationPortRange
SourcefddresaFPrefix
DestinationfddressPrefix
SourcefpplicationSecurityGroups
DestinationfApplicationSecurityGroupsa
Acoass

Priority

Dirsction

Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourcelddressPrefix
DestinationAddressPrefix
SourcelipplicationSecurityGroups
DestinationfipplicationSecurityGroups
Acoass

Priority

Direction

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

DenyStorageAccess

L

{*]

{*)

(*)
{Storage)
[]

[]
Deny

105
Outbound

StorageEA2Allow
Sucoseaded

w
{*})
[443)
{*)
{Storage/EastUsS2)
[1
[]
Allow
104
Cutbound

Contoso_FTF

TCP
{*}
{21)
{1.2.3.4/32)
{10.0.0.5/32)
[1

[]

Allow

S04

Inbound

Traffic destined for an Azure Storage account is [answer choice], ] v

able to connect to East US

able to connect to East US 2

able to connect to West Europe
prevented from connecting to all regions

FTP connections from 1.2.3.4 10 10.0.0.10/32 are [answer choice]. A J
allowed
dropped
forwarded
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Box 1: able to connect to East US 2

The StorageEA2Allow has DestinationAddressPrefix {Storage/EastUS2} Box 2: dropped

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

NEW QUESTION 107
- (Exam Topic 4)

You have an Azure subscription that contains a resource group named RG1. RG1 contains a virtual machine named VM1 that uses Azure Active Directory (Azure

AD) authentication.

You have two custom Azure roles named Rolel and Role2 that are scoped to RG1. The permissions for Rolel are shown in the following JSON code.
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“permissions”: [

[

1
“"actions™: [
"Microsoft.Compute/virtualMachines/="

1

"notActions™: |
"Microsoft.Compute/virtualMachines/delete"”

1

"dataActions": [],

"notDataActions™: []

]
The permissions for Role2 are shown in the following JSON code.
"permissions”: [
{
"actions™: |

"Microsoft.Compute/virtualMachines/"®"
1,
"notActions”: [],
“dataActions": [],

"notDataActions™: []

You assign the roles to the users shown in the following table.

! ___Name il | B Role
User1 Role1

| User2 Role1, Role2

[ User3 Role1, Role2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

User1 can delete WM1
User? can delete VM1,

User3 can sign in to VM1 by using Azure AD credentials.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No
User1 can delete VM1 |_

User? can delete VM1

User3 can sign in to VM1 by using Azure AD credentials. oy

NEW QUESTION 108
- (Exam Topic 4)

You network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in
the following table.

Name Source
Userl Azure AD
User2 Azure AD
User3 On-premises Active Directory
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The tenant contains the groups shown in the following table.

Name Members
Groupl Userl, User2, User3
GroupZ User?

You configure a multi-factor authentication (MFA) registration policy that and the following settings:
> Assignments:
> Include: Groupl

> Exclude Group2
Controls: Require Azure MFA registration Enforce Policy: On
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No
Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication. O O

User2 must configure MFA during the user’s next Azure AD
authentication. @ =

User3 will be prompted to configure MFA registration during
the user’s next Azure AD authentication. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No

Userl will be prompted to configure MFA registration during - -
the user’s next Azure AD authentication. :Q @
User2 must configure MFA during the user’s next Azure AD =
authentication. O Q
User3 will be prompted to configure MFA registration during . _
the user’s next Azure AD authentication, ! O O

NEW QUESTION 113

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center for the centralized policy management of three Azure subscriptions. You use several policy definitions to manage the security of
the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a resource graph and an assignment that is scoped to a management group. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure/governance/management-groups/create

NEW QUESTION 114

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains two users hamed Userl and User2 and a registered app named App1l.

You create an app-specific role named Rolel.

You need to assign Rolel to Userl and enable User2 to request access to Appl.

Which two settings should you modify? To answer select the appropriate settings in the answer area NOTE: Each correct selection is worth one pant.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 116

- (Exam Topic 4)

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Azure Username: User1-10598168@ExamUsers.com
Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only: Lab Instance: 10598168

g =7 AT T W T W LT T g T Fa

[ Al legrumcrosoftonline.com

{D Thrd sibe wied cookies for analytics peitonmabized content and ads. By L=

Microsoft Azure

Be Microsoft

Sign in

A contrne b MWicroatt Arure
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To complete this task, sign in to the Azure portal.

Azure mobile app

s = 3
W App Stone

~ 1

This task might take several minutes to complete You can perform other tasks while the task completes.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Step 1: Create a workspace

Azure Monitor can collect data directly from your Azure virtual machines into a Log Analytics workspace for

detailed analysis and correlation.

A
3

_;,

'.' ':-'H.\r.'u';rc Plary
- ! B EMG
You need to collect all the audit failure data from the security log of a virtual machine named VM1 to an Azure Storage account.

- a %l .

¥ i

=

- Lo ® 7 © uur-r-mswumm_&

* 1. In the Azure portal, select All services. In the list of resources, type Log Analytics. As you begin typing, the list filters based on your input. Select Log Analytics

workspaces.

Microsoft Azure

- All services
= Lreate a resource

#+ Home Eeerything
B Cashboard General B | 0g Analytics workspacs *
Al separes Campute
Dat i

* 2. Select Create, and then select choices for the following items:
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Log Analytics workspace 0 X

=" T | Ar | | E 1 tdla
® (Create New Link Existing
DefaultLAWorkspace
L8
Microsoftt Azure v
L
Prog S
East US v

)
Per GB (2018)

* 3. After providing the required information on the Log Analytics workspace pane, select OK.

While the information is verified and the workspace is created, you can track its progress under Notifications from the menu.

Step 2: Enable the Log Analytics VM Extension

Installing the Log Analytics VM extension for Windows and Linux allows Azure Monitor to collect data from your Azure VMs.

* 1. In the Azure portal, select All services found in the upper left-hand corner. In the list of resources, type Log Analytics. As you begin typing, the list filters based
on your input. Select Log Analytics workspaces.

* 2. In your list of Log Analytics workspaces, select DefaultWorkspace (the name you created in step 1).

* 3. On the left-hand menu, under Workspace Data Sources, select Virtual machines.

* 4. In the list of Virtual machines, select a virtual machine you want to install the agent on. Notice that the Log Analytics connection status for the VM indicates that
it is Not connected.

* 5. In the details for your virtual machine, select Connect. The agent is automatically installed and configured for your Log Analytics workspace. This process
takes a few minutes, during which time the Status shows Connecting.

After you install and connect the agent, the Log Analytics connection status will be updated with This workspace.

Reference: https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-collect-azurevm

NEW QUESTION 121
- (Exam Topic 4)
You have an Azure subscription named Subscriptionl that contains a resource group named RG1 and a user named Userl. Userl is assigned the Owner role for

RG1.
You create an Azure Blueprints definition named Blueprintl that includes a resource group named RG2 as shown in the following exhibit.

Edit blueprint

i - Sralli - i 0 4 # f' ! L & a2 &
A ARTIRACT TYPE FARAMETERS
L i I Talt I
ub
+ R ]
- ] Bae T ' s . gt

' s ¢ Qreap paramiesi M
User] (User1§sk200628outiook.onmecrosoft.com) : Tag Contrbutor Role asagnment Lowt of 1 parametans ponulated

)
+ P AT

You assign Blueprintl to Subscriptionl by using the following settings:
> Lock assignment: Read Only

> Managed ldentity: System assigned
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

A locking mode of Read Only will be assigned to RG1.

Userl can add tags to RG2.

You can remove Userl from the Tag Contributor role for RG2.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION 126

- (Exam Topic 4)
You have an Azure key vault named KeyVaultl that contains the items shown in the following table.
Name Type
tem1 Key
tem? Secret
Policy1 Access policy

In KeyVault, the following events occur in sequence:
> Iltem1l is deleted
> Administrator enables soft delete

> Iltem2 and Policyl are deleted.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
You can recover Policy1. O O
You can add a new key named ltem1. O O
You can add a new secret named ltem2. O O
A. Mastered

B. Not Mastered
Answer: A

Explanation:
NO. Policies cannot be recovered YES, Iteml is permanently deleted
NO, You cannot use the same name cause Item2 is in Seoft-deleted status https://docs.microsoft.com/en-us/azure/key-vault/general/soft-delete-overview

NEW QUESTION 131
- (Exam Topic 3)
You plan to implement JIT VM access. Which virtual machines will be supported?

A. VM1 and VM3 only

B. VM1. VM2. VM3, and VM4
C. VM2, VM3, and VM4 only
D. VM1 only

Answer: A

NEW QUESTION 133
- (Exam Topic 3)
From Azure Security Center, you need to deploy SecPoll. What should you do first?
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A. Enable Azure Defender.

B. Create an Azure Management group.
C. Create an initiative.

D. Configure continuous export.

Answer: C

Explanation:

Reference:

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/security-center/custom-security-policies.md https://zimmergren.net/create-custom-security-center-
recommendation-with-azure-policy/

NEW QUESTION 137

- (Exam Topic 3)

You need to configure support for Azure Sentinel notebooks to meet the technical requirements. What is the minimum number of Azure container registries and
Azure Machine Learning workspaces

required?
Container registries: v
0
1
2
3
Workspaces: v
0
1
2
3
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Table Description automatically generated with medium confidence
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebooks

NEW QUESTION 141
- (Exam Topic 3)
You need to encrypt storagel to meet the technical requirements. Which key vaults can you use?

A. KeyVaultl only

B. KeyVault2 and KeyVault3 only

C. KeyVaultl and KeyVault3 only

D. KeyVaultl KeyVault2 and KeyVault3

Answer: B

Explanation:

The storage account and the key vault must be in the same region and in the same Azure Active Directory (Azure AD) tenant, but they can be in different
subscriptions.

Storagel is in the West US region. KeyVaultl is the only key vault in the same region. Reference:
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview

NEW QUESTION 144
- (Exam Topic 3)
You plan to configure Azure Disk Encryption for VM4 Which key vault can you use to store the encryption key?

A. KeyVaultl
B. KeyVault3
C. KeyVault2

Answer: A

Explanation:
The key vault needs to be in the same subscription and same region as the VM. VM4 is in West US. KeyVaultl is the only key vault in the same region as the VM.
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Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

NEW QUESTION 149

- (Exam Topic 2)

You are evaluating the security of the network communication between the virtual machines in Sub2. For each of the following statements, select Yes if the
statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
From VM1, you can successfully ping the public IP address of VM2. O O
From VM1, you can successfully ping the private IP address of VM3. O @)
From VM1, you can successfully ping the public IP address of VM5. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
No, Yes,
Yes

NEW QUESTION 153

- (Exam Topic 2)

HOTSPOT

Which virtual networks in Subl1 can User2 modify and delete in their current state? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Virtual networks that User2 can modify v
VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNETZ, and VNET1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: VNET4 and VNETL1 only

RG1 has only Delete lock, while there are no locks on RG4. RG2 and RG3 both have Read-only locks.

Box 2: VNET4 only

There are no locks on RG4, while the other resource groups have either Delete or Read-only locks.

Note: As an administrator, you may need to lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting
or modifying critical resources. You can set the lock level to CanNotDelete or ReadOnly. In the portal, the locks are called Delete and Read-only respectively.

> CanNotDelete means authorized users can still read and modify a resource, but they can't delete the resource.

> ReadOnly means authorized users can read a resource, but they can't delete or update the resource.

Applying this lock is similar to restricting all authorized users to the permissions granted by the Reader role.

Scenario:

User2 is a Security administrator.

Subl contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6. User2 creates the virtual networks shown in the following table.
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Name Resource group
VNET1 RG1
VNET2 RrRG2
VNET3 RG3
VNET4 RG4
Sub1l contains the locks shown in the following table.
Name Set on Lock type
Lock1 RG1 Delete
Lock2 RG2 Read-only
Lock3 RG3 Delete
Lock4 RG3 Read-only
References:

https://docs.microsoft.com/en-us/azure/azure-resource-managetr/resource-group-lock-resources

NEW QUESTION
- (Exam Topic 2)
HOTSPOT

You assign User8

157

the Owner role for RG4, RG5, and RG6.

In which resource groups can User8 create virtual networks and NSGs? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User8 canc

reate virtual networks in:

v

RG4 only
RG6 only

RG4 and RG6 only
RG4, RG5, and RG6

User8 can create NSGs In.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box1: RG6 only as there is not option for RG5 & RG6 which it should be. Box2: RG4 & RG6

NEW QUESTION
- (Exam Topic 2)

RG4 only

RG4 and RG5 only
RG4 and RG6 only
RG4, RG5, and RG6

161

What is the membership of Groupl and Group2? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Group1:

v

No members

Only User2

Only User2 and User4

User1, User2, User3, and User4

Group2:

v

No members

Only User3

Only User1 and User3

User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Box 1: Userl, User2, User3, User4

Contains "ON" is true for Montreal (Userl), MONTREAL (User2), London (User 3), and Ontario (User4) as string and regex operations are not case sensitive.
Box 2: Userl, User2, User3, User4 References:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership

NEW QUESTION 162

- (Exam Topic 1)

You need to ensure that users can access VMO. The solution must meet the platform protection requirements.
What should you do?

A. Move VMO to Subnetl.

B. On Firewall, configure a network traffic filtering rule.
C. Assign RT1 to AzureFirewallSubnet.

D. On Firewall, configure a DNAT rule.

Answer: D

Explanation:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-dnat

NEW QUESTION 164

- (Exam Topic 1)

You need to deploy AKS1 to meet the platform protection requirements.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Actions Answer Area

Deploy an AKS cluster.

Create a client application.

Create a server application.

Create an RBAC binding.

Create a custom RBAC role.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Scenario: Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials. Litewire plans to deploy AKS1, which is a managed AKS (Azure
Kubernetes Services) cluster. Step 1: Create a server application

To provide Azure AD authentication for an AKS cluster, two Azure AD applications are created. The first

application is a server component that provides user authentication. Step 2: Create a client application

The second application is a client component that's used when you're prompted by the CLI for authentication. This client application uses the server application for
the actual authentication of the credentials provided by the client.

Step 3: Deploy an AKS cluster.

Use the az group create command to create a resource group for the AKS cluster. Use the az aks create command to deploy the AKS cluster.

Step 4: Create an RBAC binding.

Before you use an Azure Active Directory account with an AKS cluster, you must create role-binding or cluster role-binding. Roles define the permissions to grant,
and bindings apply them to desired users. These assignments can be applied to a given namespace, or across the entire cluster.

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration

NEW QUESTION 166

- (Exam Topic 1)

You need to create Rolel to meet the platform protection requirements.

How should you complete the role definition of Role1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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“NMama®”: “Rolal”,

“Id¥: *11111111-1111-1111-1111-111111111111",
“IsCustom”™ : true,

“Description”: “WM storage operator”
“Actions” : |

v v

Microsoft Compute/ disks™

‘Microsoft Resources storageAccounts/™

‘Microsoft Storage/ vitualMachines/disks™

] »
“"NotActions™: [
l,

“AssignableScopes” : |

*'subscrptions 43894a43-17¢

4 cfc-35840c 268 3efd resomceGroups Resowce Groupl®
" 'subscrptons 43894a43-17c24a

g
Sefe-3%40c 265344

»
-
. ]

A. Mastered
B. Not Mastered

Answer: A

Explanation:

1) Microsoft.Compute/

2) disks

3) /subscrption/{subscriptionld}/resourceGroups/{Resource Group Id}

A new custom RBAC role named Rolel must be used to delegate the administration of the managed disks in Resource Groupl. Rolel must be available only for
Resource Groupl.

NEW QUESTION 171

- (Exam Topic 1)

You need to configure WebApp1 to meet the data and application requirements.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Upload a public certificate.

B. Turn on the HTTPS Only protocol setting.

C. Set the Minimum TLS Version protocol setting to 1.2.
D. Change the pricing tier of the App Service plan.

E. Turn on the Incoming client certificates protocol setting.

Answer: BE

Explanation:
Refer https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-mutual-auth

NEW QUESTION 174

- (Exam Topic 1)

You need to ensure that the Azure AD application registration and consent configurations meet the identity and access requirements.

What should you use in the Azure portal? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To configure the registration settings: v
Azure AD — User settings

Azure AD - App registrations settings
Enterprise Applications — User settings

To configure the consent settings: v
Azure AD — User settings

Azure AD - App registrations settings
Enterprise Applications - User settings
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent

NEW QUESTION 179
- (Exam Topic 1)

You need to deploy Microsoft Antimalware to meet the platform protection requirements. What should you do? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point.

Create a custom policy definition that has effect set to:

Create a policy assignment and modify:

A. Mastered
B. Not Mastered

Answer: A
Explanation:

* 1. DeployifNotExists
* 2. Scope

NEW QUESTION 184
- (Exam Topic 4)

A\

Append
Deny
DeploylfNotExists

The Create a Managed Identify setting
The exclusion settings
The scope

You have an Azure subscription that contains a user named Adminl and a resource group named RGL1. In Azure Monitor, you create the alert rules shown in the

following table.

Name Resource Condition
Rule1 RG1 All security operations
Rule2 RG1 All administrative operations
Rule3 Azure subscription | All security operations by Admin1
Ruled Azure subscription | All administrative operations by Admin1

Adminl performs the following actions on RG1:
> Adds a virtual network named VNET1

> Adds a Delete lock named Lock1
Which rules will trigger an alert as a result of the actions of Adminl1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Adding VNET1:

Adding Lock1:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Adding VNET1:

Adding Lock1:

NEW QUESTION 188
- (Exam Topic 4)

Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, RuleZ, Rule3 and Rule 4

Rule2 only

Ruled only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

Rule2 only

Ruled only

| Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

Rule2 only

Ruled only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, RuleZ2, Rule3 and Rule 4

You need to configure a Microsoft SQL server named Web11597200 only to accept connections from the SubnetO subnet on the VNETO1 virtual network.
To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

You need to allow access to Azure services and configure a virtual network rule for the SQL Server.

> In the Azure portal, type SQL Server in the search box, select SQL Server from the search results then select the server named web11597200. Alternatively,
browse to SQL Server in the left navigation pane.

> In the properties of the SQL Server, click Firewalls and virtual networks.
> In the Virtual networks section, click on Add existing. This will open the Create/Update virtual network rule window.
> Give the rule a name such as Allow_VNETO01-SubnetO0 (it doesn’t matter what name you enter for the exam).

> In the Virtual network box, select VNETO1.
> In the Subnet name box, select Subnet0.

> Click the OK button

> Back in the Firewall / Virtual Networks window, set the Allow access to Azure services option to On.

NEW QUESTION 190
- (Exam Topic 4)

to save the rule.
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You have a management group hamed MGL1 that contains an Azure subscription and a resource group named RG1. RG1 contains a virtual machine named VML1.
You have the custom Azure roles shown in the following table.

[ MarmeJ Scoped to

The permissions for Rolel are shown in the following role definition file.

“"permissions”
i o fr.Compute/virtualMachine N
D TACTLioNE™
"Micro=oft . Compiute irtualMachines fdelats=
-,
“"datplActions
T = o — — — r - — - e
' he T iamFE IS L TR Al el s i e 1 Ul e R W P P LT T
= i
peErmissions
actions L
“"Microzoft.Compute/virtualMachines
' ]
notaActions [1
datashcrions |
notlDatTalkctions

]

You assign the roles to the users shown in the following table.

Name | Role |

L

i - £ 1 = L
= [ | B ¥ |
For each of the following statements, select Yes if the statement is true. Otherwise, select No NOTE: Each correct selection is worth one point.
Answer Areca

Statements Yes No
User? can delete V1T
User2 can delete VM1
Userd can delate VM

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area
Statements Yes MNo
User1 can delete VM . |
Usar? can delete Wi 1 |
User3 can delete Vi1 :

NEW QUESTION 194

- (Exam Topic 4)

You create a new Azure subscription.

You need to ensure that you can create custom alert rules in Azure Security Center. Which two actions should you perform? Each correct answer presents part of
the solution. NOTE: Each correct selection is worth one point.

A. Onboard Azure Active Directory (Azure AD) Identity Protection.
B. Create an Azure Storage account.

C. Implement Azure Advisor recommendations.

D. Create an Azure Log Analytics workspace.

E. Upgrade the pricing tier of Security Center to Standard.

Answer: DE
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Explanation:
D: You need write permission in the workspace that you select to store your custom alert. References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert

NEW QUESTION 199

- (Exam Topic 4)

You have an Azure subscription that contains 100 virtual machines and has Azure Security Center Standard tier enabled.

You plan to perform a vulnerability scan of each virtual machine.

You need to deploy the vulnerability scanner extension to the virtual machines by using an Azure Resource Manager template.

Which two values should you specify in the code to automate the deployment of the extension to the virtual machines? Each correct answer presents part of the
solution.

NOTE: Each correct selection is worth one point.

A. the user-assigned managed identity

B. the workspace ID

C. the Azure Active Directory (Azure AD) ID

D. the Key Vault managed storage account key
E. the system-assigned managed identity

F. the primary shared key

Answer: AC

NEW QUESTION 203

- (Exam Topic 4)

You have an Azure web app named WebAppl. You upload a certificate to WebApp1.
You need to make the certificate accessible to the app code of WebApp1l.

What should you do?

A. Add a user-assigned managed identity to WebApp1.

B. Add an app setting to the WebApp1l configuration.

C. Enable system-assigned managed identity for the WebAppl.
D. Configure the TLS/SSL binding for WebApp1.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/app-service/configure-ssl-certificate-in-code

NEW QUESTION 208

- (Exam Topic 4)

You need to ensure that the rg1lod10598168n1 Azure Storage account is encrypted by using a key stored in the KeyVault10598168 Azure key vault.
To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: To enable customer-managed keys in the Azure portal, follow these steps:
* 1. Navigate to your storage account rg1lod10598168n1

* 2. On the Settings blade for the storage account, click Encryption. Select the Use your own key option, as shown in the following figure.
Graphical user interface, text, application, email Description automatically generated

H 4
Slorage service encryplion pralects your data at rest Azure Storage encrypts your data as it's written in cur datacenters, and autamatically decrypts it for you a5 you access it

By default, data is encrypted using Microsoft Managed Keys for Azure Blobs, Tables, Files and Queuves. You may choose to bang your own key for encryption for Azure Blobs and Files. Encryption for
Tables and Queves will abvays use Microsoft Mansged Keys.

Please note that afler enabling Storage Service Encryption, only new data will be encrypted, and any existing files in this storage account will retroactively get encrypted by a background encryption
process.

LEarn more

Your storage account is curmently encrypted with Microsoft managed key by default You can choose to use your own key.

Use your own key

Step 2: Specify a key from a key vault

To specify a key from a key vault, first make sure that you have a key vault that contains a key. To specify a key from a key vault, follow these steps:
* 4, Choose the Select from Key Vault option.

* 5. Choose the key vault KeyVault10598168 containing the key you want to use.

* 6. Choose the key from the key vault.

Graphical user interface, text, application, email Description automatically generated
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By default, dats i enerpted uing Microsolt Mansged Keys for Azure Blobs, Tablet Fles and Queced. You may choote to BRng pour swm key Fae endryption for Azure Blobs and Fles Enaryption for
Tables and Queues wall abvays use Microsoft Mansged Ky

Pleate note that after erabling Storage Sennte Encrgpbion, only new data will be encrypted, and any exitting files in this florage account will retroactevely get encrypled by a background encryption
ProgeLt

Your storsge sfcount s cumently encrypted with Microsoft managed key by defaull You can choose 1o ute your own key
':.i'_ Ll e # dSmman iny

Ervber key LR

W | Seiect from ey Vault

«kay-yaule

=gy

ﬂ!mflnhl{mﬂlrmll e granted access o the selected ey vault, Both soft delete and purge protectisn will be enabled on the key vault and cannot be disabled. Learn mare

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-encryption-keys-portal

NEW QUESTION 213
- (Exam Topic 4)

You have a web app hosted on an on-premises server that is accessed by using a URL of https://www.contoso.com. You plan to migrate the web app to Azure.
You will continue to use https://www.contoso.com. You need to enable HTTPS for the Azure web app. What should you do first?

A. Export the public key from the on-premises server and save the key as a P7b file.

B. Export the private key from the on-premises server and save the key as a PFX file that is encrypted by using TripleDES.
C. Export the public key from the on-premises server and save the key as a CER file.

D. Export the private key from the on-premises server and save the key as a PFX file that is encrypted by using AES256.

Answer: B
Explanation:

https://docs.microsoft.com/en-us/azure/app-service/configure-ssl-certificate#private-certificate-requirements

NEW QUESTION 215

- (Exam Topic 4)

You have an Azure subscription that contains an Azure key vault named Vaultl. On January 1, 2019, Vaultl stores the following secrets.
Enabled : False

Expires x

NotBefore : 5/1/19 12:00:00 AM
Created : 12/20/18 2:55:00 BPM
Updated : 12/20/18 2:55:00 PM
ContentType :

Tags -

TagTable -

VaultName vaultl

Nams
Version
Id

Enabled
Expires
NotBefore
Created
Updated
ContentType
Tags
TagsTable
VaultName
Nams
Version
Id

Wi

Passwordl
https://vaultl.vault.azure.net:443/secrets/Passwordl
True

5/1/19 12:00:00 AM
3/1/19 12:00:00 AM

12/20/18 3:00:00 BM
12/20/18 3:00:00 PM
vaultl

Password?

https://vaultl.vault.azure.net:443/secrets/Password2

Which can each secret be used by an application? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Passwordl: v
Never

Always

Only after May 1, 20189

Password?2: v

Never
Always
Only between March 1, 2019 and May 1. 2019

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Box 1: Never Passwordl is disabled.
Box 2: Only between March 1, 2019 and May 1, Password?2:

ExXpires : 5/1/19 12:00:00 AM
NotBefore + 3/1/19 12:00:00 AM
Reference:

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-azurekeyvaultsecretattribute

NEW QUESTION 217
- (Exam Topic 4)
You have an Azure subscription named Subscriptionl that contains the resources shown in the following table.

. Name | Type | In resource group
L S ) ; S _1n resource group
cont1 Container instance RG1
VNET1 | Virtual network RG1
App1 App Service app RG1
VM1 | Virtual machine RG1
User1l | User Not applicable
You create a custom RBAC role in Subscription1 by using the following JSON file.
{
llNamEH: ..RG]_E']'“;
"IsCustom": true,
"Description”: "Rolel description”,
"Actions": [
"*IREEd“_,

"Microsoft.Compute/*"
1,
"NotActions": [],
"DataActions": [],
"NotDataActions": [],
"AssignableScopes”: |
"/subscriptions/923a419a-4358-40fb-b4a9-b8af43dd0c92/resourceGroups/RG1"

]
¥

You assign Rolel to Userl on RG1.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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User1 can add VM1 to VNET1.
User1 can start and stop App1.

User1 can start and stop cont1.

A. Mastered

B. Not Mastered

Answer: A

Explanation:
Text Description automatically generated

Reference:

Statements

Yes

No

https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations#microsoftcompu

NEW QUESTION 219
- (Exam Topic 4)
You have an Azure subscription that contains an app named Appl. Appl has the app registration shown in the following table.

MMicros.

MNMICoOsSO T

API

Laraph

waph

1

Permission

er Read

1 eF. 1]

b

1

al

1
|
|
|
|
4
.

Type

| lelegated

Lelegated

Admin
consent
rcquircd
r-‘_l

Pl

e

Status I

None
MNMone

You need to ensure that Appl can read all user calendars and create appointments. The solution must use the principle of least privilege.
What should you do?

A. Add a new Delegated API permission for Microsoft.Graph Calendars.ReadWrite.

B. Add a new Application API permission for Microsoft.Graph Calendars.ReadWrite.

C. Select Grant admin consent.

D. Add a new Delegated API permission for Microsoft.Graph Calendars.ReadWrite.Shared.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/graph/permissions-reference#calendars-permissions

NEW QUESTION 222
- (Exam Topic 4)
You need to create a new Azure Active Directory (Azure AD) directory named 10317806.onmicrosoft.com. The new directory must contain a user named
user10317806 who is configured to sign in by using Azure Multi-Factor Authentication (MFA).

A. Mastered

B. Not Mastered

Answer: A

Explanation:

To create a new Azure AD tenant:

* 1. Browse to the Azure portal and sign in with an account that has an Azure subscription.
* 2. Select the plus icon (+)
and search foAr zure Active Directory.
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Microsoft Azure New

* 3. Select Azure Active Directory
in the search results.

A~ Azure Active Directory

Fesults

MAME PUBLISHER

* 4. Select Create.
* 5. Provide an Organization name

This will create the directory named 10317806.onmicrosoft.com.
(10317806) and anlinitial domain name (10317806). Then select Create.

w o .

Jrganization name @

-

e t'--l"-"\-l L)IFec
* Initial domain name @

coniosodrect

contosodiract.onmicrosott.com

ountry or region @

Uniied >iaies b

Directory creation will take about
one minute

* 6. After directory creation is complete, select the information box to manage your new directory. To create the user:

* 1. In the Azure portal, make sure you are on the Azure Active Directory fly out.

contoso direct

contoso direct

Arure Active Directory

o
werview

U

Cuick start

a

MANAGE

If not, select the Azure Active Directory icon from the left services navigation.
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B Storage accounts

Virtual networks

‘ Azure Active Directo...

. Monitor

* 2. Under Manage, select Users.

W Overview

; Getting started

Manage

Users

Groups

8- Orgamizational relationships

Roles and administrators

* 3. Select All users

and then selec+t New user.

* 4. Provide a Name

andUser name

(user10317806) for the user. When you're done, selecCt reate.
To enable MFA:

\Zure contoso direct

contoso direct

Azure Active Lirectory
' -

..-_’ '-\.,-I'J'Er". 1&8%W

Quick start

"
F]

MAMNAGE

B Storage accounts

Virtual networks

‘ Azure Active Directo...

& Monitor

* 2. Under Manage, select Users.
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Overview

Getting started

Manage

Users

Groups

Organizational relationships

Roles and administrators

* 3. Click on the Multi-Factor Authentication link.

* 4. Tick the checkbox next to the user's name and click the Enable link.

Reference:
https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant

NEW QUESTION 227

- (Exam Topic 4)

You have a hybrid configuration of Azure Active Directory (Azure AD).

All users have computers that run Windows 10 and are hybrid Azure AD joined.

You have an Azure SQL database that is configured to support Azure AD authentication.

Database developers must connect to the SQL database by using Microsoft SQL Server Management Studio (SSMS) and authenticate by using their on-premises
Active Directory account.

You need to tell the developers which authentication method to use to connect to the SQL database from SSMS. The solution must minimize authentication
prompts.

Which authentication method should you instruct the developers to use?

A. SQL Login

B. Active Directory — Universal with MFA support
C. Active Directory — Integrated

D. Active Directory — Password

Answer: C

Explanation:

Azure AD can be the initial Azure AD managed domain. Azure AD can also be an on-premises Active Directory Domain Services that is federated with the Azure
AD.

Using an Azure AD identity to connect using SSMS or SSDT

The following procedures show you how to connect to a SQL database with an Azure AD identity using SQL Server Management Studio or SQL Server Database
Tools.

Active Directory integrated authentication

Use this method if you are logged in to Windows using your Azure Active Directory credentials from a federated domain.

* 1. Start Management Studio or Data Tools and in the Connect to Server (or Connect to Database Engine) dialog box, in the Authentication box, select Active
Directory - Integrated. No password is needed or can be entered because your existing credentials will be presented for the connection.

.

Server type: Database Engine

Server name: tedus database windows net
Authertication: Active Directory - Integrated

DOMAIN username

Connect Cancel Help Options >>

* 2. Select the Options button, and on the Connection Properties page, in the Connect to database box, type the name of the user database you want to connect
to. (The AD domain name or tenant ID” option is only supported for Universal with MFA connection options, otherwise it is greyed out.)

References:

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/sql-database/sql-database-aad-authentication
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NEW QUESTION 232
- (Exam Topic 4)

You need to ensure that a user named user2-12345678 can manage the properties of the virtual machines in the RG1lod12345678 resource group. The solution
must use the principle of least privilege.
To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

> Sign in to the Azure portal.

2 Browse to Resource Groups.

> Select the RG1lod12345678 resource group.
> Select Access control (IAM).

> Select Add > role assignment.

> Select Virtual Machine Contributor (you can filter the list of available roles by typing ‘virtual’ in the search box) then click Next.

> Select the +Select members option and select user2-12345678 then click the Select button.

> Click the Review + assign
Reference:

button twice.

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal?tabs=current

NEW QUESTION 236
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant and a root management group. You create 10 Azure subscriptions and add the subscriptions to the rout

management group.

You need to create an Azure Blueprints definition that will be stored in the root management group. What should you do first?

A. Add an Azure Policy definition to the root management group.
B. Modify the role-based access control (RBAC) role assignments for the root management group.

C. Create a user-assigned identity.

D. Create a service principal.
Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin

NEW QUESTION 237
- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named sql1. You plan to audit sql1.
You need to configure the audit log destination. The solution must meet the following requirements:

> Support querying events by using the Kusto query language.
> Minimize administrative effort. What should you configure?

A. an event hub
B. a storage account
C. a Log Analytics workspace

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-log-analytics-wizard

NEW QUESTION 238
- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table.

Name Type Attached to NSG
- Network security group . .
NSG1 e y 91O VM5 Not applicable
(NSG)
_— Network security group | - o s
NSG2 (NSG) y grou Subnet1 INOL applicable
Subnet1t Subnet Not applicable | Not applicable
VMS Virtual machine Subnet1 NSG1

An IP address of 10.1.0.4 is assigned to VM5. VM5 does not have a public IP address.
VM5 has just in time (JIT) VM access configured as shown in the following exhibit.
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JIT VM access configuration X
add [5] Save Discard
Configure the ports for which the just-in-time VM access will be applicable
Port Protocol Allowed source IPs IP range Time range (hours)
3389 Any Fer reguest M/ A 3 hours

You enable JIT VM access for VM5.
NSG1 has the inbound rules shown in the following exhibit.

Prionty Name Port Protocol Source Destination Action

100 SecurityCenter-JITRule-... 3369 Any Any 10.1.04 S Allow
1000 SecurityCenter-JTRule_341.. 3369 Any Any 10.1.04 @ Deny
1001 ROP 3369 TP Any Any @ Allew
B5000 AllowNnetinBound Any Any Virtua!Metwork VintualNetwork o Allow
B5001 AllowAzurel padBalancerln... Any Any AzureloadBalancer Any & Allow
5500 DenyAllinBound Any Any Ay Any @ Deny

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Deleting the security rule that has a priority of 100 will revoke the approved JIT ® '®
access request.
Remote Desktop access to VM5 is blocked. O O
An Azure Bastion host will enable Remote Desktop access to VM5 from the internet. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:

Statements Yes No
Deleting the security rule that has a prionty of 100 will revoke the approved JIT O e
access request. - |
Remote Desktop access to VM5 is blocked. |_ s O
An Azure Bastion host will enable Remote Desktop access to VMS from the internet. O ECJ]

NEW QUESTION 240

- (Exam Topic 4)

You need to ensure that the AzureBackupReport log for the Vaultl Recovery Services vault is stored in the WS11641655 Azure Log Analytics workspace.
To complete this task, sign in to the Azure portal and modify the Azure resources.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
* 1. In the Azure portal, type Recovery Services Vaults in the search box, select Recovery Services Vaults from the search results then select Vaultl. Alternatively,
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browse to Recovery Services Vaults in the left navigation pane.

* 2. In the properties of Vaultl, scroll down to the Monitoring section and select Diagnostic Settings.
* 3. Click the Add a diagnostic setting link.

* 4, Enter a name in the Diagnostic settings name box.

* 5. In the Log section, select AzureBackupReport.

Category details

|O

D AzureBackupReport

D CoreAzureBackup
G AddonAzureBackupJobs
D AddonAzureBackupAlerts

[ ] AddonAzureBackupPalicy

* 6. In the Destination details section, select Send to log analytics
Destination details

Send to Log Analytics

I: Archive to a storage account

Stream to an event hub

* 7. Select the WS11641655 Azure Log Analytics workspace.
* 8. Click the Save button to save the changes. Reference:
https://docs.microsoft.com/en-us/azure/backup/backup-azure-diagnostic-events

NEW QUESTION 241

- (Exam Topic 4)

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Azure Username: User1-10598168@ExamUsers.com
Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only: Lab Instance: 10598168
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You need to ensure that a user named user21059868 can manage the properties of the virtual machines in the RG1lod10598168 resource group. The solution
must use the principle of least privilege.
To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. In Azure portal, locate and select the RG110d10598168 resource group.

* 2. Click Access control (IAM).

* 3. Click the Role assignments tab to view all the role assignments at this scope.
* 4, Click Add > Add role assignment to open the Add role assignment pane.
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-+ Add ) Refresh
Add role assignment
Add co-administrator

Vidnaye alLess WU AZUNe Tesuurnes 1o Users, groups, service prnndipa
¢reating role assignment

* 5. In the Role drop-down list, select the role Virtual Machine Contributor.Virtual Machine Contributor lets you manage virtual machines, but not access to them,
and not the virtual network or storage account they're connected to.

* 6. In the Select list, select user user21059868

* 7. Click Save to assign the role. Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/role-based-access-control/built-
in-roles#virtual-machine-contributor

NEW QUESTION 245

- (Exam Topic 4)

Your company recently created an Azure subscription.

You have been tasked with making sure that a specified user is able to implement Azure AD Privileged Identity Management (PIM).
Which of the following is the role you should assign to the user?

A. The Global administrator role.

B. The Security administrator role.

C. The Password administrator role.
D. The Compliance administrator role.

Answer: A

Explanation:

To start using PIM in your directory, you must first enable PIM.

* 1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to
enable PIM for a directory.

Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Reference:

https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started

NEW QUESTION 250

- (Exam Topic 4)

You have an Azure Container Registry named Registry1.

You add role assignment for Registryl as shown in the following table.

User Role

User1 AcrPush

User2 | AcrPull

| User3 | AcrimageSigner
_User4 | Contributor

Which users can upload images to Registryl and download images from Registryl? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Upload images v

User1 only

User1 and User4 only

User1, User3, and User4

User1, User2, User3, and User4

Download images v
User2 only

User1 and User2 only

User2 ad User4 only

User1, User2, and User4

User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Box 1: Userl and User4 only

Owner, Contributor and AcrPush can push images. Box 2: Userl, User2, and User4
All, except AcrlmagineSigner, can download/pull images.

Access Resource Create/delete F F‘u;hl ’ Pull ! Delete image Change Sign

Reole/Permission Manager registry image image data policies images

Chwner X X X b X X

Contributor X X X X X ¥

Reader X X

AcrPush X X

AcrPull X

AcrDelete u X

AcrimageSigner X
References:

https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

NEW QUESTION 253
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

Name | Type
User] | Azure Active Direc tory (Azure AD) user
User2 | Azure Active Directory (Azure AD) user
Group1 * Arure Active Directory (Arure AD) group
Vault1 Azure key vault

Userl is a member of Groupl. Groupl and User2 are assigned the Key Vault Contributor role for Vaultl.
On January 1, 2019, you create a secret in Vaultl. The secret is configured as shown in the exhibit. (Click the Exhibit tab.)

Create a secret

Upioad oplions

Manua

* Namw ©)

Password)l

* Value

B a8 BB AN BEN

O -
" 1 i - b
015903101 ,;." 1200-00 AR
| L& ." LN i ] 1 e i
v -~
202 101 . 120000 AM
1Ca )M L | ] It Time ¥

User2 is assigned an access policy to Vaultl. The policy has the following configurations:
> Key Management Operations: Get, List, and Restore
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> Cryptographic Operations: Decrypt and Unwrap Key

> Secret Management Operations: Get, List, and Restore
Groupl is assigned an access to Vaultl. The policy has the following configurations:

> Key Management Operations: Get and Recover

> Secret Management Operations: List, Backup, and Recover
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

On January 1, 2019, User1 can view the value of Passwordl. () (O
OnJune 1, 2019, User2 can view the value of Password1l. () O

On June 1, 2019, Userl can view the value of Password1l. () O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

OnJanuary 1, 2019, User1 can view the value of Passwordl. () '(),

-
OnJune 1, 2019, User2 can view the value of Password1.1 ()' O

OnJune 1, 2019, Userl can view the value of Password]. O : O :

NEW QUESTION 256

- (Exam Topic 4)

You have an Azure subscription.

You need to create and deploy an Azure policy that meets the following requirements:

> When a new virtual machine is deployed, automatically install a custom security extension.

> Trigger an autogenerated remediation task for non-compliant virtual machines to install the extension. What should you include in the policy? To answer, select
the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Definition effect A 4
Append

DeploylfNotExists
EnforceOPAConstraint
EnforceRegoPolicy

Modify

Assignment remediation task v

A managed identity that has the Contributor role

A managed identity that has the User Access Administrator role
A service principal that has the Contributor role

A service principal that has the User Access Administrator role

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources
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NEW QUESTION 259

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named SQL1. You plan to deploy a web app named Appl.
You need to provide Appl with read and write access to SQL1. The solution must meet the following requirements:

> Provide Appl with access to SQL1 without storing a password.
> Use the principle of least privilege.

> Minimize administrative effort.
Which type of account should Appl use to access SQL1, and which database roles should you assign to Appl? To answer, select the appropriate options in the

answer area.
NOTE: Each correct selection is worth one point.

Account type: 7
Azure Active Directory User
Managed identity

Service Principal

Roles: v

db datawriter only
db datareader and db datawriter

db owner only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/app-service/tutorial-connect-msi-sgl-database?tabs=windowsclient%2Cd

NEW QUESTION 262
- (Exam Topic 4)
You need to prevent administrators from performing accidental changes to the Homepage app service plan. To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
You need to configure a ‘lock’ for the app service plan. A read-only lock ensures that no one can make changes to the app service plan without first deleting the

lock.

> In the Azure portal, type App Service Plans in the search box, select App Service Plans from the search results then select Homepage. Alternatively, browse to
App Service Plans in the left navigation pane.

> In the properties of the app service plan, click on Locks.

> Click the Add button to add a new lock.

> Enter a name in the Lock name field. It doesn’'t matter what name you provide for the exam.
> For the Lock type, select Read-only.

> Click OK to save the changes.

NEW QUESTION 264

- (Exam Topic 4)

You have an Azure subscription that contains an Azure Files share named sharel and a user named Userl. Identity-based authentication is configured for sharel.
Userl attempts to access sharel from a Windows 10 device by using SMB. Which type of token will Azure Files use to authorize the request?

A. OAuth 20

B. JSON Web Token (JWT)
C. Kerberos

D. SAML

Answer: C

Explanation:

https://learn.microsoft.com/en-us/azure/storagef/files/storage-files-identity-auth-active-directory-domain-service

NEW QUESTION 265
- (Exam Topic 4)
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You have an Azure Active Directory (Azure AD) tenant.

You need to prevent nonprivileged Azure AD users from creating service principals in Azure AD. What should you do in the Azure Active Directory admin center of
the tenant?

A. From the Properties Wade, set Enable Security defaults to Yes.

B. From the Properties blade, set Access management fen Azure resources to No

C. From the User settings blade, set Users can register applications to No

D. From the User settings blade, set Restrict access to Azure AD administration portal to Yes.

Answer: D

NEW QUESTION 268

- (Exam Topic 4)

You have an Azure subscription that contains a web app named Appl and an Azure key vault named Vaultl. You need to configure Appl to store and access the
secrets in Vaultl.

How should you configure Appl? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Configure App1 to authenticate by using a: v
Key

Certificate

Passphrase

User-assigned managed identity
System-assigned managed identity

Configure a Key Vault reference for App1 from the: v
Extensions blade

General settings tab

TLS/SSL settings blade

Application seftings tab

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity ?tabs=dotnet

NEW QUESTION 271

- (Exam Topic 4)

You have an Azure subscription that contains an Azure Sentinel workspace.

Azure Sentinel is configured to ingest logs from several Azure workloads. A third-party service management platform is used to manage incidents.
You need to identify which Azure Sentinel components to configure to meet the following requirements:

> When Azure Sentinel identifies a threat, an incident must be created.

> A ticket must be logged in the service management platform when an incident is created in Azure Sentinel.
Which component should you identify for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

When Azure Sentinel identifies a threat. an incident w
must be created Anaiiics
Data connectors
Playbooks
Workbooks
A ticket must be logged in the service management platform %
when an incident is created in Azure Sentinel Analvics
Data connectors
Playbooks
Workbooks

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 275

- (Exam Topic 4)

You have an Azure subscription that uses Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

A PIM user that is assigned the User Access Administrator role reports receiving an authorization error when performing a role assignment or viewing the list of
assignments.

You need to resolve the issue by ensuring that the PIM service principal has the correct permissions for the subscription. The solution must use the principle of
least privilege.

Which role should you assign to the PIM service principle?

A. Contributor

B. User Access Administrator

C. Managed Application Operator
D. Resource Policy Contributor

Answer: B

NEW QUESTION 278

- (Exam Topic 4)

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Azure Username: User1-10598168@ExamUsers.com
Azure Password: Ag1Bh9!#Bd

TQE fg‘_'llowing information is for technical support purposes only: Lab Instance: 10598168
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You need to email an alert to a user named adminl@contoso.com if the average CPU usage of a virtual machine named VM1 is greater than 70 percent for a
period of 15 minutes.

To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Create an alert rule on a metric with the Azure portal

* 1. In the portal, locate the resource, here VM1, you are interested in monitoring and select it.

* 2. Select Alerts (Classic) under the MONITORING section. The text and icon may vary slightly for different resources.
* 3. Select the Add metric alert (classic) button and fill in the fields as per below, and click OK. Metric: CPU Percentage
Condition: Greater than Period: Over last 15 minutes Notify via: email

Additional administrator email(s): adminl@contoso.com

-..‘..'1‘.. N T, g
i
i ]
et the last 5 minute W
."I._’“Eif, 4
W
0
hetp e - Tparan
Reference:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-insights-alerts-portal

NEW QUESTION 280
- (Exam Topic 4)
You have an Azure virtual machines shown in the following table.
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|

| Name Operating system Region Resource group
| VM1 Windows Server 2012 EastUS | RG1
' : West
2 " 2
| VM2 Windows Server 2012 R2 Europe RG1
| West T
| VM3 Windows Server 2016 Europe RG2
| VM4 | Red Hat Enterprise Linux 7.4 EastUS | RG2 - |

You create an Azure Log Analytics workspace named Analytics1 in RG1 in the East US region. Which virtual machines can be enrolled in Analytics1?

A. VM1 only

B. VM1, VM2, and VM3 only
C. VM1, VM2, VM3, and VM4
D. VM1 and VM4 only

Answer: C

Explanation:
Note: Create a workspace

> In the Azure portal, click All services. In the list of resources, type Log Analytics. As you begin typing, the list filters based on your input. Select Log Analytics.

> Click Create, and then select choices for the following items:

Provide a name for the new Log Analytics workspace, such as DefaultLAWorkspace. OMS workspaces are now referred to as Log Analytics workspaces.

Select a Subscription to link to by selecting from the drop-down list if the default selected is not appropriate. For Resource Group, select an existing resource group
that contains one or more Azure virtual machines. Select the Location your VMs are deployed to. For additional information, see which regions Log Analytics is
available in.

NEW QUESTION 284

- (Exam Topic 4)

You have a Microsoft Sentinel deployment.

You need to connect a third-party security solution to the deployment. The third-party solution will send

Common Event Format (CER-formatted messages.

What should you include in the solution? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Deploy: -
Forward events to Microsoft Sentinel by using: -
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Deploy: A Windows server and a Windows Event Forwarding subscription -
Forward events to Microsoft Sentinel by using: = An Azure Log Analytics agent o

NEW QUESTION 286
- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.

F Mame ', Azure region [ Connected to F Associated network scourity

_ ! | group (NSG)

[ VM Vest US VNET 1/Subnet1 | None T
[vm2 Twestus [ VNETI/Subnet2NSG2 === 00|
| VM3 | Central US VNETZ2/S5ubnet]l | NSG3

- —a

[ vna | West US

— 1 VNET3/Subnetl | NSG4 i ———i —

VNETL1, VNET2, and VNETS3 are peered with each other. You perform the following actions:
* Create two application security groups named ASG1 and ASG2 in the West US region.

* Add the network interface of VM1 to ASG1.
Arntwer Ares

ASG: -

ASG2: -

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Answer Area

NEW QUESTION 289

- (Exam Topic 4)

You need to recommend which virtual machines to use to host Appl. The solution must meet the technical requirements for KeyVaultl.
Which virtual machines should you use?

A. VM1 only

B. VM1 and VM2 only

C. VM1, VM2, and VM4 only
D. VM1, VM2, VM3. and VM4

Answer: D

NEW QUESTION 291

- (Exam Topic 4)

A user named Debbie has the Azure app installed on her mobile device.

You need to ensure that debbie@contoso.com is alerted when a resource lock is deleted. To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

You need to configure an alert rule in Azure Monitor.

Type Monitor into the search box and select Monitor from the search results. Click on Alerts.

Click on +New Alert Rule.

In the Scope section, click on the Select resource link.

In the Filter by resource type box, type locks and select Management locks (locks) from the filtered results. Select the subscription then click the Done button.
In the Condition section, click on the Select condition link.

Select the Delete management locks condition the click the Done button. In the Action group section, click on the Select action group link.

Click the Create action group button to create a new action group.

Give the group a name such as Debbie Mobile App (it doesn’t matter what name you enter for the exam) then click the Next: Notifications > button.

In the Notification type box, select the Email/SMS message/Push/Voice option.

In the Email/SMS message/Push/Voice window, tick the Azure app Push Notifications checkbox and enter debbie@contoso.com in the Azure account email field.
Click the OK button to close the window.

Enter a name such as Debbie Mobile App in the notification name box.

Click the Review & Create button then click the Create button to create the action group.

Back in the Create alert rule window, in the Alert rule details section, enter a name such as Management lock deletion in the Alert rule name field.

Click the Create alert rule button to create the alert rule.

NEW QUESTION 293

- (Exam Topic 4)

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant. From the Azure portal, you register an enterprise application.
Which additional resource will be created in Azure AD?

A. a service principal
B. an X.509 certificate
C. a managed identity
D. a user account

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

NEW QUESTION 297

- (Exam Topic 4)

You have an Azure subscription named Subcriptionl that contains an Azure Active Directory (Azure AD) tenant named contosos.com and a resource group hamed
RG1.

You create a custom role named Rolel for contoso.com.

You need to identify where you can use Rolel for permission delegation. What should you identify?

A. contoso.com only

B. contoso.com and RGT only

C. contoso.com and Subscription1 only
D. contoso.com, RG1, and Subcriptionl
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Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles

NEW QUESTION 302
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

Harme { Type Description

You need to ensure that ServerAdmins can perform the following tasks: Create virtual machine to the existing virtual network in RG2 only.
The solution must use the principle of least privilege.

Which two role-based access control (RBAC) roles should you assign to ServerAdmins? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. the Contributor role for the subscription

B. the Network Contributor role for RG2

C. A custom RBAC role for the subscription

D. a custom RBAC role for RG2

E. the Network Contributor role for RG1.

F. the Virtual Machine Contributor role for RG1.

Answer: BF
NEW QUESTION 303

- (Exam Topic 4)
You create resources in an Azure subscription as shown in the following table.

Name Type Region

VINET] Arzure virtual network West Europs

L i T L0 1990 ] AFure 5t iIrage a Wi n Wy e EUr O

VNET1 contains two subnets named Subnetl and Subnet2. Subnetl has a network ID of 10.0.0.0/24. Subnet2 has a network 1D of 10.1.1.0/24.
Contoso1901 is configured as shown in the exhibit. (Click the Exhibit tab.)

e — ~ —_— % ——
3 Vo (GBt=-AZSCoragaAcoount RG]

o L

ByPass

DefaultAction

Action VirtualNetworkResourceld

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

An Azure virtual machine on Subnet1 can access data in Contoso1901.

An Azure virtual machine on Subnet2 can access data in Contos01901.

A computer on the Internet that has an IP address of 193.77.10.2 can access  ( &
data in Contoso1901.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

Access from Subnetl is allowed.

Box 2: No

No access from Subnet? is allowed.

Box 3: Yes

Access from IP address 193.77.

NEW QUESTION 304
- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table.

10.2 is allowed.

Name Type
storagel Storage account
Vaultl Azure Key vault
Vault2 Azure Key vault

You plan to deploy the virtual machines shown in the following table.
Name Role
VM1 »  Storage Blob Data Reader for storagel
«  Key Vault Reader for Vaultl
VM2 » Storage Blob Data Reader for storagel
+ Key Vault Reader for Vaultl
VM3 + Storage Blob Data Reader for storagel
» Key Vault Reader for Vaultl
* Key Vault Reader for Vault2
VM4 « Storage Blob Data Reader for storagel
» Key Vault Reader for Vaultl
« Key Vault Reader for Vault2

You need to assign managed identities to the virtual machines. The solution must meet the following requirements:

> Assign each virtual machine

the required roles.

> Use the principle of least privilege.

What is the minimum number of

00w
A WDN P

Answer: B

Explanation:

managed identities required?

We have two different sets of required permissions. VM1 and VM2 have the same permission requirements. VM3 and VM4 have the same permission

requirements.

A user-assigned managed identity can be assigned to one or many resources. By using user-assigned managed identities, we can create just two managed
identities: one with the permission requirements for VM1 and VM2 and the other with the permission requirements for VM3 and VM4.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

NEW QUESTION 305
- (Exam Topic 4)

You have an Azure subscription that contains the virtual networks shown in the following table.
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Name Region Subnet
VNET1 West US Subnetll and Subnetl2
VNET2 West US 2 Subnet21
VNET3 East US Subnet31

The subscription contains the virtual machines shown in the following table.

Name Network interface Connected to
VM1 NIC1 Subnetll
VM2 NIC2 Subnetl1
VM3 NIC3 Subnet12
VM4 NIC4 Subnet21
VM5 NICS Subnet31

On NIC1, you configure an application security group named ASG1. On which other network interfaces can you configure ASG1?

A. NIC2 only

B. NIC2, NIC3, NIC4, and NIC5
C. NIC2 and NIC3 only

D. NIC2, NIC3, and NIC4 only

Answer: C

Explanation:

Only network interfaces in NVET1, which consists of Subnetll and Subnetl12, can be configured in ASG1, as all network interfaces assigned to an application
security group have to exist in the same virtual network that the first network interface assigned to the application security group is in.

Reference:

https://azure.microsoft.com/es-es/blog/applicationsecuritygroups/

NEW QUESTION 308

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com. The forest contains a single domain.

You have an Azure subscription named Subl that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to deploy Azure AD Connect and to integrate Active Directory and the Azure AD tenant. You need to recommend an integration solution that meets the
following requirements:

Ensures that password policies and user logon restrictions apply to user accounts that are synced to the Tenant Minimizes the number of servers required for the
solution.

Which authentication method should you include in the recommendation?

A. federated identity with Active Directory Federation Services (AD FS)
B. password hash synchronization with seamless single sign-on (SSO)
C. pass-through authentication with seamless single sign-on (SSO)

Answer: C

Explanation:

* 1. Ensures that password policies and user logon restrictions apply to user accounts that are synced to the tenant
>> Pass-Through Authentication enforce on-premises user account states, password policies, and sign-in hours.

* 2. Minimizes the number of servers required for the solution.

>> Pass-through needs a lightweight agent to be installed one (or more) on-premises servers.

>> PW Hash also require installing Azure AD Connect on your existing DC.

NEW QUESTION 309

- (Exam Topic 4)

You have 15 Azure virtual machines in a resource group named RGL1. All virtual machines run identical applications.
You need to prevent unauthorized applications and malware from running on the virtual machines. What should you do?

A. Apply an Azure policy to RG1.

B. From Azure Security Center, configure adaptive application controls.
C. Configure Azure Active Directory (Azure AD) Identity Protection.

D. Apply a resource lock to RGL1.

Answer: B

Explanation:

Adaptive application control is an intelligent, automated end-to-end application whitelisting solution from Azure Security Center. It helps you control which
applications can run on your Azure and non-Azure VMs (Windows and Linux), which, among other benefits, helps harden your VMs against malware. Security
Center uses machine learning to analyze the applications running on your VMs and helps you apply the specific whitelisting rules using this intelligence.
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application

NEW QUESTION 311
- (Exam Topic 4)
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You have three Azure subscriptions and a user named Userl.

You need to provide Userl with the ability to manage and view costs for the resources across all three subscriptions. The solution must use the principle of least
privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.
Actions

Create a management group
Add the three subscriptions to the management group
Assign User1 the Global administrator role

Assign User1 the Owner role for the management
group

Assign User1 the Cost Management Contributor role for
the management group

A. Mastered
B. Not Mastered

Answer: A

Explanation:

e — i — i —— i — i —_— - {—_—_—_—_ -

e e e e e e PR i
e e S e e e
j Assign User1 the Global admunistrator role. Assign User1 the Global administrator role
____________________________________________________ I e o i, i i S A i e s
|
| Assign User1 the Owner role for the management | o e e ===
, group Add the three subscriptions 1o the management g

I
| Assign User1 the Cost Management Contnbutor role for
the management group [

. D e S . O . T S A U i T o A . . . e O .

NEW QUESTION 315

- (Exam Topic 4)

You have an Azure subscription that contains the following resources:

* An Azure key vault

» An Azure SQL database named Databasel

» Two Azure App Service web apps hamed AppSrvl and AppSrv2 that are configured to use system-assigned managed identities and access Databasel
You need to implement an encryption solution for Databasel that meets the following requirements:

» The data in a column named Discount in Databasel must be encrypted so that only AppSrvl1 can decrypt the data.

» AppSrvl and AppSrv2 must be authorized by using managed identities to obtain cryptographic keys. How should you configure the encryption settings fa
Databasel To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point

To configure the encryption of Database’

Always Encrypted by uang Azure Kay Vault
Adways Engmypred by |ng the Windows Certificate Store

Transparent Data Encryption (TOE) by using Azure Key Yault intagrabion

Transparent Data Encryption [TDE) by using Bring Your Own Key (BYOK)

To obtam the cryptographuc keys

Teate an access

- "-
policy in Azure ') Vault

benerale a key on an HSM devie
mport App Serwce certifcates to AppSrvl and AppSvd

e . = - - 1 ;- S i - & ™
Register an enterpnse application in AZure AL

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Text Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/always-encrypted-azure-key-vault-configure?tabs=az

NEW QUESTION 319

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a hybrid configuration of Azure Active Directory (AzureAD). You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials. You need to configure the environment to support the
planned authentication.

Solution: You create a site-to-site VPN between the virtual network and the on-premises network. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

You can connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:
Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.

Configure forwarding between the custom DNS server and your on-premises DNS server. References:
https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal

NEW QUESTION 320

- (Exam Topic 4)

You have an Azure subscription named Subl that contains an Azure Log Analytics workspace named LAWL1. You have 100 on-premises servers that run Windows
Server 2012 R2 and Windows Server 2016. The servers

connect to LAWL1. LAW1 is configured to collect security-related performance counters from the connected

servers.

You need to configure alerts based on the data collected by LAWL1. The solution must meet the following requirements:

> Alert rules must support dimensions.
> The time it takes to generate an alert must be minimized.

> resolved.
Which signal type should you use when you create the alert rules?

A. Log

B. Log (Saved Query)
C. Metric

D. Activity Log

Answer: C

Explanation:

Metric alerts in Azure Monitor provide a way to get notified when one of your metrics cross a threshold. Metric alerts work on a range of multi-dimensional platform
metrics, custom metrics, Application Insights standard and custom metrics.

Note: Signals are emitted by the target resource and can be of several types. Metric, Activity log, Application Insights, and Log.

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-metric

NEW QUESTION 325

- (Exam Topic 4)

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Azure Username: Userl-10598168@ExamUsers.com
Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only: Lab Instance: 10598168
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You need to ensure that the rg110d10598168n1 Azure Storage account is encrypted by using a key stored in the KeyVault10598168 Azure key vault.
To complete this task, sign in to the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Step 1: To enable customer-managed keys in the Azure portal, follow these steps:
* 1. Navigate to your storage account rg110d10598168n1

* 2. On the Settings blade for the storage account, click Encryption. Select the Use your own key option, as shown in the following figure.
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Fsave X Disca
Storage senvice encryption profects your data at rest Azure Storage encrypts your data as it's written in our datacenters, and automatcally decrypts it for you as you access it

By default data is encryphed usng Microsoft Managed Keys for Azure Blobs, Tables, Files and Queues. You may choose 1o bring your own key for encryption for Azure Blabs and Fites. Encryption for
Tables and Cueues will always use Microsaft Managed Keys.

Please note that after enabling Storage Serice Eneryption, only new data will be encrypted, and any existing fles in this storage sccount will retrosctively get encrypted by & background encryplicn
process.

LRI more

Your storage account 15 currently encrypted with Microsoft managed key by default. You can choose to use your own key.

Use your own key

Step 2: Specify a key from a key vault
To specify a key from a key vault, first make sure that you have a key vault that contains a key. To specify a key from a key vault, follow these steps:
* 4. Choose the Select from Key Vault option.
* 5. Choose the key vault KeyVault10598168 containing the key you want to use.
* 6. Choose the key from the key vault.

Hsee X Cacard

Starage MenaE enerypbon phubects yols duts ot rett ATung i:a:;q- Enerypls pout dats & i3 wirhien o oud datacenten, and sutcemabually decnpts i T you B voo BICEES i

H-:r Seipult, dats A enrypied uling Magragal Mansoed Ky for Azure Biobd Tabien Fes aned Clusust. Vau myy choote B2 bing pdor own kpy fos ararypiean bar Ay Blaby and Foot Ers Frpiaan fyr
Tables and Cuepuies wall ahways use Mioresoht Masaged Keys

Ploase nobe that after srabling Stovage Sennce Encryption only new dats will be encrypled, and any exsting Fles i this fiorsge aocount will retroactinely get encrypbed by & Background encryplion
peCCess.

ERR Mot
Your shorage accound is cuniesily encryphed with Microsoft managed oy by default. You can choose to use your cwn ey

FE Uise your owmn key

Eneryption. ey
Enter ey LR
W Sty Sl By Vet

= ey Wault
.
<R -waLIT
* Encryption key
4 &

<Kl

ﬂiwnn—lwt-q-ll b granted access to the selected loey vawit. Both soft delete and purge probectson will be ersbled on the ey vsult and cannol be deabled. Laam more

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-encryption-keys-portal
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