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NEW QUESTION 1
Refer to the exhibit.

WTP profile configuration

config wireless-controller wtp-profile
edit "“S231F"

config placform
set type 231F

nd

set handoff-rssi 30

set handoff-sta-thresh 30

set ap-country US

config radio-1l
set band 802.11n-2G
Sét wids-profile "default-wids-apscan-&nabled”
set vap-all manual
set vaps "StudencOl”
set channel *1% "é*" "11¢

en

config radio-2
set band 802.11lac-5G
set channel-bonding 40MHz
set wids~-profile "default-wids-apscan-enabled"™
Seét darrp enable
set arrp-profile "arrp-defaultct®
set vap-all manual
set vaps "StudentOl®
set channel "36%" "44% "52"

1
o
o

config radio-3
set mode disabled

L
.
(o8

end

Which shows the WTP profile configuration.

The AP profile is assigned to two FAP-231F APs that are installed in an open plan area. The first AP has 32 clients associated with the 5 GHz radios and 22 clients
associated with the 2.4 GHz radio. The second AP has 12 clients associated with the 5 GHz radios and 20 clients associated with the 2.4 GHz radio.

A dual-band-capable client enters the area near the first AP and the first AP measures the new client at - 3 3 dBm signal strength. The second AP measures the
new client at -43 dBm signal strength.

If the new client attempts to conned to the student 01 wireless network, which AP radio will the client be associated with?

A. The first AP 2.4 GHz interface provides a stronger signal, which clients often prioritize.

B. The first AP 5 GHz interface because it has a stronger signal.

C. The second AP 5 GHz interface has fewer clients, which ensures better performance despite the weaker signal.
D. The second AP 2.4 GHz interface is preferred over 5 GHz for better speed and lower interference.

Answer: C

NEW QUESTION 2

When the MAC address of a device is placed in quarantine on FortiSwitch, what happens to its egress traffic?

A. Traffic is sent to an access VLAN.
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B. Traffic is assigned to the native VLAN.
C. Traffic is sent as untagged traffic.
D. Traffic is sent to an allowed VLAN.

Answer: A

NEW QUESTION 3
What is the expected behavior when enabling auto TX power control on a FortiAP interface?

A. FortiGate monitors the signal strength of nearby AP interfaces and adjusts its own transmit power every 30 seconds to match the signal strength of the adjacent
AP

B. FortiGate measures the signal strength of nearby FortiAP interfaces every 30 seconds and adjusts their transmit power to ensure they remain detectable at -70
dBm.

C. FortiGate periodically measures the signal strength of the weakest associated client and adjusts the AP radio power to align with the detected signal strength of
that client.

D. The AP periodically evaluates the signal strength of its own transmission from the client perspective and adjusts its power to ensure the signal is detected at -70
dBm.
Answer: C

NEW QUESTION 4
FortiGate has been added to FortiAlOps for management.

u Do Gioup - Default ﬂ admin -

J Dashboard »

Status Fortis o5
Al Insights H - Mod Viersi
@ Iwventory w | [ 0 | n-_ 0
Device Groups
T Wirebess »
=i ¥ :
Switch - 0 m F = 0 Actions =
@ Security Fabric »
oQ Q
B Logs & Reports
LB System ¥ Foftilite Mamse = Fartilate [P Addreds = Stalind = Didcorery State =
B Service Assurance » | FortiGate 1001254 | © Oniive  Successfully Discovered

Which step must be performed on FortiAlOps to add a FortiSwitch device connected to the recently added FortiGate?

A. Add the FortiSwitch device by submitting its serial number.

B. FortiAlOps requires that the FortiSwitch IP address is submitted.
C. FortiSwitch is added automatically.

D. Configure the FortiSwitch IP address, user ID, and password

Answer: C

NEW QUESTION 5
Refer to the exhibits.
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FortiSwitch Ports
FortiSwitch Ports - FortiSwitch
i.i FortiSwitch ol + 5FP
1 3
- _
- iz
Cornected F | 4
3 Creste ew] (63t | @ Dokt | [ Refvest]
& Ports Description = Mode = Port Policy * Enabled Features = Native VLAN = Allowed VLANs *
= HR (VLAN102)
r . O Edge Port
0O @poni Static xf AP Management (APx) o IT (VLAN101)
© Spanning Tree Protocol =3 quarantine fortilink (quarantine)
— . E Port
0 @ port2 Static gﬁ:nhg Trun Protocal = Students 6 quarantine fortilink [guarantine]
O @ ponta Static gg:np:::‘lm B =l detault fortilink (_default) # quarantine fortilink (guarantine)
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NAC policy

Edit NAC Policies - Training

Name
Status
Switch Fortilink

FortiSwitch groups

Description

Device Patterns

| Category
MAC Address

Hardware Vendor
Device Family
Type

Operating System

User

Switch Controller Action

Assign VLAN

Bounce Port

Wireless Controller Action

Assign VLAN

Training

BT © oisabled

#* fortihink

All

Click to select

m User EMS Tag | Vulnerability | fortivoice-tag

©

v

v 2 VW

8

70:88:6b:Bc4b0Oe

Lnux

g Students

Preview

1 entry selected

0/63

B o

A NAC policy has been configured to apply traffic that flows through FortiSwitch port 2. Traffic that meets the NAC policy criteria will be assigned to the Students
VLAN. However, the NAC policy does not seem to be taking effect.

Which configuration is missing?

A. Port2 Access mode should be set to NAC mode.
B. The MAC address or OS might be misconfigured for the connected device.
C. Port2 Access mode should be set to Port Policy mode.
D. The Students VLAN should be set to Allowed VLANS instead of Native VLAN.

Answer: A

NEW QUESTION 6

You are troubleshooting a Syslog-based single sign-on (SSO) issue on FortiAuthenticator, where user authentication is not being correctly mapped from the syslog
messages. You need a tool to diagnose the issue and understand the logs to resolve it quickly.
Which tool in FortiAuthenticator can you use to troubleshoot and diagnose a Syslog SSO issue?

A. Debug logs > Remote Servers > Syslog Viewer

B. Parsing Test Tool
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C. Debug logs > SSO Sessions page
D. Debug logs > Single Sign-On > Syslog SSO

Answer: D

NEW QUESTION 7

A network engineer is deploying FortiGate devices using zero-touch provisioning (ZTP). The devices must automatically connect to FortiManager and receive their

configurations upon first boot. However, after powering on the devices, they fail to register with FortiManager.
What could be a possible cause of this issue?

A. The FortiGate device requires manual intervention to accept the FortiManager connection.

B. In this scenario, the ZTP process works only when devices are connected using a console cable.
C. The FortiGate device must be preloaded with a configuration file before ZTP can function.

D. The FortiManager IP address is not reachable over TCP port 541.

Answer: D

NEW QUESTION 8

Why is it critical to maintain NTP synchronization between FortiGate and FortiSwitch when FortiLink is configured?
A. To facilitate synchronization of firmware updates across devices

B. To allow FortiSwitch to communicate with other FortiSwitche devices in the network.

C. To ensure accurate time for logs, authentication, and event correlation

D. To allow FortiSwitch to function in standalone mode if FortiGate becomes unavailable

Answer: C

NEW QUESTION 9

Your office wants to set up a Wi-Fi network for visitors. Your company would like to require them to log in for (racking purposes. Which two types of captive portals

could be enabled on an interface? (Choose two.)

A. Terms Acknowledgment Without Authentication
B. Email Notification Only

C. Disclaimer + Authentication

D. Guest Pass Access

E. Authentication

Answer: AE

NEW QUESTION 10

A FortiSwitch is not appearing in the FortiGate management interface after being connected via FortiLink. What could be a first troubleshooting step?

A. Ensure that the FortiGate security policies allow traffic from the FortiSwitch.

B. Manually assign a static IP to the FortiSwitch.

C. Verify that FortiGate device DHCP server is assigning an IP to the FortiSwitch.
D. Ensure the FortiSwitch has internet access.

Answer: C

NEW QUESTION 10

APs have been manually configured to connect to FortiGate over an IPsec network, and FortiGate successfully detects and authorizes them. However, the APs

remain unmanaged because FortiGate is unable to establish a CAPWAP tunnel with them.

What configuration change can resolve this issue and enable FortiGate to establish the CAPWAP tunnel over the IPsec connection?

A. Configure a static route on FortiGate to reach the APs over the IPsec tunnel.

B. Assign a custom AP profile for the remote APs with the set mpls-connection option enabled.
C. Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation.

D. Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version.

Answer: B

NEW QUESTION 13
Refer to the exhibits.
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FortiAuthenticator

Interface Status

Interface: portl

Status: O

|P Address / Netmask

P 10.0.1.150/255 255 255.0
| Py

Admin acoess: &) S5H (TCP/22)
HTTPS (TCP/443)
& GUI(TCP/443)
& REST API (fapi/)
& Fabric (fapi/v1/fabric/)
» SNMP (UDP/1461)
& HTTP (TCP/BO)

Services: & HTTPS (TCP/443)
& Legacy Self-service Portal [/login/)
& Captive Portals (/guests, /portal)
& sAML IdP (/samil-idp)
& SAML 5P 550 (/saml-sp, flogin/saml-auth)
& Kerberos 5SSO (/login/kerb-auth)
& SCEP [fapp/cert/scep)
T CRL Downloads [(fapp/cert/erl)
B CMP (/app/cert/cmp2/)
'h' & FortiToken Mobile API (fapi/vl/pushauthresp, fapi/vl/transfertoken)
L OAuth Service (fapi/vl/oauth, fapi/v1/pushpoll, /guests, /portal)
& HTTP(TCP/80)
&) SCEP [/app/cert/scep)
L CRL Downloads (fapp/cert/crl)
® CMP (/app/cert/cmp/)
B SAML IdP metadata (/saml-idp)
& Kerberos S5O (/login/kerb-auth)
& RADIUS Accounting Monitor (UDP/16448)
i RADIUS Auth (UDP/1B12)
P RADIUS Accounting 550 (UDP/1813)
» RADSEC (TCP/2083)
© B TACACS+ Auth (TCP/49)
£ 1DAP TCP/3AY)

FortiAuthenticator SS0O Methods

Edit Fortinet Single Sign-On Methods

Maximum concurrent user sessions: 0 a'-.'.e--_;re.n?-:l control

& Windows event log polling (e.g. domain controllers/Exchange servers) Configure Events
& DNS lookup to get IP from workstation name
® Directly use domain DMS suffix in lookup
& Reverse DNS lookup to get workstation name from P
P Do one more DNS lookup to get full list of IPs after reverse lookup of workstation name
B Include account name ending with $ (usually compuler account]
» FortiNAC 550 FortiNAC sources
& RADIUS Accounting 550 clients
& Syslog 550  Syslog seaces
® Allow TLS encryption
® FortiClient 550 Maobility Agenl Service
P Hierarchical F550 tiering
B DC/TS Agent Clients
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FortiAuthenticator RADIUS Accounting SS Client

Edit RADIUS Accounting SSO Client

MName “-'A:.r!_ls SO
Cliert nama/IP 100110
Secrel sanssane

Deacription
SSO user type External @
Local users @

# Remote users @ WidowsAD (100 1100 ~

& Strip ol prehx or sufhx from username i any

»

Use 3 different attribute Lo search for Lhe yser in the remole LDAP server (instead of the usermame attribute specihed in the remote LDAP server
settings)

» Use the prefix or suffix supplied in the username a3 the domain (instead of the domain specibed in the remote LDAP server settings)

RADIUS Attributes

Username ainbute | PR Yy — -
Client IPv4 attribule Fearmg-1P- Ao e T Dl st
CI"-I“ lhb"trf:EMIt' Frare- IS A= F v R Cet ;|

User group attribule Fortvet-Cooup- Mams Facraran [ of sy

A company has multiple FortiGate devices deployed and wants to centralize user authentication and authorization. The administrator decides to use
FortiAuthenticator to convert RSSO messages to FSSO, allowing all FortiGate devices to receive user authentication updates.

After configuring FortiAuthenticator to receive RADIUS accounting messages, users can authenticate, but FortiGate does not enforce the correct policies based on
user groups. Upon investigation, the administrator discovers that FortiAuthenticator is receiving RADIUS accounting messages from the RADIUS server and

successfully queries LDAP for user group information. But, FSSO updates are not being sent to FortiGate devices and FortiGate firewall policies based on FSSO
user groups are not being applied.

What is the most likely reason FortiGate is not receiving FSSO updates?

A. The RADIUS Username and Client IPv4 attributes are not defined on FortiAuthenticator.
B. The LDAP server is not configured to retrieve group memberships for RSSO users.

C. FortiAuthenticator is missing the FSSO user group attribute in the configuration.

D. The FortiAuthenticator interface is not enabled to receive RADIUS accounting messages.
Answer: A

NEW QUESTION 17
Refer to the exhibits.
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FortiGate Security Fabric widget
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Quarantine widget

S

My ety

Dedails Dieice

FortiGate firewall policy

o Tine SO [t Sefedduile LErviee Action MAT Secuifity Profiles Liog
] & Students — 8 port] @
Internet 5 all 8 s B abway: (@ ALL o ACCEPT & Erabied [EEDE default

m certitCate-lnspection

& implicit @

FortiAnalyzer log

1 170 FCNRn L SO000 14 i Ta ML IIT IR PDE HTTP abcammnl Blecked Fpsbeeremil Rials sran Wertrutry
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Examine the FortiGate configuration, FortiAnalyzer logs, and FortiGate widget shown in the exhibits.

Security Fabhc quarantine automation has been configured to isolate compromised devices automatically. FortiAnalyzer has been added to the Security Fabric,
and an automation stitch has been configured to quarantine compromised devices.

To test the setup, a device with the IP address 10.0.2.1 that is connected through a managed FortiSwitch attempts to access a malicious website. The logs on
FortiAnalyzer confirm that the event was recorded, but the device does not appear in the FortiGate quarantine widget.

Which two reasons could explain why FortiGate is not quarantining the device? (Choose two.)

A. The I0C action should include only the FortiSwitch in the quarantine.

B. The SSL inspection should be set to deep-Inspection

C. The malicious website is not recognized as an indicator of compromise (IOC) byFortiAnalyzer.
D. The threat detection services license is missing or invalid under FortiAnalyzer.

Answer: CD

NEW QUESTION 21
Refer to the exhibits.
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RSSO Agent
Use RADIUS Shared Secret €)  secscsee

Send RADIUS Responses @€
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FortiGate interface configuration

Edit Interface

Name = portd

Allas

Type B Physical Interface

VRFID O 0

Roke O Undefined v

Address

Addressing mode DHCP | Auto-managed by IPAM
IP/Netmask 10.0.1.254/255.255.255.0

Secondary |P address )

Administrative Access
1Pva HTTPS HTTP PING
) FMG-Access £ SSH SNMP
) Security Fabric
| FTM RADIUS Accounting  Connaction @
| Speed Test
Use VDOM Setting
Use VDOM Setting
(D DHCP Server
Network

Device detection © O

Security mode »

Examine the FortiGate RSSO configuration shown in the exhibit.

FortiGate is set up to use RSSO for user authentication. It is currently receiving RADIUS accounting messages through port3. The incoming RADIUS accounting
messages contain the username in the User-Name attribute and group membership in the Class attribute. You must ensure that the users are authenticated
through these RADIUS accounting messages and accurately mapped to their respective RSSO user groups.

Which three critical configurations must you implement on the FortiGate device? (Choose three.)

A. The RADIUS Attribute Value setting configured for an RSSO user group should match the class RADIUS attribute value in the RADIUS accounting message.
B. RSSO user groups should be assigned to all firewall policies.

C. Device detection and Security Fabric Connection should be enabled on port3

D. The sso-attribute CLI setting in the RSSO agent configuration should be set to Class.

E. The rsso-endpoint-attribute CLI setting in the RSSO agent configuration should be set toUser-Name.

Answer: ADE

NEW QUESTION 22
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