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NEW QUESTION 1
An OSC lead has provided company information, identified that they are seeking CMMC Level 2, stated that they handle FCI. identified stakeholders, and provided
assessment logistics. The OSC has provided the company's cyber hygiene practices that are posted on every workstation, visitor logs, and screenshots of the
configuration of their FedRAMP- approved applications. The OSC has not won any DoD government contracts yet but is working on two proposals Based on this
information, which statement BEST describes the CMMC Level 2 Assessment requirements?

A. Ready because there is no need to certify this company until after they win a DoD contract.
B. Not ready because the OSC is not on contract because they do not know the scope of FCI protection required by the contract.
C. Not ready because the OSC still lacks artifacts that prove they have implemented all the CMMC Level 2 Assessment requirements.
D. Ready because all DoD contractors are required to achieve CMMC Level 2; therefore, they are being proactive in seeking certification.

Answer: C

NEW QUESTION 2
Which authority leads the CMMC direction, standards, best practices, and knowledge framework for how to map the controls and processes across different Levels
that range from basic cyber hygiene to advanced cyber practices?

A. NIST
B. DoD CIO office
C. Federal CIO office
D. Defense Federal Acquisition Regulation Council

Answer: B

NEW QUESTION 3
An OSC needs to be assessed on RA.L2-3.11.1: Periodically assess the risk to organizational operations (including mission, functions, image, or reputation),
organizational assets, and individuals, resulting from the operation of organizational systems and the associated processing, storage, or transmission of CUI. What
is in scope for a Level 2 assessment of RA.L2-3.11.1?

A. IT systems
B. Enterprise systems
C. CUI Marking processes
D. Processes, people, physical entities, and IT systems in which CUI processed, stored, or transmitted

Answer: D

NEW QUESTION 4
During the assessment process, who is the final interpretation authority for recommended findings?

A. C3PAO
B. CMMC-AB
C. OSC sponsor
D. Assessment Team Members

Answer: A

NEW QUESTION 5
Who will verify the adequacy and sufficiency of evidence to determine whether the practices and related components for each in-scope Host Unit. Supporting
Organization/Unit, or enclave has been met?

A. OSC
B. Assessment Team
C. Authorizing official
D. Assessment official

Answer: B

NEW QUESTION 6
In the CMMC Model, how many practices are included in Level 1?

A. 15 practices
B. 17 practices
C. 72 practices
D. 110 practices

Answer: B

NEW QUESTION 7
Companies that knowingly defraud the government by not being in compliance with cybersecurity regulations are at risk of being held liable for:

A. The contract value plus a penalty as stated in the Cyber Claims Act
B. The contract value plus a penalty as stated in the False Claims Act
C. Three times the contract value plus a penalty as stated in the Cyber Claims Act
D. Three times the contract value plus a penalty as stated in the False Claims Act
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Answer: D

NEW QUESTION 8
Which CMMC Levels focus on protecting CUI from exfiltration?

A. Levels 1 and 2
B. Levels 1 and 3
C. Levels 2 and 3
D. Levels 1, 2, and 3

Answer: C

NEW QUESTION 9
In preparation for a CMMC Level 1 Self-Assessment, the IT manager for a DIB organization is documenting asset types in the company's SSP The manager
determines that identified machine controllers and assembly machines should be documented as Specialized Assets. Which type of Specialized Assets has the
manager identified and documented?

A. loT
B. Restricted IS
C. Test equipment
D. Operational technology

Answer: D

NEW QUESTION 10
In scoping a CMMC Level 1 Self-Assessment, it is determined that an ESP employee has access to FCI. What is the ESP employee considered?

A. In scope
B. Out of scope
C. OSC point of contact
D. Assessment Team Member

Answer: A

NEW QUESTION 10
While determining the scope for a company's CMMC Level 1 Self-Assessment, the contract administrator includes the hosting providers that manage their IT
infrastructure. Which asset type BEST describes the third-party organization?

A. ESPs
B. People
C. Facilities
D. Technology

Answer: A

NEW QUESTION 12
When scoping the organizational system, the scope of applicability for the cybersecurity CUI practices applies to the components of:

A. federal systems that process, store, or transmit CUI.
B. nonfederal systems that process, store, or transmit CUI.
C. federal systems that process, store, or transmit CU
D. or that provide protection for the system components.
E. nonfederal systems that process, store, or transmit CU
F. or that provide protection for the system components.

Answer: D

NEW QUESTION 17
When planning an assessment, the Lead Assessor should work with the OSC to select personnel to be interviewed who could:

A. have a security clearance.
B. be a senior person in the company.
C. demonstrate expertise on the CMMC requirements.
D. provide clarity and understanding of their practice activities.

Answer: D

NEW QUESTION 18
A contractor has implemented IA.L2-3.5.3: Multifactor Authentication practice for their privileged users, however, during the assessment it was discovered that the
OSC's standard users do not require MFA to access their endpoints and network resources. What would be the BEST finding?

A. The process is running correctly.
B. It is out of scope as this is a new acquisition.
C. The new acquisition is considered Specialized Assets.
D. Practice is NOT MET since the objective was not implemented.
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Answer: D

NEW QUESTION 21
Recording evidence as adequate is defined as the criteria needed to:

A. verify, based on an assessment and organizational scope.
B. verify, based on an assessment and organizational practice.
C. determine if a given artifact, interview response, demonstration, or test meets the CMMC scope.
D. determine if a given artifact, interview response, demonstration, or test meets the CMMC practice.

Answer: D

NEW QUESTION 26
An OSC performing a CMMC Level 1 Self-Assessment uses a legacy Windows 95 computer, which is the only system that can run software that the government
contract requires. Why can this asset be considered out of scope?

A. It handles CUI
B. It is a restricted IS
C. It is government property
D. It is operational technology

Answer: B

NEW QUESTION 28
The Level 1 practice description in CMMC is Foundational. What is the Level 2 practice description?

A. Expert
B. Advanced
C. Optimizing
D. Continuously Improved

Answer: B

NEW QUESTION 31
A Lead Assessor is presenting an assessment kickoff and opening briefing. What topic MUST be included?

A. Gathering evidence
B. Review of the OSC's SSP
C. Overview of the assessment process
D. Examination of the artifacts for sufficiency

Answer: C

NEW QUESTION 36
Which statement BEST describes the key references a Lead Assessor should refer to and use the:

A. DoD adequate security checklist for covered defense information.
B. CMMC Model Overview as it provides assessment methods and objects.
C. safeguarding requirements from FAR Clause 52.204-21 for a Level 2 Assessment.
D. published CMMC Assessment Guide practice descriptions for the desired certification level.

Answer: D

NEW QUESTION 37
Who is responsible for identifying and verifying Assessment Team Member qualifications?

A. C3PAO
B. CMMC-AB
C. Lead Assessor
D. CMMC Marketplace

Answer: C

NEW QUESTION 40
What is a PRIMARY activity that is performed while conducting an assessment?

A. Develop assessment plan.
B. Collect and examine evidence.
C. Verify readiness to conduct assessment.
D. Deliver recommended assessment results.

Answer: B

NEW QUESTION 45
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The director of sales, in a meeting, stated that the sales team received feedback on some emails that were sent, stating that the emails were not marked correctly.
Which training should the director of sales refer the sales team to regarding information as to how to mark emails?

A. FBI CUI Introduction to Marking
B. NARA CUI Introduction to Marking
C. C3PAO CUI Introduction to Marking
D. CMMC-AB CUI Introduction to Marking

Answer: B

NEW QUESTION 49
During assessment planning, the OSC recommends a person to interview for a certain practice. The person being interviewed MUST be the person who:

A. funds that practice.
B. audits that practice.
C. supports, audits, and performs that practice.
D. implements, performs, or supports that practice.

Answer: D

NEW QUESTION 54
Where does the requirement to include a required practice of ensuring that personnel are trained to carry out their assigned information security-related duties and
responsibilities FIRST appear?

A. Level 1
B. Level 2
C. Level 3
D. All levels

Answer: B

NEW QUESTION 56
Which method facilitates understanding by analyzing gathered artifacts as evidence?

A. Test
B. Examine
C. Behavior
D. Interview

Answer: B

NEW QUESTION 60
Which assessment method describes the process of reviewing, inspecting, observing, studying, or analyzing assessment objects (i.e., specification, mechanisms,
activities)?

A. Test
B. Assess
C. Examine
D. Interview

Answer: C

NEW QUESTION 63
Which document BEST determines the existence of FCI and/or CUI in scoping an assessment with an OSC?

A. OSC SSP
B. OSC POA&M
C. OSC Evidence
D. OSC Contract with DoD

Answer: D

NEW QUESTION 65
A server is used to store FCI with a cloud provider long-term. What is the server considered?

A. In scope, because the cloud provider will be storing the FCI data
B. Out of scope, because the cloud provider stores the FCI data long-term
C. In scope, because the cloud provider is required to be CMMC Level 2 certified
D. Out of scope, because encryption is always used when the cloud provider stores the FCI data

Answer: A

NEW QUESTION 67
Within the CMMC Ecosystem which organization ultimately will manage and oversee the
training, testing, authorization, and certification of candidate assessors and instructors?

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full CMMC-CCP dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/CMMC-CCP-exam-dumps.html (206 New Questions)

A. DoD OUSD
B. DIB Collaborative Information Sharing Environment
C. Committee on National Security Systems Instructions
D. CMMC Assessors and Instructors Certification Organization

Answer: D

NEW QUESTION 72
As part of CMMC 2.0, the change to Level 1 Self-Assessments supports "reduced assessment costs" allows all companies at Level 1 (Foundational) to:

A. to conduct self-assessments.
B. opt out of CMMC Assessments.
C. have assessment costs reimbursed by the DoD.
D. pay no more than $500.00 for their annual assessment.

Answer: A

NEW QUESTION 77
In late September. CA.L2-3.12.1: Periodically assess the security controls in organizational systems to determine if the controls are effective in their application is
assessed. Procedure specifies that a security control assessment shall be conducted quarterly. The Lead Assessor is only provided the first quarter assessment
report because the person conducting the second quarter's assessment is currently out of the office and will return to the office in two hours. Based on this
information, the Lead Assessor should determine that the evidence is;

A. sufficient, and rate the audit finding as MET
B. insufficient, and rate the audit finding as NOT MET.
C. sufficient, and re-rate the audit finding after a quarter two assessment report is examined.
D. insufficient, and re-rate the audit finding after a quarter two assessment report is examined.

Answer: B

NEW QUESTION 80
A CMMC Assessment Team arrives at an OSC to begin a CMMC Level 2 Assessment. The team checks in at the front desk and lets the receptionist know that
they are here to conduct the assessment. The receptionist is aware that the team is arriving today and points down a hallway where the conference room is. The
receptionist tells the Lead Assessor to wait in the conference room. as someone will be there shortly. The receptionist fails to check for credentials and fails to
escort the team. The receptionist's actions are in direct violation of which CMMC practice?

A. PE.L1-3.10.3: Escort visitors and monitor visitor activity
B. PE.L1-3.10.5: Control and manage physical access devices
C. PS.L2-3.9.1; Screen individuals prior to authorizing access to organizational systems containing CUI
D. PS.L2-3 9.2: Ensure that organizational systems containing CUI are protected during and after personnel actions such as terminations and transfers

Answer: A

NEW QUESTION 82
What type of criteria is used to answer the question "Does the Assessment Team have the right evidence?"

A. Adequacy criteria
B. Objectivity criteria
C. Sufficiency criteria
D. Subjectivity criteria

Answer: A

NEW QUESTION 85
A Level 2 Assessment was conducted for an OSC, and the results are ready to be submitted. Prior to uploading the assessment results, what step MUST the
C3PAO complete?

A. Pay an assessment submission fee.
B. Complete an internal review of the results.
C. Notify the CMMC-AB that submission is forthcoming.
D. Coordinate a final briefing between the Lead Assessor and the OSC.

Answer: B

NEW QUESTION 89
A defense contractor needs to share FCI with a subcontractor and sends this data in an email. The email system involved in this process is being used to:

A. manage FCI.
B. process FCI.
C. transmit FCI.
D. generate FCI

Answer: C

NEW QUESTION 90
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Which domain references the requirements needed to handle physical or digital assets containing CUI?

A. Media Protection (MP)
B. Physical Protection (PE)
C. System and Information Integrity (SI)
D. System and Communications Protection (SC)

Answer: A

NEW QUESTION 91
An OSC has requested a C3PAO to conduct a Level 2 Assessment. The C3PAO has agreed, and the two organizations have collaborated to develop the
Assessment Plan. Who agrees to and signs off on the Assessment Plan?

A. OSC and Sponsor
B. OSC and CMMC-AB
C. Lead Assessor and C3PAO
D. C3PAO and Assessment Official

Answer: C

NEW QUESTION 92
Which document is the BEST source for determining the sources of evidence for a given practice?

A. NISTSP 800-53
B. NISTSP 800-53A
C. CMMC Assessment Scope
D. CMMC Assessment Guide

Answer: D

NEW QUESTION 97
In CMMC High-Level scoping, which definition BEST describes an HQ organization?

A. The entity that carries out the tasks under a contract
B. The unit to which a CMMC Level is applied for each contract
C. The teams, services, and technologies that provide support to a Host Unit
D. The entity legally responsible for the delivery of products or services under a contract

Answer: D

NEW QUESTION 98
At which CMMC Level do the Security Assessment (CA) practices begin?

A. Level 1
B. Level 2
C. Level 3
D. Level 4

Answer: B

NEW QUESTION 100
How are the Final Recommended Assessment Findings BEST presented?

A. Using the CMMC Findings Brief template
B. Using a C3PAO-provided template that is preferred by the OSC
C. Using a C3PAO-branded version of the CMMC Findings Brief template
D. Using the proprietary template created by the Lead Assessor after approval from theC3PAO

Answer: A

NEW QUESTION 101
......
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