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NEW QUESTION 1
For a CMMC Level 2 certification, which organization maintains a non-disclosure agreement with the OSC?

A. NIST

B. C3PAO

C. CMMC-AB
D. OUSD A&S

Answer: B

NEW QUESTION 2
There are 15 practices that are NOT MET for an OSC's Level 2 Assessment. All practices are applicable to the OSC. Which determination should be reached?

A. The OSC may have 90 days for remediating NOT MET practices.

B. The OSC is not eligible for an option to remediate NOT MET practices.

C. The OSC may be eligible for an option to remediate NOT MET practices.

D. The OSC is not eligible for an option to remediate after the assessment is canceled.

Answer: C

NEW QUESTION 3
The Lead Assessor is presenting the Final Findings Presentation to the OSC. During the presentation, the Assessment Sponsor and OSC staff inform the assessor
that they do not agree with the assessment results. Who has the final authority for the assessment results?

A. C3PAO

B. CMMC-AB

C. Assessment Team

D. Assessment Sponsor

Answer: A

NEW QUESTION 4
In the CMMC Model, how many practices are included in Level 2?

A. 17 practices
B. 72 practices
C. 110 practices
D. 180 practices

Answer: C

NEW QUESTION 5
Companies that knowingly defraud the government by not being in compliance with cybersecurity regulations are at risk of being held liable for:

A. The contract value plus a penalty as stated in the Cyber Claims Act
B. The contract value plus a penalty as stated in the False Claims Act
C. Three times the contract value plus a penalty as stated in the Cyber Claims Act
D. Three times the contract value plus a penalty as stated in the False Claims Act

Answer: D

NEW QUESTION 6
Per DoDI 5200.48: Controlled Unclassified Information (CUI), CUI is marked by whom?

A. DoD OUSD

B. Authorized holder

C. Information Disclosure Official

D. Presidential authorized Original Classification Authority

Answer: B

NEW QUESTION 7

Which standard and regulation requirements are the CMMC Model 2.0 based on?
A. NIST SP 800-171 and NIST SP 800-172

B. DFARS, FIPS 100, and NIST SP 800-171

C. DFARS, NIST, and Carnegie Mellon University

D. DFARS, FIPS 100, NIST SP 800-171, and Carnegie Mellon University
Answer: A

NEW QUESTION 8
An assessment is being conducted at a remote client site. For the duration of the assessment, the client has provided a designated hoteling space in their secure
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facility which consists of a desk with access to a shared printer. After noticing that the desk does not lock, a locked cabinet is requested but the client does not
have one available. At the end of the day, the client provides a printout copy of an important network diagram. The diagram is clearly marked and contains CUI.
What should be done NEXT to protect the document?

A. Take it with them to review in the evening.

B. Leave it on the desk for review the following day.

C. Put it in the unlocked desk drawer for review the following morning.
D. Take a picture with the personal phone before securely shredding it.

Answer: A

NEW QUESTION 9
During the planning phase of a CMMC Level 2 Assessment, the Lead Assessor is considering what would constitute the right evidence for each practice. What is
the Assessor attempting to verify?

A. Adequacy

B. Sufficiency

C. Process mapping
D. Assessment scope

Answer: B

NEW QUESTION 10
When scoping the organizational system, the scope of applicability for the cybersecurity CUI practices applies to the components of:

A. federal systems that process, store, or transmit CUI.

B. nonfederal systems that process, store, or transmit CUI.
C. federal systems that process, store, or transmit CU

D. or that provide protection for the system components.
E. nonfederal systems that process, store, or transmit CU
F. or that provide protection for the system components.

Answer: D

NEW QUESTION 10
What is the primary intent of the verify evidence and record gaps activity?

A. Map test and demonstration responses to CMMC practices.

B. Conduct interviews to test process implementation knowledge.

C. Determine the one-to-one relationship between a practice and an assessment object.

D. Identify and describe differences between what the Assessment Team required and the evidence collected.

Answer: D

NEW QUESTION 15
As defined in the CMMC-AB Code of Professional Conduct, what term describes any contract between two legal entities?

A. Union

B. Accord

C. Alliance

D. Agreement

Answer: D

NEW QUESTION 18

While conducting a CMMC Assessment, a Lead Assessor is given documentation attesting to Level 1 identification and authentication practices by the OSC. The
Lead Assessor asks the CCP to review the documentation to determine if identification and authentication controls are met. Which documentation BEST satisfies
the requirements of IA.L1-3.5.1: Identify system users. processes acting on behalf of users, and devices?

A. Procedures for implementing access control lists

B. List of unauthorized users that identifies their identities and roles

C. User names associated with system accounts assigned to those individuals
D. Physical access policy that state

E. "All non-employees must wear a special visitor pass or be escorted.”

Answer: C

NEW QUESTION 19

In scoping a CMMC Level 1 Self-Assessment, all of the computers and digital assets that handle FCI are identified. A file cabinet that contains paper FCl is also
identified. What can this file cabinet BEST be determined to be?

A. In scope, because it is an asset that stores FCI

B. In scope, because it is part of the same physical location

C. Out of scope, because they are all only paper documents

D. Out of scope, because it does not process or transmit FCI

Answer: A
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NEW QUESTION 20
A Lead Assessor is presenting an assessment kickoff and opening briefing. What topic MUST be included?

A. Gathering evidence

B. Review of the OSC's SSP

C. Overview of the assessment process

D. Examination of the artifacts for sufficiency

Answer: C

NEW QUESTION 25
Which statement BEST describes the key references a Lead Assessor should refer to and use the:

A. DoD adequate security checklist for covered defense information.

B. CMMC Model Overview as it provides assessment methods and objects.

C. safeguarding requirements from FAR Clause 52.204-21 for a Level 2 Assessment.

D. published CMMC Assessment Guide practice descriptions for the desired certification level.

Answer: D

NEW QUESTION 29
A CCP is part of a CMMC Assessment Team interviewing a subject-matter expert on Access Control (AC) within an OSC. During the interview process, what will
the CCP ensure about the information exchanged during the interview?

A. Performed in groups for more efficient use of resources

B. Recorded for inclusion in the Final Recommended Findings report

C. Confidential and non-attributable so interviewees can speak without fear of reprisal

D. Mapped to specific CMMC practices to clearly delineate which practice is being evaluated

Answer: C

NEW QUESTION 30
A C3PAO is conducting High Level Scoping for an OSC that requested an assessment Which term describes the people, processes, and technology that will be
applied to the contract who are requesting a CMMC Level assessment?

A. Host Unit

B. Branch Office

C. Coordinating Unit

D. Supporting Organization/Units

Answer: A

NEW QUESTION 34

A CCP is working as an Assessment Team Member on a CMMC Level 2 Assessment. The Lead Assessor has assigned the CCP to assess the OSC's
Configuration Management (CM) domain. The CCP's first interview is with a subject-matter expert for user-installed software. With respect to user-installed
software, what facet should the CCP's interview focus on?

A. Controlled and monitored

B. Removed from the system

C. Scanned for malicious code

D. Limited to mission-essential use only

Answer: A

NEW QUESTION 36
Within how many days from the Assessment Final Recommended Findings Brief should the Lead Assessor and Assessment Team Members, if necessary, review
the accuracy and validity of (he OSC's updated POA&M with any accompanying evidence or scheduled collections?

A. 90 days

B. 180 days
C. 270 days
D. 360 days

Answer: B

NEW QUESTION 40

When assessing an OSC for CMMC: the Lead Assessor should use the information from the Discussion and Further Discussion sections in each practice because
it:

A. is normative for an OSC to follow.

B. contains examples that an OSC must implement.

C. is mandatory and aligns with FAR Clause 52.204-21.

D. provides additional information to facilitate the assessment of the practice.

Answer: D
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NEW QUESTION 42
Which resource contains authoritative data classifications of CUI?

A. NARA

B. CMMC-AB

C. DoD Contractors FAQ
D. OSC's privacy policies

Answer: A

NEW QUESTION 45
Validation of findings is an iterative process usually performed during the Daily Checkpoints throughout the entire assessment process. As a validation activity, why
are the preliminary findings important?

A. It allows the OSC to comment and provide additional evidence.

B. It determines whether the OSC will be rated MET or NOT MET on their assessment.

C. It confirms that the Assessment Team's findings are right and cannot be changed.

D. It corroborates the Assessment Team's understanding of the CMMC practices and controls.

Answer: A

NEW QUESTION 50
Which phase of the CMMC Assessment Process includes the task to identify, obtain inventory, and verify evidence?

A. Phase 1: Plan and Prepare Assessment

B. Phase 2: Conduct Assessment

C. Phase 3: Report Recommended Assessment Results

D. Phase 4: Remediation of Outstanding Assessment Issues

Answer: B

NEW QUESTION 55
When are data and documents with legacy markings from or for the DoD required to be re- marked or redacted?

A. When under the control of the DoD

B. When the document is considered secret

C. When a document is being shared outside of the organization
D. When a derivative document's original information is not CUI

Answer: C

NEW QUESTION 56
What is a PRIMARY activity that is performed while conducting an assessment?

A. Develop assessment plan.

B. Collect and examine evidence.

C. Verify readiness to conduct assessment.
D. Deliver recommended assessment results.

Answer: B

NEW QUESTION 61
What is the BEST document to find the objectives of the assessment of each practice?

A. CMMC Glossary

B. CMMC Appendices

C. CMMC Assessment Process

D. CMMC Assessment Guide Levels 1 and 2

Answer: D

NEW QUESTION 63

Which document is the BEST source for descriptions of each practice or process contained within the various CMMC domains?
A. CMMC Glossary

B. CMMC Appendices

C. CMMC Assessment Process

D. CMMC Assessment Guide Levels 1 and 2

Answer: D

NEW QUESTION 68
Which domain has a practice requiring an organization to restrict, disable, or prevent the use of nonessential programs?
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A. Access Control (AC)

B. Media Protection (MP)

C. Asset Management (AM)

D. Configuration Management (CM)

Answer: D

NEW QUESTION 73
Where does the requirement to include a required practice of ensuring that personnel are trained to carry out their assigned information security-related duties and
responsibilities FIRST appear?

A. Level 1
B. Level 2
C. Level 3
D. All levels

Answer: B

NEW QUESTION 74
Which government agency are DoD contractors required to report breaches of CUI to?

A. FBI

B. NARA

C. DoD Cyber Crime Center

D. Under Secretary of Defense for Intelligence and Security

Answer: C

NEW QUESTION 76
When planning an assessment, the Lead Assessor should work with the OSC to select personnel to be interviewed who could:

A. Have a security clearance

B. Be a senior person in the company

C. Demonstrate expertise on the CMMC requirements

D. Provide clarity and understanding of their practice activities

Answer: D

NEW QUESTION 80

A company has a government services division and a commercial services division. The government services division interacts exclusively with federal clients and
regularly receives FCI. The commercial services division interacts exclusively with non-federal clients and processes only publicly available information. For this
company's CMMC Level 1 Self-Assessment, how should the assets supporting the commercial services division be categorized?

A. FCI Assets

B. Specialized Assets

C. Out-of-Scope Assets

D. Operational Technology Assets

Answer: C

NEW QUESTION 81
Which method facilitates understanding by analyzing gathered artifacts as evidence?

A. Test

B. Examine
C. Behavior
D. Interview

Answer: B

NEW QUESTION 83

What is the LAST step when developing an assessment plan for an OSC?
A. Verify the readiness to conduct the assessment.

B. Perform certification assessment readiness review.

C. Update the assessment plan and schedule as needed

D. Obtain and record commitment to the assessment plan.

Answer: D

NEW QUESTION 84

Which document BEST determines the existence of FCI and/or CUI in scoping an assessment with an OSC?

A. OSC SSP
B. OSC POA&M
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C. OSC Evidence
D. OSC Contract with DoD

Answer: D

NEW QUESTION 87
A client uses an external cloud-based service to store, process, or transmit data that is reasonably believed to qualify as CUI. According to DFARS clause
252.204-7012. what set of established security requirements MUST that cloud provider meet?

A. FedRAMP Low

B. FedRAMP Moderate
C. FedRAMP High

D. FedRAMP Secure

Answer: B

NEW QUESTION 92

In late September. CA.L2-3.12.1: Periodically assess the security controls in organizational systems to determine if the controls are effective in their application is
assessed. Procedure specifies that a security control assessment shall be conducted quarterly. The Lead Assessor is only provided the first quarter assessment
report because the person conducting the second quarter's assessment is currently out of the office and will return to the office in two hours. Based on this
information, the Lead Assessor should determine that the evidence is;

A. sufficient, and rate the audit finding as MET

B. insufficient, and rate the audit finding as NOT MET.

C. sufficient, and re-rate the audit finding after a quarter two assessment report is examined.
D. insufficient, and re-rate the audit finding after a quarter two assessment report is examined.

Answer: B

NEW QUESTION 97
Which term describes the prevention of damage to. protection of, and restoration of computers and electronic communications systems/services, including
information contained therein, to ensure its availability, integrity, authentication, confidentiality, and nonrepudiation?

A. Cybersecurity

B. Data security

C. Network security

D. Information security

Answer: A

NEW QUESTION 101

During an assessment, the Lead Assessor reviews the evidence for each CMMC in-scope practice that has been reviewed, verified, rated, and discussed with the
OSC during the daily reviews. The Assessment Team records the final recommended MET or NOT MET rating and prepares to present the results to the
assessment participants during the final review with the OSC and sponsor. As a part of this presentation, which document MUST include the attendee list,
time/date, location/meeting link, results from all discussed topics, including any resulting actions, and due dates from the OSC or Assessment Team?

A. Final log report

B. Final CMMC report

C. Final and recorded OSC CMMC report
D. Final and recorded Daily Checkpoint log

Answer: D

NEW QUESTION 105
Which organization is the governmental authority responsible for identifying and marking CUI?

A. NARA

B. NIST

C. CMMC-AB

D. Department of Homeland Security

Answer: A

NEW QUESTION 106

The Lead Assessor interviews a network security specialist of an OSC. The incident monitoring report for the month shows that no security incidents were reported
from OSC's external SOC service provider. This is provided as evidence for RA.L2-3.11.2: Scan for vulnerabilities in organizational systems and applications
periodically and when new vulnerabilities affecting those systems and applications are identified. Based on this information, the Lead Assessor should conclude
that the evidence is:

A. inadequate because it is irrelevant to the practice.

B. adequate because it fits well for expected artifacts.

C. adequate because no security incidents were reported.

D. inadequate because the OSC's service provider should be interviewed.

Answer: A
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NEW QUESTION 107
An Assessment Team is conducting a Level 2 Assessment at the request of an OSC. The team has begun to score practices based on the evidence provided. At a
MINIMUM what is required of the Assessment Team to determine if a practice is scored as MET?

A. All three types of evidence are documented for every control.

B. Examine and accept evidence from one of the three evidence types.

C. Complete one of the following; examine two artifacts, either observe a satisfactory demonstration of one control or receive one affirmation from the OSC
personnel.

D. Complete two of the following: examine one artifact, either observe a satisfactory demonstration of one control or receive one affirmation from the OSC
personnel.

Answer: D

NEW QUESTION 111
A Lead Assessor is ensuring all actions have been completed to conclude a Level 2 Assessment. The final Assessment Results Package has been properly
reviewed and is ready to be uploaded. What other materials is the Lead Assessor responsible for maintaining and protecting?

A. Any additional notes and information from the Assessment

B. A final assessment plan, and a Quality Control report from C3PAO

C. A final assessment plan, and a letter from the Lead Assessor explaining the process

D. A final assessment plan, a letter from the Lead Assessor explaining the results, and a Quality Control report from C3PAO

Answer: A

NEW QUESTION 112
Which document is the BEST source for determining the sources of evidence for a given practice?

A. NISTSP 800-53

B. NISTSP 800-53A

C. CMMC Assessment Scope
D. CMMC Assessment Guide

Answer: D

NEW QUESTION 114
Which term describes assessing the ability of a unit equipped with a system to support its mission while withstanding cyber threat activity representative of an
actual adversary?

A. Penetration test

B. Black hat testing

C. Red cell assessment

D. Adversarial assessment

Answer: D

NEW QUESTION 117
A dedicated local printer is used to print out documents with FCI in an organization. This is considered an FCI Asset Which function BEST describes what the
printer does with the FCI?

A. Encrypt
B. Manage
C. Process
D. Distribute

Answer: C

NEW QUESTION 120

A CMMC Assessment is being conducted at an OSC's HQ. which is a shared workspace in

a multi-tenant building. The OSC is renting four offices on the first floor that can be locked individually. The first-floor conference room is shared with other tenants
but has been reserved to conduct the assessment. The conference room has a desk with a drawer that does not lock. At the end of the day, an evidence file that
had been sent by email is reviewed. What is the BEST way to handle this file?

A. Review i

B. print it, and put it in the desk drawer.

C. Review it, and make notes on the computer provided by the client.

D. Review it, print it, make notes, and then shred it in cross-cut shredder in the print room.
E. Review i

F. print it, and leave it in a folder on the table together with the other documents.

Answer: C

NEW QUESTION 123

The evidence needed for each practice and/or process is weighed for:
A. Adequacy and sufficiency

B. Adequacy and thoroughness
C. Sufficiency and thoroughness
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D. Sufficiency and appropriateness

Answer: A

NEW QUESTION 126
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