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NEW QUESTION 1
Refer to the exhibit.

WTP profile configuration

config wireless-controller wtp-profile
edit "“S231F"
config placform
set type 231F
en
set handoff-rssi 30
set handoff-sta-thresh 30
set ap-country US
config radio-1l
set band 802.11n-2G
Sét wids-profile "default-wids-apscan-&nabled”
set vap-all manual
sSet vaps "StudentoOl”
set channel *1% "é*" "11¢
d
config radio-2
set band 802.11lac-5G
set channel-bonding 40MHz
set wids-profile "default-wids-apscan-enabled”
Seét darrp enable
set arrp-profile "arrp~-defaultc®
set vap-all manual
set vaps "StudentOl®
set channel "36" "“44% "52°"

L
b |

end
config radio-3

set mode disabled
end

Which shows the WTP profile configuration.

The AP profile is assigned to two FAP-231F APs that are installed in an open plan area. The first AP has 32 clients associated with the 5 GHz radios and 22 clients
associated with the 2.4 GHz radio. The second AP has 12 clients associated with the 5 GHz radios and 20 clients associated with the 2.4 GHz radio.

A dual-band-capable client enters the area near the first AP and the first AP measures the new client at - 3 3 dBm signal strength. The second AP measures the
new client at -43 dBm signal strength.

If the new client attempts to conned to the student 01 wireless network, which AP radio will the client be associated with?
A. The first AP 2.4 GHz interface provides a stronger signal, which clients often prioritize.

B. The first AP 5 GHz interface because it has a stronger signal.

C. The second AP 5 GHz interface has fewer clients, which ensures better performance despite the weaker signal.

D. The second AP 2.4 GHz interface is preferred over 5 GHz for better speed and lower interference.

Answer: C

NEW QUESTION 2
Refer to the exhibits.
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SSID Profiles
] CompanyPrinters Guest-01 Tunnel WPA2 Personal
) Employees-Red StudentO1 Local Bridge WPA2 Enterprise
U Guest-CorpPort fortinet Tunnel WPA2 Personal
] PSK fortinet Tunnel WPAZ2 Personal

Platform FAP231F -
Dedicated Scan @ »
Indoor / Outdoor @ Indoor | Outdoor
Country / Region United States v
FortiAP Configuration Profle >
AP Login Password @) set [[EERTITR ] Set Empty
Administrative Access (] HTTPS () SNmP (] SSH
Client Load Balancing (] Frequency Handoff (] AP Handoff
Bluetooth Profile e
802.1X Authentication »
Radio 1
Mode Disabled Dedicated Monitor | SAM | Packet Sniffer
WIDS Profile »
Radio Resource Provision >
Band 24GHZ  Chek to select
Channel Width
Transmit Power Mode Pescent
® Transmit power is determined by multiplying set percentage with maximum
available power determined by region and FortiAP device
dBm
O Power is setting using a dBm value
Auto
o Set a range of dBm values and the power is set automatically.
Transmit Power 100 %
ssiDs @ Tunnel JERETSS Manual
Monitor Channel Utilization ©

A set of SSID profiles has been configured on FortiManager, and an AP profile has been assigned to a group of AP managed by FortiGate. However, none of the
designated SSIDs are being broadcast by these APs.
Which configuration change is required to make the APs broadcast these SSIDs as intended?

A. Adjust the AP profile to ensure all SSIDs are configured in a supported mode, either bridge or tunnel, but not a mix of both.
B. Change the AP profile to use a platform that supports the configured mix of SSIDs.

C. Choose Manual in the SSIDs setting and select the SSIDs to broadcast.

D. Set the Transmit Power Mode to Auto.

Answer: C
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NEW QUESTION 3
In a Windows environment using AD machine authentication, how does FortiAuthenticator ensure that a previously authenticated device is maintaining its network
access once the device resumes operating after sleep or hibernation?

A. It temporarily assigns the device to a guest VLAN until full reauthentication is completed.
B. It sends a wake-on-LAN packet to trigger reauthentication.

C. It uses machine authentication based on the device IP address.

D. It caches the MAC address of authenticated devices for a configurable period of time.

Answer: D

NEW QUESTION 4
A FortiSwitch is not appearing in the FortiGate management interface after being connected via FortiLink. What could be a first troubleshooting step?

A. Ensure that the FortiGate security policies allow traffic from the FortiSwitch.

B. Manually assign a static IP to the FortiSwitch.

C. Verify that FortiGate device DHCP server is assigning an IP to the FortiSwitch.
D. Ensure the FortiSwitch has internet access.

Answer: C

NEW QUESTION 5
Refer to the exhibits.

FortiAuthenticator

Interface Status

Interface: portl

Status: o

|P Address / Netmask

[P 10.0.1.150/255_255_255.0

|Pwé:

Admin acoess: & S5H (TCP/22)
HTTPS (TCP/443)

& GUI(TCP/443)
& REST API (/apif)
& Fabric (fapi/v1/fabric/)
P SHMP (UDP/161)
& HTTP (TCP/BO)

Services: &0 HTTPS (TCP/443)
& Legacy Self-service Portal [/login/)
& Captive Portals (/guests, /portal)
& sAML IdP (/samil-idp)
& SAML SP 550 (/saml-sp, flogin/saml-auth)
& Kerberos 5SSO (/login/kerb-auth)
& SCEP [fapp/cert/scep)
T CRL Downloads [(fapp/cert/erl)
B CMP [fapp/eert/cmp2/)
:!EJ' & FortiToken Mobile API (fapi/vl/pushauthresp, fapi/vl/transfertoken)
& OAwth Service (fapi/vl/oauth, /api/vl/pushpoll, /guests, /portal)
& HTTP (TCP/BO)
&) SCEP [fapp/cert/scep)
L CRL Downloads (fapp/cert/crl)
B CMP (fapp/cert/cmp2/)
B SAML IdP metadata (/saml-idp)
& Kerberos 550 (/login/kerb-auth)
&) RADIUS Accounting Monitor (UDP/1646)
& RADIUS Auth (UDP/1B12)
P RADIUS Accounting 550 (UDP/1B13)
B RADSEC (TCP/2083)
» TACACS+ Auth (TCP/49)
£ 1DAP TCP/3AY)
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FortiAuthenticator SS0O Methods

Edit Fortinet Single Sign-0On Methods

Maximum concurrent user sessions: 0 Fine-grained control

& Windows event log polling (e.g. domain controllers/Exchange servers) Confegrare Events
& DNS lookup to get IP from workstation name
® Directly use domain DMS suffix in lookup
& Reverse DNS lookup to get workstation name from P
® Do one more DMS lookup to get full list of IPs after reverse lookup of workstation name
B Include account name ending with $ (usually compuler account]
» FortiNAC 550 FortiNAC sources
& RADIUS Accounting S50 clients
i Syslog 550 Syslog sources
¥ Allow TLS encryption
P FortiClient 550 Maobility Agent Service
P Hierarchical F550 tiering
B DC/TS Agent Clients

FortiAuthenticator RADIUS Accounting SS Client

Edit RADIUS Accounting S50 Client

Name [RADwUS-$50 |
Cliert name/IP 100110
Secrel sssssans

Description
SSO user type External @
Local users @

# Remolte users o WirddowsAD (100 1100 ~

& Strip ol prehx or suthx from username i any
»

Use 3 different attribute to search for Lhe user in the remole LDAP server (instead of the usermmame attribute specihed in the remote LDAP server
seltings)

P Use the prefix or suffix supplied in the username a3 the domain (instead of the domain specihed in the remote LDAP server settings)

RADIUS Attributes

Lsérmame atinbute Ukprr-Maand Pr—— 8 -
Client IPv4 attnibute br ared-1P-Addr o Brgmae Defagit
Client IPvH attribute Framed-IPvé- Adkdios Eioarse Cefput

User group attribute Fortiet-Croup- Name  Ie——— O af acit

A company has multiple FortiGate devices deployed and wants to centralize user authentication and authorization. The administrator decides to use
FortiAuthenticator to convert RSSO messages to FSSO, allowing all FortiGate devices to receive user authentication updates.

After configuring FortiAuthenticator to receive RADIUS accounting messages, users can authenticate, but FortiGate does not enforce the correct policies based on
user groups. Upon investigation, the administrator discovers that FortiAuthenticator is receiving RADIUS accounting messages from the RADIUS server and

successfully queries LDAP for user group information. But, FSSO updates are not being sent to FortiGate devices and FortiGate firewall policies based on FSSO
user groups are not being applied.

What is the most likely reason FortiGate is not receiving FSSO updates?

A. The RADIUS Username and Client IPv4 attributes are not defined on FortiAuthenticator.
B. The LDAP server is not configured to retrieve group memberships for RSSO users.

C. FortiAuthenticator is missing the FSSO user group attribute in the configuration.

D. The FortiAuthenticator interface is not enabled to receive RADIUS accounting messages.

Answer: A

NEW QUESTION 6
Refer to the exhibits.
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FortiGate Security Fabric widget

Fler"."r’lq‘J'l"— 1 l"'-'..; -*."-

100.1.210

Security Fabric Automation Stitch

LAt Atcemation Stk

Yoo Of

Status © Lrubie - FJiEFTS

ForUGatels) B Al FortiGates x

-

ML LION i
C J V755
ﬁ"'l ™

Trigger

L O ey o hlimt - h'b"

Action

Qo W ing on hortiSewitnch « Lot AP

X
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Quarantine widget

FortiGate firewall policy

o Tine SO [t Sitenddu e LErviee Action MAT Secuifity Profiles Liog

E & Students — 8 port] @
Internet 5 all 8 s B abway: (@ ALL o ACCEPT & Erabied [EEDE default O an

R certificate-inspection

FortiAnalyzer log

Examine the FortiGate configuration, FortiAnalyzer logs, and FortiGate widget shown in the exhibits.

Security Fabhc quarantine automation has been configured to isolate compromised devices automatically. FortiAnalyzer has been added to the Security Fabric,
and an automation stitch has been configured to quarantine compromised devices.

To test the setup, a device with the IP address 10.0.2.1 that is connected through a managed FortiSwitch attempts to access a malicious website. The logs on
FortiAnalyzer confirm that the event was recorded, but the device does not appear in the FortiGate quarantine widget.

Which two reasons could explain why FortiGate is not quarantining the device? (Choose two.)

A. The 10C action should include only the FortiSwitch in the quarantine.

B. The SSL inspection should be set to deep-Inspection

C. The malicious website is not recognized as an indicator of compromise (IOC) byFortiAnalyzer.
D. The threat detection services license is missing or invalid under FortiAnalyzer.

Answer: CD

NEW QUESTION 7
In each user certificate, you can define the subject field, expiration date. User Principal Name (UPN), URL for CRL download, and the OCSP URL. How does the
detailed configuration of these attributes impact the certificate?

A. It makes the certificate easier to revoke manually because it reduces the need for automatic checks.

B. It limits the validity of the certificate to specific devices and applications, reducing its general usability.

C. It enables precise identification of the user and ensures timely certificate revocation checks.

D. It makes the certificate compatible with a wide range of applications and services by ensuring universal validity

Answer: C

NEW QUESTION 8

When troubleshooting a captive portal issue, which POST parameter in the redirected HTTPS request can be used to track the user's session and ensure that the
request is valid?

A. username

B. redir

C. magic

D. email

Answer: C

NEW QUESTION 9
Refer to the exhibits.
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Connector Settings

RSSO Agent
Use RADIUS Shared Secret €)  secscsee

Send RADIUS Responses @€
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FortiGate interface configuration

Edit Interface

Name = portd

Allas

Type B Physical Interface

VRFID @ 0

Roke O Undefined .

Address

Addressing mode DHCP | Auto-managed by IPAM
IP/Netmask 10.0.1.254/255.255.255.0
Secondary |P address (D

Administrative Access
IPve 2 HTTPS 3 HTTP
) FMG-Access £ SSH
| FTM RADIUS Accounting
) Speed Test

TR PRI 8 Enable Disable
TRUS LRSI 0l Enable Disable

(3 DHCP Server
Network

Device detection © O
Security mode »

PING
| SNMP

Security Fabric
' Connection O

Examine the FortiGate RSSO configuration shown in the exhibit.

FortiGate is set up to use RSSO for user authentication. It is currently receiving RADIUS accounting messages through port3. The incoming RADIUS accounting
messages contain the username in the User-Name attribute and group membership in the Class attribute. You must ensure that the users are authenticated

through these RADIUS accounting messages and accurately mapped to their respective RSSO user groups.
Which three critical configurations must you implement on the FortiGate device? (Choose three.)

A. The RADIUS Attribute Value setting configured for an RSSO user group should match the class RADIUS attribute value in the RADIUS accounting message.

B. RSSO user groups should be assigned to all firewall policies.

C. Device detection and Security Fabric Connection should be enabled on port3

D. The sso-attribute CLI setting in the RSSO agent configuration should be set to Class.

E. The rsso-endpoint-attribute CLI setting in the RSSO agent configuration should be set toUser-Name.

Answer: ADE

NEW QUESTION 10
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