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NEW QUESTION 1
Refer to the exhibit.
A partial cloud topology is shown.
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You deployed a FortiGate Cloud-Native Firewall (CNF) in AWS.
During the deployment, which components must the FortiGate CNF create to handle traffic from the EC2 instance?

A. The customer VPC and GWLBe

B. The gateway load balancer endpoint (GWLBe) in the customer virtual private cloud (VPC)
C. The CNF VP

D. customer VP

E. and GWLB

F. The GWL

G. GWLBEe, and the internet gateway (IGW) in the customer VPC

Answer: B

NEW QUESTION 2
Refer to the exhibit.

Application and Filter Overrides

' Cl't“,;!tf'; ".“h'lu-'l - 1 J 14

S — ==,

Ll
-
L]

Priority Details Type Action

Application

2 2N Excessive-Bandwidth  Filter © Block

An administrator has configured an Application Overrides for the ABC.Com application signature and set the Action to Allow This application control profile is then
applied to a firewall policy that is scanning all outbound traffic. Logging is enabled in the firewall policy. To test the configuration, the administrator accessed the
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ABC.Com web site several times.
Why are there no logs generated under security logs for ABC.Com?

A. The ABC Com is hitting the category Excessive-Bandwidth.

B. The ABC.Com Type is set as Application instead of Filter.

C. The ABC.Com is configured under application profile, which must be configured as a web filter profile.
D. The ABC Com Action is set to Allow

Answer: D

NEW QUESTION 3

There are multiple dialup IPsec VPNs configured in aggressive mode on the HQ FortiGate. The requirement is to connect dial-up users to their respective

department VPN tunnels.
Which phase 1 setting you can configure to match the user to the tunnel?

A. Local Gateway

B. Dead Peer Detection
C. PeerID

D. IKE Mode Config

Answer: C

NEW QUESTION 4
Refer to the exhibits.

Network diagram

WAN(port2)
100.65.0.101/24

LAN(port4)
10.0.11.254/24

N
N

10.0.11.50/24

100.65.1.111
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Name VIP-WEB-SERVER
Comments Write a comment
0/255
Color @& Change
Network
Interface
Type Static NAT
External IP address/range 0  100.65.0.200
Mapto
IPv4 address/range 10.0.11.50
® Optional Filters
& Port Forwarding
Protocol el UDP SCTP ICMP
Port Mapping Type Many to many
External serviceport &) 443
Map to IPv4 port 4443
Firewall policies
Policy From To Source Destination Schedule Service Action IP Pool NAT
Internet (1) ™ LAN (port4) ™ WAN (port2) B al g a (@ always @ ALL / ACCEPT © NAT
Web_Server_Access(2) | WAN (port2) 5 LAN (port4) B a & VIP-WEB-SERVER (@ always @ HTTPS  ~ ACCEPT © Disabled

A diagram of a FortiGate device connected to the network VIP object and firewall policy configurations are shown.

The WAN (port2) interface has the IP address 100.65.0.101/24.

The LAN (port4) interface has the IP address 10.0.11.254/24.

If the host 100.65.1.111 sends a TCP SYN packet on port 443 to 100.65.0.200. what will the source address, destination address, and destination port of the
packet be at the time FortiGate forwards the packet to the destination?

A. 10.0.11.254, 100.65.0.200. and 443, respectively
B. 10.0.11.254, 10.0.15.50, and 4443. respectively
C. 100.65.1. ill, 10.0.11.50, and 4443. respectively
D. 100.65.1.111, 10.0.11.50. and 443. respectively

Answer: C

NEW QUESTION 5

An administrator wants to configure dead peer detection (DPD) on IPsec VPN for detecting dead tunnels. The requirement is that FortiGate sends DPD probes
only when there is no inbound traffic.

Which DPD mode on FortiGate meets this requirement?

A. On Demand
B. Enabled
C. On Idle
D. Usabled

Answer: A

NEW QUESTION 6
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Refer to the exhibit.
A RADIUS server configuration is shown.

New RADIUS Server

Name FortiAuthenticator-RADIUS

o

Authentication method

NAS IP

Include in every user group @

Primary Server

IP/Name 10.0.13.130

Secret sesssssses
Test Connectivity

Test User Credentials

An administrator added a configuration for a new RADIUS server While configuring, the administrator enabled Include in every user group What is the impact of
enabling Include in every user group in a RADIUS configuration?

A. This option places the RADIUS server, and all users who can authenticate against that server, into every FortiGate user group.

B. This option places all FortiGate users and groups required to authenticate into the RADIUS server, which, in this case, is FortiAuthenticator.
C. This option places the RADIUS server, and all users who can authenticate against that server, into every RADIUS group.

D. This option places all users into every RADIUS user group, including groups that are used for the LDAP server on FortiGate.

Answer: A

NEW QUESTION 7

You have configured an application control profile, set peer-to-peer traffic to Block under the Categories tab. and applied it to the firewall policy. However, your
peer-to-peer traffic on known ports is passing through the FortiGate without being blocked.

What FortiGate settings should you check to resolve this issue?

A. FortiGuard category ratings

B. Network Protocol Enforcement

C. Replacement Messages for UDP-based Applications
D. Application and Filter Overrides

Answer: B

NEW QUESTION 8

A new administrator is configuring FSSO authentication on FortiGate using DC Agent Mode. Which step is not part of the expected process?
A. The DC agent sends login event data directly to FortiGate.

B. FortiGate determines user identity based on the IP address in the FSSO list.

C. The collector agent forwards login event data to FortiGate.

D. The user logs into the windows domain.

Answer: A

NEW QUESTION 9
Refer to the exhibits.
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FortiGate HA cluster topology

le

Current HA status

HO-NGFW-1 # get system ha status

Contiguration Status:
FGVMO2TM24013423(updated @ seconds ago): in-sync
FGVMO2TM24013423 chksum dump: el 60 2e 42 b8 c1 c6 df 11 34 Oc 21 80 79 a4 of
FGVMO2TM24013501(updated 4 seconds ago): in-sync
FGVMB2TM24013501 chksum dump: el 60 2e 42 b8 c1 c6 df 11 34 Oc 21 80 79 a4 9f

number of member: 2

HQ-NGFW-1 , FGVMO2TM24013423, HA cluster index = 1
HQ-NGFW-2 , FGVMB2TM24013501, HA cluster index = ©
number of vcluster: 1 N

vcluster 1: work 169.254.0.2
Primary: FGVMO2TM24013423, HA operating index = ©
Secondary: FGVMO2TM24013501, HA operating index = 1
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New FortiGate HA configuration

$§ con

fig
set
set
set
set
set
set
set
set
set

HQ-NGFW-1

$§ config system ha
set group-id S
set group-name "Fortinet"™
set mode a-p
set password *
set hbdev "port7" S50 "port8™ €0
set session-pick enable
set override disable
set priority 90
set monitor “"port3"”

HQ-NGFW-2

system ha

group-id 5

group-name "Fortinet"™
mode a-p

password *

hbdev "port7" 50 "port8"™ €0

session-pick enable
override enable
priority 110
monitor "port3"”

Based on the current HA status, an administrator updates the override and priority parameters on HQ-NGFW-1 and HQ-NGFW-2 as shown in the exhibits.
What would be the expected outcome in the HA cluster?

A. HQ-NGFW-2 will take over as the primary because it has the override enable setting and higher priority than HQ-NGFW-1.

B. HQ-NGFW-1 will remain the primary because HQ-NGFW-2 has lower priority
C. The HA cluster will become out of sync because the override setting must match on all HA members.
D. HQ-NGFW-1 will synchronize the override disable setting with HQ-NGFW-2.

Answer: A

NEW QUESTION 10
Refer to the exhibits.
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Application sensor configuration

Edit Application Sensor
Categories
- All Categories
© - Business (179, 5 6) @ » CloudIT (31)
@ - Collaboration (293, O 6) © - Email (87, 5 12)
@~ Game (124) @ - Generalinterest (241, 5 9)
&~ Mobile (3) @ * Network.Service (332)
@~ P2P (85) @ - Proxy (106)
@~ RemoteAccess (91) @ - SocialMedia (150, & 31)
@ ~ Storage.Backup (296, O 16) @ - Update (48)
@ + Video/Audio (206, & 13) ® - VolP (31)
®~ WebClient (18) ® ~ Unknown Applications

O Network Protocol Enforcement

Application and Filter Overrides

i +C:¢atchw| # Edit & Delete

Priority Details Type Action
1 Excessive-Bandwidth Filter @ Block
2 Apple Filter  ® Monitor

Application override configuration

Edit Override

Type Application m

Action @ Block~

Filter 23 Excessive-Bandwidth x

FaceTime % Q

3 FaceTime = Vol Client-Server

Filter override configuration

Edit Override

Type  Application (R

Action @ Monitor *

Filter  [EES] Apple x

{3 FaceTime = Volp Client-Server
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The exhibits show the application sensor configuration and the Excessive-Bandwidth and Apple filter details. Based on the configuration, what will happen to Apple

FaceTime if there are only a few calls originating or incoming? (Choose one answer)

A. Apple FaceTime will be allowed, based on the Video/Audio category configuration.

B. Apple FaceTime will be blocked, based on the Excessive-Bandwidth filter configuration.

C. Apple FaceTime will be allowed, based on the Apple filter configuration.

D. Apple FaceTime will be allowed only if the Apple filter in Application and Filter Overrides is set to Allow.

Answer: B

NEW QUESTION 10
Which three statements about SD-WAN performance SLAs are true? (Choose three.)

A. They rely on session loss and jitter.

B. They monitor the state of the FortiGate device.

C. All the SLA targets can be configured.

D. They are applied in a SD-WAN rule lowest cost strategy.
E. They can be measured actively or passively.

Answer: CDE

NEW QUESTION 14
An administrator wants to form an HA cluster using the FGCP protocol.
Which two requirements must the administrator ensure both members fulfill? (Choose two.)

A. They must have the same hard drive configuration.

B. They must have the same number of configured VDOMSs.

C. They must have the heartbeat interfaces in the same subnet
D. They must have the same HA group ID.

Answer: BD

NEW QUESTION 15
You have created a web filter profile named restrictmedia-profile with a daily category usage quota.

When you are adding the profile to the firewall policy, the restrict_media-profile is not listed in the available web profile drop down.

What could be the reason?

A. The web filter profile is already referenced in another firewall policy.

B. The firewall policy is in no-inspection mode instead of deep-inspection.

C. The naming convention used in the web filter profile is restricting it in the firewall policy.

D. The inspection mode in the firewall policy is not matching with web filter profile feature set.

Answer: D

NEW QUESTION 20
Refer to the exhibit.

SD-WAN traffic log
Application Name T Result Policy ID Destination Interface SD-WAN Quality SD-WAN Rule Name
o YouTube v Accept (B08kB/27.. 1(DIA) ™ port2
& YouTube v' Accept (UTM Allowed) 1(DIA) ™ port2
K3 Facebook v Accept (UTM Allowed) 1(DIA) ™ port1
K3 Facebook v Accept (UTM Allowed) 1 (DIA) ™ port1
K3 Facebook v Accept (3.33kB/10... 1(DIA) ™ port1
@ YouTube v Accept (44.63kB/3... 1(DIA) ™ port2
B CNN v Accept (UTM Allowed) 1(DIA) ™ portl
& CNN v Accept (UTM Allowed) 1(DIA) ™ port2
B CNN v Accept (UTM Allowed) 1(DIA) ™ port2

The administrator configured SD-WAN rules and set the FortiGate traffic log page to display SD-WAN-specific columns: SD-WAN Quality and SD-WAN Rule Name
FortiGate allows the traffic according to policy ID 1 placed at the top. This is the policy that allows SD-WAN traffic. Despite these settings, the traffic logs do not

show the name of the SD-WAN rule used to steer those traffic flows
What could be the reason?

A. SD-WAN rule names do not appear immediatel

B. The administrator must refresh the page.
C. There is no application control profile applied to the firewall policy.
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D. Destinations in the SD-WAN rules are configured for each application, but feature visibility is not enabled.
E. FortiGate load balanced the traffic according to the implicit SD-WAN rule.

Answer: D

NEW QUESTION 23

A network administrator has enabled full SSL inspection and web filtering on FortiGate. When visiting any HTTPS websites, the browser reports certificate warning
errors. When visiting HTTP websites, the browser does not report errors.

What is the reason for the certificate warning errors?

A. The option invalid SSL certificates is set to allow on the SSL/SSH inspection profile.

B. The matching firewall policy is set to proxy inspection mode.

C. The browser does not trust the certificate used by FortiGate for SSL inspection.

D. The certificate used by FortiGate for SSL inspection does not contain the required certificate extensions.

Answer: C

NEW QUESTION 26

Which statement correctly describes NetAPI polling mode for the FSSO collector agent?
A. The collector agent uses a Windows API to query DCs for user logins.

B. The NetSessionEnum function is used to track user logouts.

C. NetAPI polling can increase bandwidth usage in large networks.

D. The collector agent must search Windows application event logs.

Answer: B

NEW QUESTION 29
Refer to the exhibits.
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Web filter profile configuration

Edit Web Filter Profile

Feature set Proxy-based

@ FortiGuard Category Based Filter

e Allow Monitor 8 Block Warning Authenticate
Name Action
Job Search © Allow .
Medicine © Allow
News and Media @ Allow
Sacial Networking @ Allow
Political Organizations © Allow
Reference © Allow l
Global Religion © Allow
Shopping © Allow
Society and Lifestyles @ Allow )
58% €
(P Allow users to override blocked categories
|=] Search Engines
Enforce "Safe Search’ on Google, Yahoo!, Bing, Yandex (O
(<] Static URL Filter
Block invalid URLs O
URL Filter O
[ ' Cleateﬂw-r] # Edit 7] Delete Search N Q
URL Type Action Status
www.facebook.com Simple 2 Monitor © Enable

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure NSE4_FGT_AD-7.6 dumps!
rJ CE‘I‘tShH red https://www.certshared.com/exam/NSE4_FGT_AD-7.6/ (60 Q&As)

Firewall policy configuration
Edit Policy
* Firewall/Network Options
Inspection mode Flow-based JEp R o
NAT L &)
IP pool configuration Use Outgoing Interface Address JETISVLEN HG[RRei%Y

Preserve source port D

Protocol options ol default -

AntiVirus
BEE default v

Web filter

Video filter
DNS filter
Application control

IPS

¢ 00 0 0B @

File filter

SSL inspection BN certificate-inspection -
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FortiGuard block page

SLHIRTINET I

FortiGuard Intrusion Prevention
- Access Blocked

Web Page Blocked

You have Iried to access a web page that is in violation of your Internel
usage policy
Category Malicious Websites

URL hitps//'www.lacebook.com
L

To have the rating of this web page re-evaluated please click here

A web filter profile configuration and firewall policy configuration are shown.
You are trying to access www. facebook.com, but you are redirected to a FortiGuard web filtering block page.
Based on the exhibits, what is the possible cause of the issue?

A. The web rating override configuration is incorrect.

B. The web filter profile feature set is configured incorrectly.
C. The firewall policy inspection mode is incorrect.

D. For ww

E. faceboo

F.co

G. the URL filter action is incorrect.

Answer: C

NEW QUESTION 31
Refer to the exhibit.
A routing table is shown
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Network & Gateway IP & Interfaces &
10.0.11.0/24 0.0.0.0 '™ port4
10.0.12.0/24 0.0.0.0 ¥ port5|
10.0.13.0/24 0.0.0.0 ™ porté
100.65.0.0/24 0.00.0 '™ port2.
100.66.0.0/24 0.0.0.0 '™ port3
172.20.1.0/24 100.66.0.254 '™ port3
192.1680.0/16  0.0.0.0 '™ port1

Distance ¢

0
0
0
0
0
9

0

Metric ¢ Priority ¢ Type S
0 0 Connected
0 0 Connected
0 0 Connected
0 0 Connected
0 0 Connected
0 2 Static
0 0 Connected

An administrator wants to create a new static route so the traffic to the subnet 172.20.1.0/24 is routed through port2 only. What are the two criteria that the

administrator can use to achieve this objective? (Choose two.)

A. The new static route must have the priority set to 3.
B. The new static route must have the metric set to 1.

C. The existing static route through port3 must have the distance set to 11.

D. The new static route must have the distance set to 9

Answer: CD

NEW QUESTION 32
Refer to the exhibits.

Network diagram

HQ-NGFW

WAN(port2)
100.€5.0.101

100.65.0.0/24

LAN(port4)
10.0.11.254/24

\,\.‘jlﬂ.ﬂ.ll.Sﬂ

HQ-PC-1

P

port2

Router

WAN(port2)
100.65.1.111

BR1-FGT

100.65.1.0/24

172.20.1.60
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NAT IP pool configuration
(= Name & External IP Range & Type ¢ ARP Reply
@ SNAT-Pool 100.65.0.49 - 100.65.0.49 Overload @ Enabled
@ SNAT-Remote 100.65.0.149 - 100.65.0.149 Overload © Enabled
@ SNAT-Remote1 100.65.0.99 - 100.65.0.99 Overload © Enabled

Firewall policies

Policy Source Destination Schedule Service Action IP Pool NAT
TCP traffic (2) all B BR1-FGT (@ always Q) ALL_TCP / ACCEPT @ SNAT-Pool @ NAT
PING traffic(3) B all all (@ always i) PING /" ACCEPT @ SNAT-Remotel © NAT
IGMP traffic (4) all all (@ always ) IGMP ~ ACCEPT @ SNAT-Remote © NAT

The exhibits show a diagram of a FortiGate device connected to the network, as well as the IP pool configuration and firewall policy objects.

The WAN (port2) interface has the IP address 100.65.0.101/24.

The LAN (port4) interface has the IP address 10.0.11.254/24.

Which IP address will be used to source NAT (SNAT) the traffic, if the user on HQ-PC-1 (10.0.11.50) pings the IP address of BR-FGT (100.65.1.111)?

A. 100.65.0.101
B. 100.65.0.49
C. 100.65.0.149
D. 100.65.0.99

Answer: D

NEW QUESTION 37
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