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NEW QUESTION 1

A C3PAO has completed a Limited Practice Deficiency Correction Evaluation following an assessment of an OSC. The Lead Assessor has recommended moving
deficiencies to a POA&M. but the OSC will remain on an Interim Certification. What is the MINIMUM number of practices that must be scored as MET to initiate this
course of action?

A. 80 practices
B. 88 practices
C. 100 practices
D. 110 practices

Answer: C

NEW QUESTION 2
Which NIST SP discusses protecting CUI in nonfederal systems and organizations?

A. NIST SP 800-37
B. NIST SP 800-53
C. NIST SP 800-88
D. NIST SP 800-171

Answer: D

NEW QUESTION 3
After completing a Level 2 Assessment, a C3PAO is preparing to upload the Assessment Results Package to Enterprise Mission Assurance Support Service.
Which document MUST be included as part of the final assessment results package?

A. Final Report

B. Certification rating

C. Summary-level findings
D. All Daily Checkpoint logs

Answer: A

NEW QUESTION 4
The Lead Assessor is presenting the Final Findings Presentation to the OSC. During the presentation, the Assessment Sponsor and OSC staff inform the assessor
that they do not agree with the assessment results. Who has the final authority for the assessment results?

A. C3PAO

B. CMMC-AB

C. Assessment Team

D. Assessment Sponsor

Answer: A

NEW QUESTION 5
When assessing SI.L2-3.14.6: Monitor communications for attack, the CCA interviews the person responsible for the intrusion detection system and examines
relevant policies and procedures for monitoring organizational systems. What would be a possible next step the CCA could conduct to gather sufficient evidence?

A. Conduct a penetration test

B. Interview the intrusion detection system's supplier.

C. Upload known malicious code and observe the system response.

D. Review an artifact to check key references for the configuration of the IDS or IPS practice for additional guidance on intrusion detection and prevention systems.

Answer: D

NEW QUESTION 6
For CMMC Assessments, during Phase 1 of the CMMC Assessment Process, which are responsible for identifying potential conflicts of information?

A. C3PAO and OSC

B. OSC and CMMC-AB

C. CMMC-AB and C3PAO

D. Lead Assessor and Assessment Team Members

Answer: D

NEW QUESTION 7

Prior to conducting a CMMC Assessment, the contractor must specify the CMMC Assessment scope by categorizing all assets. Which two asset categories are
always assessed against CMMC practices?

A. CUI Assets and Specialized Assets

B. Security Protection Assets and CUI Assets

C. Specialized Assets and Contractor Risk Managed Assets

D. Security Protection Assets and Contractor Risk Managed Assets

Answer:
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B

NEW QUESTION 8
Which standard and regulation requirements are the CMMC Model 2.0 based on?

A. NIST SP 800-171 and NIST SP 800-172

B. DFARS, FIPS 100, and NIST SP 800-171

C. DFARS, NIST, and Carnegie Mellon University

D. DFARS, FIPS 100, NIST SP 800-171, and Carnegie Mellon University

Answer: A

NEW QUESTION 9

A contractor provides services and data to the DoD. The transactions that occur to handle FCI take place over the contractor's business network, but the work is
performed on contractor-owned systems, which must be configured based on government requirements and are used to support a contract. What type of
Specialized Asset are these systems?

A. loT

B. Restricted IS

C. Test equipment

D. Government property

Answer: B

NEW QUESTION 10
A contractor has implemented 1A.L2-3.5.3: Multifactor Authentication practice for their privileged users, however, during the assessment it was discovered that the
OSC's standard users do not require MFA to access their endpoints and network resources. What would be the BEST finding?

A. The process is running correctly.

B. It is out of scope as this is a new acquisition.

C. The new acquisition is considered Specialized Assets.

D. Practice is NOT MET since the objective was not implemented.

Answer: D

NEW QUESTION 10
An OSC performing a CMMC Level 1 Self-Assessment uses a legacy Windows 95 computer, which is the only system that can run software that the government
contract requires. Why can this asset be considered out of scope?

A. It handles CUI

B. It is a restricted IS

C. It is government property
D. It is operational technology

Answer: B

NEW QUESTION 12

While conducting a CMMC Assessment, a Lead Assessor is given documentation attesting to Level 1 identification and authentication practices by the OSC. The
Lead Assessor asks the CCP to review the documentation to determine if identification and authentication controls are met. Which documentation BEST satisfies
the requirements of I1A.L1-3.5.1: Identify system users. processes acting on behalf of users, and devices?

A. Procedures for implementing access control lists

B. List of unauthorized users that identifies their identities and roles

C. User names associated with system accounts assigned to those individuals
D. Physical access policy that state

E. "All non-employees must wear a special visitor pass or be escorted.”

Answer: C

NEW QUESTION 16
In scoping a CMMC Level 1 Self-Assessment, all of the computers and digital assets that handle FCI are identified. A file cabinet that contains paper FCl is also
identified. What can this file cabinet BEST be determined to be?

A. In scope, because it is an asset that stores FCI

B. In scope, because it is part of the same physical location
C. Out of scope, because they are all only paper documents
D. Out of scope, because it does not process or transmit FCI

Answer: A
NEW QUESTION 19
An assessment procedure consists of an assessment objective, potential assessment methods, and assessment objects. Which statement is part of an

assessment objective?

A. Specifications and mechanisms
B. Examination, interviews, and testing
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C. Determination statement related to the practice
D. Exercising assessment objects under specified conditions

Answer: C

NEW QUESTION 21
A Lead Assessor is presenting an assessment kickoff and opening briefing. What topic MUST be included?

A. Gathering evidence

B. Review of the OSC's SSP

C. Overview of the assessment process

D. Examination of the artifacts for sufficiency

Answer: C

NEW QUESTION 26
The Advanced Level in CMMC will contain Access Control {AC) practices from:

A. Level 1.

B. Level 3.

C. Levels 1 and 2.
D. Levels 1,2, and 3.

Answer: C

NEW QUESTION 28
SC.L2-3 13.14: Control and monitor the use of VoIP technologies is marked as NOT APPLICABLE for an OSC's assessment. How does this affect the assessment
scope?

A. Any existing telephone system is in scope even if it is not using VolP technology.

B. An error has been made and the Lead Assessor should be contacted to correct the error.

C. VolIP technology is within scope, and it uses FIPS-validated encryption, so it does not need to be assessed.

D. VolIP technology is not used within scope boundary, so no assessment procedures are specified for this practice.

Answer: D

NEW QUESTION 33
How many domains does the CMMC Model consist of?

A. 14 domains
B. 43 domains
C. 72 domains
D. 110 domains

Answer: A

NEW QUESTION 36
Which statement BEST describes the key references a Lead Assessor should refer to and use the:

A. DoD adequate security checklist for covered defense information.

B. CMMC Model Overview as it provides assessment methods and objects.

C. safeguarding requirements from FAR Clause 52.204-21 for a Level 2 Assessment.

D. published CMMC Assessment Guide practice descriptions for the desired certification level.

Answer: D

NEW QUESTION 40

A Lead Assessor has been assigned to a CMMC Assessment During the assessment, one of the assessors approaches with a signed policy. There is one
signatory, and that person has since left the company. Subsequently, another person was hired into that position but has not signed the document. Is this
document valid?

A. The signatory is the authority to implement and enforce the policy, and since that person is no longer with the company, the policy is not valid.

B. More research on the company policy of creating, implementing, and enforcing policies is neede

C. If the company has a policy identifying the authority as with the position or person, then the policy is valid.

D. The signatory does not validate or invalidate the polic

E. For the purpose of this assessment, ensuring that the policy is current and is being implemented by the individuals who are performing the work is sufficient.
F. The authority to implement and enforce lies with the position, not the perso

G. As long as that position's authority and responsibilities have not been removed from implementing that domain, it is still a valid policy.

Answer: B

NEW QUESTION 42
A CCP is part of a CMMC Assessment Team interviewing a subject-matter expert on Access Control (AC) within an OSC. During the interview process, what will
the CCP ensure about the information exchanged during the interview?
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A. Performed in groups for more efficient use of resources

B. Recorded for inclusion in the Final Recommended Findings report

C. Confidential and non-attributable so interviewees can speak without fear of reprisal

D. Mapped to specific CMMC practices to clearly delineate which practice is being evaluated

Answer: C

NEW QUESTION 46
In the Code of Professional Conduct, what does the practice of Professionalism require?

A. Do not copy materials without permission to do so.

B. Do not make assertions about assessment outcomes.

C. Refrain from dishonesty in all dealings regarding CMMC.

D. Ensure the security of all information discovered or received.

Answer: C

NEW QUESTION 49
Which assessment method compares actual-specified conditions with expected behavior?

A. Test

B. Examine
C. Compile
D. Interview

Answer: A

NEW QUESTION 53

An Assessment Team Member is conducting a CMMC Level 2 Assessment for an OSC that is in the process of inspecting Assessment Objects for AC.L1-3.1.1:
Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems) to determine
the adequacy of evidence provided by the OSC. Which Assessment Method does this activity fall under?

A. Test

B. Observe
C. Examine
D. Interview

Answer: C

NEW QUESTION 57
Which resource contains authoritative data classifications of CUI?

A. NARA

B. CMMC-AB

C. DoD Contractors FAQ
D. OSC's privacy policies

Answer: A

NEW QUESTION 62
Which entity requires that organizations handling FCI or CUI be assessed to determine a required Level of cybersecurity maturity?

A. DoD
B. CISA
C. NIST
D. CMMC-AB

Answer: A

NEW QUESTION 67

The results package for a Level 2 Assessment is being submitted. What MUST a Final Report. CMMC Assessment Results include?
A. Affirmation for each practice or control

B. Documented rationale for each failed practice

C. Suggested improvements for each failed practice

D. Gaps or deltas due to any reciprocity model are recorded as met

Answer: B

NEW QUESTION 70

A CMMC Level 1 Self-Assessment identified an asset in the OSC's facility that does not process, store, or transmit FCI. Which type of asset is this considered?
A. FCI Assets

B. Specialized Assets
C. Out-of-Scope Assets
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D. Government-Issued Assets

Answer: C

NEW QUESTION 74

The Assessment Team has completed Phase 2 of the Assessment Process. In conducting Phase 3 of the Assessment Process, the Assessment Team is
reviewing evidence to address Limited Practice Deficiency Corrections. How should the team score practices in which the evidence shows the deficiencies have

been corrected?

A. MET

B. POA&M

C. NOT MET

D. NOT APPLICABLE

Answer: A

NEW QUESTION 79

Two network administrators are working together to determine a network configuration in preparation for CMMC. The administrators find that they disagree on a

couple of small items. Which solution is the BEST way to ensure compliance with CMMC?

A. Consult with the CEO of the company.

B. Consult the CMMC Assessment Guides and NIST SP 800-171.

C. Go with the network administrator's ideas with the least stringent controls.
D. Go with the network administrator's ideas with the most stringent controls.

Answer: B

NEW QUESTION 81
Regarding the Risk Assessment (RA) domain, what should an OSC periodically assess?

A. Organizational operations, business assets, and employees

B. Organizational operations, business processes, and employees

C. Organizational operations, organizational assets, and individuals

D. Organizational operations, organizational processes, and individuals

Answer: C

NEW QUESTION 86

The CMMC Level 2 assessment methods include examination and can include:
A. documents, mechanisms, or activities.

B. specific hardware, software, or firmware safeguards employed within a system.
C. policies, procedures, security plans, penetration tests, and security requirements.

D. observation of system backup operations, exercising a contingency plan, and monitoring network traffic.

Answer: A

NEW QUESTION 88

Which training is a CCl authorized to deliver through an approved CMMC LTP?
A. CMMC-AB approved training

B. DoD DFARS and CMMC-AB approved training

C. NARA CuUI training and CMMC-AB approved training

D. DoD DFARS, NARA CUI, and CMMC-AB approved training

Answer: A

NEW QUESTION 89

Which domain has a practice requiring an organization to restrict, disable, or prevent the use of nonessential programs?

A. Access Control (AC)

B. Media Protection (MP)

C. Asset Management (AM)

D. Configuration Management (CM)

Answer: D

NEW QUESTION 93
What are CUI protection responsibilities?

A. Shielding

B. Governing

C. Correcting

D. Safeguarding
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Answer: D

NEW QUESTION 94
Which government agency are DoD contractors required to report breaches of CUI to?

A. FBI

B. NARA

C. DoD Cyber Crime Center

D. Under Secretary of Defense for Intelligence and Security

Answer: C

NEW QUESTION 98
When planning an assessment, the Lead Assessor should work with the OSC to select personnel to be interviewed who could:

A. Have a security clearance

B. Be a senior person in the company

C. Demonstrate expertise on the CMMC requirements

D. Provide clarity and understanding of their practice activities

Answer: D

NEW QUESTION 101
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1, Guidelines for Media Sanitation?

A. Clear, purge, destroy

B. Clear, redact, destroy

C. Clear, overwrite, purge
D. Clear, overwrite, destroy

Answer: A

NEW QUESTION 104
What is the LAST step when developing an assessment plan for an OSC?

A. Verify the readiness to conduct the assessment.

B. Perform certification assessment readiness review.

C. Update the assessment plan and schedule as needed
D. Obtain and record commitment to the assessment plan.

Answer: D

NEW QUESTION 106

Prior to initiating an OSC's CMMC Assessment, the Lead Assessor briefed the team on the most important requirements of the assessment. The assessor also
insisted that the same results of the findings summary, practice ratings, and Level recommendations must be submitted to the C3PAO for initial processes and
review. After several weeks of assessment, the C3PAO completes the internal review, the recommended results are then submitted through the C3PAO for final
quality review and rating approval. Which document stipulates these reporting requirements?

A. CMMC Assessment reporting requirements

B. DFARS 52.204-21 assessment reporting requirements

C. NISTSP 800-171 Revision 2 assessment reporting requirements
D. DFARS clause 252.204-7012 assessment reporting requirements

Answer: A

NEW QUESTION 110

During a Level 2 Assessment, an OSC provides documentation that attests that they utilize multifactor authentication on nonlocal remote maintenance sessions.
The OSC feels that they have met the controls for the Level 2 certification. What additional measures should the OSC perform to fully meet the maintenance
requirement?

A. Connections for nonlocal maintenance sessions should be terminated when maintenance is complete.

B. Connections for nonlocal maintenance sessions should be unlimited to ensure maintenance is performed properly

C. The nonlocal maintenance personnel complain that restrictions slow down their response time and should be removed.

D. The maintenance policy states multifactor authentication must have at least two factors applied for nonlocal maintenance sessions.

Answer: A

NEW QUESTION 112
Which assessment method describes the process of reviewing, inspecting, observing, studying, or analyzing assessment objects (i.e., specification, mechanisms,
activities)?

A. Test

B. Assess
C. Examine
D. Interview
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Answer: C

NEW QUESTION 113
A company is working with a CCP from a contracted CMMC consulting company. The CCP is asked where the Host Unit is required to document FCI and CUI for a
CMMC Assessment. How should the CCP respond?

A."In the SS

B. within the asset inventory, and in the network diagranY’

C. "Within the hardware inventory, data (low diagram, and in the network diagram”

D. "Within the asset inventory, in the proposal response, and in the network diagram"
E. "In the network diagram, in the SS

F. within the base inventory, and in the proposal response

Answer: A

NEW QUESTION 116
The Advanced Level in CMMC will contain Access Control (AC) practices from:

A. Level 1

B. Level 3

C. Levels1and?2

D. Levels 1, 2,and 3

Answer: C

NEW QUESTION 121
A server is used to store FCI with a cloud provider long-term. What is the server considered?

A. In scope, because the cloud provider will be storing the FCI data

B. Out of scope, because the cloud provider stores the FCI data long-term

C. In scope, because the cloud provider is required to be CMMC Level 2 certified

D. Out of scope, because encryption is always used when the cloud provider stores the FCI data

Answer: A

NEW QUESTION 124
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1. Guidelines for Media Sanitation?

A. Clear, purge, destroy

B. Clear redact, destroy

C. Clear, overwrite, purge
D. Clear, overwrite, destroy

Answer: A

NEW QUESTION 129

In late September. CA.L2-3.12.1: Periodically assess the security controls in organizational systems to determine if the controls are effective in their application is
assessed. Procedure specifies that a security control assessment shall be conducted quarterly. The Lead Assessor is only provided the first quarter assessment
report because the person conducting the second quarter's assessment is currently out of the office and will return to the office in two hours. Based on this
information, the Lead Assessor should determine that the evidence is;

A. sufficient, and rate the audit finding as MET

B. insufficient, and rate the audit finding as NOT MET.

C. sufficient, and re-rate the audit finding after a quarter two assessment report is examined.
D. insufficient, and re-rate the audit finding after a quarter two assessment report is examined.

Answer: B

NEW QUESTION 132
Which term describes the prevention of damage to. protection of, and restoration of computers and electronic communications systems/services, including
information contained therein, to ensure its availability, integrity, authentication, confidentiality, and nonrepudiation?

A. Cybersecurity

B. Data security

C. Network security

D. Information security

Answer: A

NEW QUESTION 133

During an assessment, which phase of the process identifies conflicts of interest?
A. Analyze requirements.

B. Develop assessment plan.
C. Verify readiness to conduct assessment.
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D. Generate final recommended assessment results.

Answer: C

NEW QUESTION 137

While conducting a CMMC Level 2 Assessment, a CCP is reviewing an OSC's personnel security process. They have a policy that describes screening individuals
prior to authorizing access to CUI, but it does not mention what organizations should be looking for in an individual. There is no link to a process or procedural

document. What should the OSC evaluate when screening individuals prior to accessing CUI?

A. They are trusted and well liked

B. They are a hard and loyal worker

C. Their conduct, integrity, and loyalty

D. Their functionality, reliability, and ability to adapt

Answer: C

NEW QUESTION 140

The evidence needed for each practice and/or process is weight for:

A. adequacy and sufficiency.

B. adequacy and thoroughness.

C. sufficiency and thoroughness.
D. sufficiency and appropriateness.

Answer: A

NEW QUESTION 142

Evidence gathered from an OSC is being reviewed. Based on the assessment and

organizational scope, the Lead Assessor requests the Assessment Team to verify that the coverage by domain, practice. Host Unit. Supporting Organization/Unit,

and enclaves are comprehensive enough to rate against each practice. Which criteria is the assessor referring to?

A. Adequacy
B. Capability
C. Sufficiency
D. Objectivity

Answer: C

NEW QUESTION 146

On a Level 2 Assessment Team, what are the roles of the CCP and the CCA?

A. The CCP leads the Level 2 Assessment Team, which consists of one or more CCAs.

B. The CCA leads the Level 2 Assessment Team, which can include 3 CCP with US Citizenship.

C. The CCA leads the Level 2 Assessment Team, which can include a CCP regardless of citizenship.
D. The CCP leads the Level 2 Assessment Team, which can include a CC

E. regardless of citizenship.

Answer: C

NEW QUESTION 150

An OSC has submitted evidence for an upcoming assessment. The assessor reviews the evidence and determines it is not adequate or sufficient to meet the

CMMC practice. What can the assessor do?
A. Notify the CMMC-AB.

B. Cancel the assessment.

C. Postpone the assessment.

D. Contact the C3PAO for guidance.

Answer: D

NEW QUESTION 151

In CMMC High-Level scoping, which definition BEST describes an HQ organization?

A. The entity that carries out the tasks under a contract
B. The unit to which a CMMC Level is applied for each contract

C. The teams, services, and technologies that provide support to a Host Unit
D. The entity legally responsible for the delivery of products or services under a contract

Answer: D

NEW QUESTION 153

Who makes the final determination of the assessment method used for each practice?

A.CCP
B. osc
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C. Site Manager
D. Lead Assessor

Answer: D

NEW QUESTION 158
Which statement BEST describes an assessor's evidence gathering activities?

A. Use interviews for assessing a Level 2 practice.

B. Test all practices or objectives for a Level 2 practice

C. Test certain assessment objectives to determine findings.

D. Use examinations, interviews, and tests to gather sufficient evidence.

Answer: D

NEW QUESTION 159
At which CMMC Level do the Security Assessment (CA) practices begin?

A. Level 1
B. Level 2
C. Level 3
D. Level 4

Answer: B

NEW QUESTION 163
When executing a remediation review, the Lead Assessor should:

A. help OSC to complete planned remediation activities.

B. plan two consecutive remediation reviews for an OSC.

C. submit a delta assessment remediation package for C3PAQO's internal quality review.

D. validate that practices previously listed on the POA&M have been removed on an updated Risk Assessment.

Answer: C

NEW QUESTION 168

The evidence needed for each practice and/or process is weighed for:
A. Adequacy and sufficiency

B. Adequacy and thoroughness

C. Sufficiency and thoroughness

D. Sufficiency and appropriateness

Answer: A

NEW QUESTION 172

Which statement BEST describes a LTP?

A. Creates DoD-licensed training

B. Instructs a curriculum approved by CMMC-AB

C. May market itself as a CMMC-AB Licensed Provider for testing

D. Delivers training using some CMMC body of knowledge objectives

Answer: B

NEW QUESTION 176
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