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NEW QUESTION 1
Jase. a security team member at an organization, was tasked with ensuring uninterrupted business operations under hazardous conditions. Thus, Jase
implemented a deterrent control strategy to minimize the occurrence of threats, protect critical business areas, and mitigate the impact of threats. Which of the
following business continuity and disaster recovery activities did Jase perform in this scenario?

A. Prevention
B. Response
C. Restoration
D. Recovery

Answer: A

Explanation: 
 Prevention is the business continuity and disaster recovery activity performed by Jase in this scenario. Prevention is an activity that involves implementing a
deterrent control strategy to minimize the occurrence of threats, protect critical business areas, and mitigate the impact of threats. Prevention can include
measures such as backup systems, firewalls, antivirus software, or physical security1. References: Prevention Activity in BCDR

NEW QUESTION 2
in a security incident, the forensic investigation has isolated a suspicious file named "security_update.exe". You are asked to analyze the file in the Documents
folder of the "Attacker Machine-1" to determine whether it is malicious. Analyze the suspicious file and identify the malware signature. (Practical Question)

A. Stuxnet
B. KLEZ
C. ZEUS
D. Conficker

Answer: A

Explanation: 
 Stuxnet is the malware signature of the suspicious file in the above scenario. Malware is malicious software that can harm or compromise the security or
functionality of a system or network. Malware can include various types, such as viruses, worms, trojans, ransomware, spyware, etc. Malware signature is a unique
pattern or characteristic that identifies a specific malware or malware family. Malware signature can be used to detect or analyze malware by comparing it with
known malware signatures in databases or repositories. To analyze the suspicious file and identify the malware signature, one has to follow these steps:
? Navigate to Documents folder of Attacker Machine-1.
? Right-click on security_update.exe file and select Scan with VirusTotal option.
? Wait for VirusTotal to scan the file and display the results.
? Observe the detection ratio and details.
The detection ratio is 59/70, which means that 59 out of 70 antivirus engines detected the file as malicious. The details show that most antivirus engines detected
the file as Stuxnet, which is a malware signature of a worm that targets industrial control systems (ICS). Stuxnet can be used to sabotage or damage ICS by
modifying their code or behavior. Therefore, Stuxnet is the malware signature of the suspicious file. KLEZ is a malware signature of a worm that spreads via email
and network shares. KLEZ can be used to infect or overwrite files, disable antivirus software, or display fake messages. ZEUS is a malware signature of a trojan
that targets banking and financial systems. ZEUS can be used to steal or modify banking credentials, perform fraudulent transactions, or install other malware.
Conficker is a malware signature of a worm that exploits a vulnerability in Windows operating systems. Conficker can be used to create a botnet, disable security
services, or download other malware

NEW QUESTION 3
Sam, a software engineer, visited an organization to give a demonstration on a software tool that helps in business development. The administrator at the
organization created a least privileged account on a system and allocated that system to Sam for the demonstration. Using this account, Sam can only access the
files that are required for the demonstration and cannot open any other file in the system.
Which of the following types of accounts the organization has given to Sam in the above scenario?

A. Service account
B. Guest account
C. User account
D. Administrator account

Answer: B

Explanation: 
 The correct answer is B, as it identifies the type of account that the organization has given to Sam in the above scenario. A guest account is a type of account that
allows temporary or limited access to a system or network for visitors or users who do not belong to the organization. A guest account typically has minimal
privileges and permissions and can only access certain files or applications. In the above scenario, the organization has given Sam a guest account for the
demonstration. Using this account, Sam can only access the files that are required for the demonstration and cannot open any other file in the system. Option A is
incorrect, as it does not identify the type of account that the organization has given to Sam in the above scenario. A service account is a type of account that allows
applications or services to run on a system or network under a specific identity. A service account typically has high privileges and permissions and can access
various files or applications. In the above scenario, the organization has not given Sam a service account for the demonstration. Option C is incorrect, as it does
not identify the type of account that the organization has given to Sam in the above scenario. A user account is a type of account that allows regular access to a
system or network for employees or members of an organization. A user account typically has moderate privileges and permissions and can access various files or
applications depending on their role. In the above scenario, the organization has not given Sam a user account for the demonstration. Option D is incorrect, as it
does not identify the type of account that the organization has given to Sam in the above scenario. An administrator account is a type of account that allows full
access to a system or network for administrators or managers of an organization. An administrator account typically has the highest privileges and permissions
and can access and modify any files or applications. In the above scenario, the organization has not given Sam an administrator account for the demonstration.
References: , Section 4.1

NEW QUESTION 4
Kason, a forensic officer, was appointed to investigate a case where a threat actor has bullied certain children online. Before proceeding legally with the case,
Kason has documented all the supporting documents, including source of the evidence and its relevance to the case, before presenting it in front of the jury.
Which of the following rules of evidence was discussed in the above scenario?
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A. Authentic
B. Understandable
C. Reliable
D. Admissible

Answer: D

Explanation: 
 Admissible is the rule of evidence discussed in the above scenario. A rule of evidence is a criterion or principle that determines whether a piece of evidence can
be used in a legal proceeding or investigation. Admissible is a rule of evidence that states that the evidence must be relevant, reliable, authentic, and
understandable to be accepted by a court or a jury . Admissible also means that the evidence must be obtained legally and ethically, without violating any laws or
rights. In the scenario, Kason has documented all the supporting documents, including source of the evidence and its relevance to the case, before presenting it in
front of the jury, which means that he has followed the admissible rule of evidence. Authentic is a rule of evidence that states that the evidence must be original or
verifiable as genuine and not altered or tampered with. Understandable is a rule of evidence that states that the evidence must be clear and comprehensible to the
court or jury and not ambiguous or confusing. Reliable is a rule of evidence that states that the evidence must be consistent and trustworthy and not based on
hearsay or speculation.

NEW QUESTION 5
Thomas, an employee of an organization, is restricted from accessing specific websites from his office system. He is trying to obtain admin credentials to remove
the restrictions. While waiting for an opportunity, he sniffed communication between the administrator and an application server to retrieve the admin credentials.
Identify the type of attack performed by Thomas in the above scenario.

A. Vishing
B. Eavesdropping
C. Phishing
D. Dumpster diving

Answer: B

Explanation: 
 The correct answer is B, as it identifies the type of attack performed by Thomas in the above scenario. Eavesdropping is a type of attack that involves intercepting
and listening to the communication between two parties without their knowledge or consent. Thomas performed eavesdropping by sniffing communication between
the administrator and an application server to retrieve the admin credentials. Option A is incorrect, as it does not identify the type of attack performed by Thomas in
the above scenario. Vishing is a type of attack that involves using voice calls to trick people into revealing sensitive information or performing malicious actions.
Thomas did not use voice calls but sniffed network traffic. Option C is incorrect, as it does not identify the type of attack performed by Thomas in the above
scenario. Phishing is a type of attack that involves sending fraudulent emails or messages that appear to be from legitimate sources to lure people into revealing
sensitive information or performing malicious actions. Thomas
did not send any emails or messages but sniffed network traffic. Option D is incorrect, as it does not identify the type of attack performed by Thomas in the above
scenario. Dumpster diving is a type of attack that involves searching through trash or discarded items to find valuable information or resources. Thomas did not
search through trash or discarded items but sniffed network traffic.
References: Section 2.2

NEW QUESTION 6
Juan, a safety officer at an organization, installed a physical lock at the entrance of each floor. All employees in the organization were allotted a smart card
embedded in their ID cards, which had to be swiped to unlock doors and Access any floor. Which of the following types of physical locks did Juan install In this
scenario?

A. Mechanical locks
B. Digital locks
C. Combination locks
D. Electromagnetic locks

Answer: B

Explanation: 
 Digital locks are the types of physical locks that Juan installed in this scenario. A physical lock is a device that prevents or restricts access to a physical location or
environment, such as a door, a cabinet, a drawer, etc. A physical lock can have different types based on its mechanism or technology. A digital lock is a type of
physical lock that uses electronic or digital components, such as a keypad, a card reader, a fingerprint scanner, etc., to unlock or lock . A digital lock can be used
to provide enhanced security and convenience to users, but it can also be vulnerable to hacking or tampering. In the scenario, Juan installed a physical lock at the
entrance of each floor. All employees in the organization were allotted a smart card embedded in their ID cards, which had to be swiped to unlock doors and
access any floor. This means that he installed digital locks for those doors. A mechanical lock is a type of physical lock that uses mechanical components, such as
a key, a bolt, a latch, etc., to unlock or lock. A combination lock is a type of physical lock that uses a sequence of numbers or symbols, such as a dial, a wheel, or a
keypad, to unlock or lock. An electromagnetic lock is a type of physical lock that uses an electromagnet and an armature plate to unlock or lock.

NEW QUESTION 7
Myles, a security professional at an organization, provided laptops for all the employees to carry out the business processes from remote locations. While installing
necessary applications required for the business, Myles has also installed antivirus software on each laptop following the company's policy to detect and protect
the machines from external malicious events over the Internet.
Identify the PCI-DSS requirement followed by Myles in the above scenario.

A. PCI-DSS requirement no 1.3.2
B. PCI-DSS requirement no 1.3.5
C. PCI-DSS requirement no 5.1
D. PCI-DSS requirement no 1.3.1

Answer: C

Explanation: 
 The correct answer is C, as it identifies the PCI-DSS requirement followed by Myles in the above scenario. PCI-DSS is a set of standards that aims to protect
cardholder data and ensure secure payment transactions. PCI-DSS has 12 requirements that cover various aspects of security such as network configuration, data
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encryption, access control, vulnerability management, monitoring, and testing. PCI-DSS requirement no 5.1 states that “Protect all systems against malware and
regularly update anti-virus software or programs”. In the above scenario, Myles followed this requirement by installing antivirus software on each laptop to detect
and protect the machines from external malicious events over the Internet. Option A is incorrect, as it does not identify the PCI-DSS requirement followed by Myles
in the above scenario. PCI-DSS requirement no 1.3.2 states that “Do not allow unauthorized outbound traffic from the cardholder data environment to the
Internet”. In the above scenario, Myles did not follow this requirement, as there was no mention of outbound traffic or cardholder data environment. Option B is
incorrect, as it does not identify the PCI-DSS requirement followed by Myles in the above scenario. PCI-DSS requirement no 1.3.5 states that “Restrict inbound
and outbound traffic to that which is necessary for the cardholder data environment”. In the above scenario, Myles did not follow this requirement, as there was no
mention of inbound or outbound traffic or cardholder data environment. Option D is incorrect, as it does not identify the PCI-DSS requirement followed by Myles in
the above scenario. PCI-DSS requirement no 1.3.1 states that “Implement a firewall configuration that restricts connections between publicly accessible servers
and any system component storing cardholder data”. In the above scenario, Myles did not follow this requirement, as there was no mention of firewall configuration
or publicly accessible servers or system components storing cardholder data.
References: Section 5.2

NEW QUESTION 8
The incident handling and response (IH&R) team of an organization was handling a recent cyberattack on the organization's web server. Fernando, a member of
the IH&P team, was tasked with eliminating the root cause of the incident and closing all attack vectors to prevent similar incidents in future. For this purpose.
Fernando applied the latest patches to the web server and installed the latest security mechanisms on it. Identify the IH&R step performed by Fernando in this
scenario.

A. Notification
B. Containment
C. Recovery
D. Eradication

Answer: D

Explanation: 
 Eradication is the IH&R step performed by Fernando in this scenario. Eradication is a step in IH&R that involves eliminating the root cause of the incident and
closing all attack vectors to prevent similar incidents in future. Eradication can include applying patches, installing security mechanisms, removing malware,
restoring backups, or reformatting systems.
References: [Eradication Step in IH&R]

NEW QUESTION 9
The IH&R team in an organization was handling a recent malware attack on one of the hosts connected to the organization's network. Edwin, a member of the
IH&R team, was involved in reinstating lost data from the backup media. Before performing this step, Edwin ensured that the backup does not have any traces of
malware.
Identify the IH&R step performed by Edwin in the above scenario.

A. Eradication
B. Incident containment
C. Notification
D. Recovery

Answer: D

Explanation: 
 Recovery is the IH&R step performed by Edwin in the above scenario. IH&R (Incident Handling and Response) is a process that involves identifying, analyzing,
containing, eradicating, recovering from, and reporting on security incidents that affect an organization’s network or system. Recovery is the IH&R step that
involves restoring the normal operation of the system or network after eradicating the incident. Recovery can include reinstating lost data from the backup media,
applying patches or updates, reconfiguring settings, testing functionality, etc. Recovery also involves ensuring that the backup does not have any traces of
malware or compromise . Eradication is the IH&R step that involves removing all traces of the incident from the system or network, such as malware, backdoors,
compromised files, etc. Incident containment is the IH&R step that involves implementing appropriate measures to stop the infection from spreading to other
organizational assets and to prevent further damage to the organization. Notification is the IH&R step that involves informing relevant stakeholders, authorities, or
customers about the incident and its impact.

NEW QUESTION 10
Gideon, a forensic officer, was examining a victim's Linux system suspected to be involved in online criminal activities. Gideon navigated to a directory containing a
log file that recorded information related to user login/logout. This information helped Gideon to determine the current login state of cyber criminals in the victim
system, identify the Linux log file accessed by Gideon in this scenario.

A. /va r/l og /mysq I
B. log
C. /va r/l og /wt m p
D. /ar/log/boot.iog
E. /var/log/httpd/

Answer: B

Explanation: 
 /var/log/wtmp is the Linux log file accessed by Gideon in this scenario.
/var/log/wtmp is a log file that records information related to user login/logout, such as username, terminal, IP address, and login time. /var/log/wtmp can be used
to determine the current login state of users in a Linux system. /var/log/wtmp can be viewed using commands such as last, lastb, or utmpdump1. References:
Linux Log Files

NEW QUESTION 10
Arabella, a forensic officer, documented all the evidence related to the case in a standard forensic investigation report template. She filled different sections of the
report covering all the details of the crime along with the daily progress of the investigation process.
In which of the following sections of the forensic investigation report did Arabella record the "nature of the claim and information provided to the officers"?
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A. Investigation process
B. Investigation objectives
C. Evidence information
D. Evaluation and analysis process

Answer: B

Explanation: 
 Investigation objectives is the section of the forensic investigation report where Arabella recorded the “nature of the claim and information provided to the officers”
in the above scenario. A forensic investigation report is a document that summarizes the findings and conclusions of a forensic investigation. A forensic
investigation report typically follows a standard template that contains different sections covering all the details of the crime and the investigation process.
Investigation objectives is the section of the forensic investigation report that describes the purpose and scope of the investigation, the nature of the claim and
information provided to the officers, and the questions or issues to be addressed by the investigation. Investigation process is the section of the forensic
investigation report that describes the steps and methods followed by the investigators, such as evidence collection, preservation, analysis, etc. Evidence
information is the section of the forensic investigation report that lists and describes the evidence obtained from various sources, such as devices, media,
witnesses, etc. Evaluation and analysis process is the section of the forensic investigation report that explains how the evidence was evaluated and analyzed using
various tools and techniques, such as software, hardware, etc.

NEW QUESTION 13
Richard, a professional hacker, was hired by a marketer to gather sensitive data and information about the offline activities of users from location data. Richard
employed a technique to determine the proximity of a user's mobile device to an exact location using CPS features. Using this technique. Richard placed a virtual
barrier positioned at a static location to interact with mobile users crossing the barrier, identify the technique employed by Richard in this scenario.

A. Containerization
B. Over-the-air (OTA) updates
C. Full device encryption
D. Ceofencing

Answer: D

Explanation: 
 Geofencing is a technique that uses GPS features to determine the proximity of a user’s mobile device to an exact location. Geofencing can be used to create a
virtual barrier positioned at a static location to interact with mobile users crossing the barrier. Geofencing can be used for marketing, security, and tracking
purposes2.
References: What is Geofencing?

NEW QUESTION 14
Martin, a network administrator at an organization, received breaching alerts for an application. He identified that a vulnerability in the application allowed attackers
to enter malicious input. Martin evaluated the threat severity and extent of damage that could be caused by this vulnerability. He then escalated the issue to the
security management team to determine appropriate mitigation strategies. In which of the following threat-modeling steps did Martin evaluate the severity level of
the threat?

A. Identify vulnerabilities
B. Application overview
C. Risk and impact analysis
D. Decompose the application

Answer: C

Explanation: 
 Risk and impact analysis is the threat-modeling step in which Martin evaluated the severity level of the threat in the above scenario. Threat modeling is a process
that involves identifying, analyzing, and mitigating threats and risks to a system or network. Threat modeling can be used to improve the security and resilience of
a system or network by applying various methods or techniques, such as STRIDE, DREAD, PASTA, etc. Threat modeling consists of various steps or phases that
perform different tasks or roles. Risk and impact analysis is a threat-modeling step that involves assessing the likelihood and consequences of threats and risks to
a system or network . Risk and impact analysis can be used to evaluate the severity level of threats and risks and prioritize them for mitigation . In the scenario,
Martin received breaching alerts for an application. He identified that a vulnerability in the application allowed attackers to enter malicious input. Martin evaluated
the threat severity and extent of damage that could be caused by this vulnerability. He then escalated the issue to the security management team to determine
appropriate mitigation strategies. This means that he performed risk and impact analysis for this purpose. Identify vulnerabilities is a threat-modeling step that
involves finding and documenting the weaknesses or flaws in a system or network that can be exploited by threats or risks . Application overview is a threat-
modeling step that involves defining and understanding the scope, architecture, components, and functionality of a system or network . Decompose the application
is a threat-modeling step that involves breaking down a system or network into smaller and simpler elements, such as data flows, processes, assets, etc.

NEW QUESTION 17
An FTP server has been hosted in one of the machines in the network. Using Cain and Abel the attacker was able to poison the machine and fetch the FTP
credentials used by the admin. You're given a task to validate the credentials that were stolen using Cain and Abel and read the file flag.txt

A. white@hat
B. red@hat
C. hat@red
D. blue@hat

Answer: C

Explanation: 
 hat@red is the FTP credential that was stolen using Cain and Abel in the above scenario. FTP (File Transfer Protocol) is a protocol that allows transferring files
between a client and a server over a network. FTP requires a username and a password to authenticate the client and grant access to the server . Cain and Abel
is a tool that can perform various network attacks, such as ARP poisoning, password cracking, sniffing, etc. Cain and Abel can poison the machine and fetch the
FTP credentials used by the admin by intercepting and analyzing the network traffic . To validate the credentials that were stolen using Cain and Abel and read the
file flag.txt, one has to follow these steps:
? Navigate to the Documents folder of Attacker-1 machine.
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? Double-click on Cain.exe file to launch Cain and Abel tool.
? Click on Sniffer tab.
? Click on Start/Stop Sniffer icon.
? Click on Configure icon.
? Select the network adapter and click on OK button.
? Click on + icon to add hosts to scan.
? Select All hosts in my subnet option and click on OK button.
? Wait for the hosts to appear in the list.
? Right-click on 20.20.10.26 (FTP server) and select Resolve Host Name option.
? Note down the host name as ftpserver.movieabc.com
? Click on Passwords tab.
? Click on + icon to add items to list.
? Select Network Passwords option.
? Select FTP option from Protocol drop-down list.
? Click on OK button.
? Wait for the FTP credentials to appear in the list.
? Note down the username as hat and the password as red
? Open a web browser and type ftp://hat:red@ftpserver.movieabc.com
? Press Enter key to access the FTP server using the stolen credentials.
? Navigate to flag.txt file and open it.
? Read the file content.

NEW QUESTION 20
Jordan, a network administrator in an organization, was instructed to identify network- related issues and improve network performance. While troubleshooting the
network, he received a message indicating that the datagram could not be forwarded owing to the unavailability of IP-related services (such as FTP or web
services) on the target host, which of the following network issues did Jordan find in this scenario?

A. Time exceeded message
B. Destination unreachable message
C. Unreachable networks
D. Network cable is unplugged

Answer: B

Explanation: 
 Destination unreachable message is the network issue that Jordan found in this scenario. Destination unreachable message is a type of ICMP message that
indicates that the datagram could not be forwarded owing to the unavailability of IP-related services (such as FTP or web services) on the target host. Destination
unreachable message can be caused by various reasons, such as incorrect routing, firewall blocking, or host configuration problems1.
References: Destination Unreachable Message

NEW QUESTION 25
Shawn, a forensic officer, was appointed to investigate a crime scene that had occurred at a coffee shop. As a part of investigation, Shawn collected the mobile
device from the victim, which may contain potential evidence to identify the culprits.
Which of the following points must Shawn follow while preserving the digital evidence? (Choose three.)

A. Never record the screen display of the device
B. Turn the device ON if it is OFF
C. Do not leave the device as it is if it is ON
D. Make sure that the device is charged

Answer: BCD

Explanation: 
 Turn the device ON if it is OFF, do not leave the device as it is if it is ON, and make sure that the device is charged are some of the points that Shawn must follow
while preserving the digital evidence in the above scenario. Digital evidence is any information or data stored or transmitted in digital form that can be used in a
legal proceeding or investigation. Digital evidence can be found on various devices, such as computers, mobile phones, tablets, etc. Preserving digital evidence is
a crucial step in forensic investigation that involves protecting and maintaining the integrity and authenticity of digital evidence from any alteration or damage.
Some of the points that Shawn must follow while preserving digital evidence are:
? Turn the device ON if it is OFF: If the device is OFF, Shawn must turn it ON to prevent any data loss or encryption that may occur when the device is powered
off. Shawn must also document any password or PIN required to unlock or access the device.
? Do not leave the device as it is if it is ON: If the device is ON, Shawn must not leave it as it is or use it for any purpose other than preserving digital evidence.
Shawn must also disable any network connections or communication features on the device, such as Wi-Fi, Bluetooth, cellular data, etc., to prevent any remote
access or deletion of data by unauthorized parties.
? Make sure that the device is charged: Shawn must ensure that the device has enough battery power to prevent any data loss or corruption that may occur due to
sudden shutdown or low battery. Shawn must also use a write blocker or a Faraday bag to isolate the device from any external interference or signals.
Never record the screen display of the device is not a point that Shawn must follow while preserving digital evidence. On contrary, Shawn should record or
photograph the screen display of the device to capture any relevant information or messages that may appear on the screen. Recording or photographing the
screen display of the device can also help document any changes or actions performed on the device during preservation.

NEW QUESTION 27
A web application, www.moviescope.com. hosted on your tarqet web server is vulnerable to SQL injection attacks. Exploit the web application and extract the user
credentials from the moviescope database. Identify the UID (user ID) of a user, John, in the database. Note: Vou have an account on the web application, and your
credentials are samAest.
(Practical Question)

A. 3
B. 4
C. 2
D. 5
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Answer: B

Explanation: 
 4 is the UID (user ID) of a user, John, in the database in the above scenario. A web application is a software application that runs on a web server and can be
accessed by users through a web browser. A web application can be vulnerable to SQL injection attacks, which are a type of web application attack that exploit a
vulnerability in a web application that allows an attacker to inject malicious SQL statements into an input field, such as a username or password field, and execute
them on the database server. SQL injection can be used to bypass authentication, access or modify sensitive data, execute commands, etc. To exploit the web
application and extract the user credentials from the moviescope database, one has to follow these steps:
? Open a web browser and type www.moviescope.com
? Press Enter key to access the web application.
? Enter sam as username and test as password.
? Click on Login button.
? Observe that a welcome message with username sam is displayed.
? Click on Logout button.
? Enter sam’ or ‘1’='1 as username and test as password.
? Click on Login button.
? Observe that a welcome message with username admin is displayed, indicating that SQL injection was successful.
? Click on Logout button.
? Enter sam’; SELECT * FROM users; – as username and test as password.
? Click on Login button.
? Observe that an error message with user credentials from users table is displayed.
The UID that is mapped to user john is 4

NEW QUESTION 32
Cassius, a security professional, works for the risk management team in an organization. The team is responsible for performing various activities involved in the
risk management process. In this process, Cassius was instructed to select and implement appropriate controls on the identified risks in order to address the risks
based on their severity level.
Which of the following risk management phases was Cassius instructed to perform in the above scenario?

A. Risk analysis
B. Risk treatment
C. Risk prioritization
D. Risk identification

Answer: B

Explanation: 
 Risk treatment is the risk management phase that Cassius was instructed to perform in the above scenario. Risk management is a process that involves
identifying, analyzing, evaluating, treating, monitoring, and reviewing risks that can affect an organization’s objectives, assets, or operations. Risk management
phases can be summarized as follows: risk identification, risk analysis, risk prioritization, risk treatment, and risk monitoring . Risk identification is the risk
management phase that involves identifying and documenting potential sources, causes, events, and impacts of risks. Risk analysis is the risk management phase
that involves assessing and quantifying the likelihood and consequences of risks. Risk prioritization is the risk management phase that involves ranking risks
based on their severity level and determining which risks need immediate attention or action. Risk treatment is the risk management phase that involves selecting
and implementing appropriate controls or strategies to address risks based on their severity level . Risk treatment can include avoiding, transferring, reducing, or
accepting risks. Risk monitoring is the risk management phase that involves tracking and reviewing the performance and effectiveness of risk controls or strategies
over time.

NEW QUESTION 33
Bob was recently hired by a medical company after it experienced a major cyber security breach. Many patients are complaining that their personal medical
records are fully exposed on the Internet and someone can find them with a simple Google search. Bob's boss is very worried because of regulations that protect
those data. Which of the following regulations is mostly violated?

A. HIPPA/PHl
B. Pll
C. PCIDSS
D. ISO 2002

Answer: A

Explanation: 
 HIPPA/PHI is the regulation that is mostly violated in the above scenario. HIPPA (Health Insurance Portability and Accountability Act) is a US federal law that sets
standards for protecting the privacy and security of health information. PHI (Protected Health Information) is any information that relates to the health or health care
of an individual and that can identify the individual, such as name, address, medical records, etc. HIPPA/PHI requires covered entities, such as health care
providers, health plans, or health care clearinghouses, and their business associates, to safeguard PHI from unauthorized access, use, or disclosure . In the
scenario, the medical company experienced a major cyber security breach that exposed the personal medical records of many patients on the internet, which
violates HIPPA/PHI regulations. PII (Personally Identifiable Information) is any information that can be used to identify a specific individual, such as name, address,
social security number, etc. PII is not specific to health information and can be regulated by various laws, such as GDPR (General Data Protection Regulation),
CCPA (California Consumer Privacy Act), etc. PCI DSS (Payment Card Industry Data Security Standard) is a set of standards that applies to entities that store,
process, or transmit payment card information, such as merchants, service providers, or payment processors. PCI DSS requires them to protect cardholder data
from unauthorized access, use, or disclosure. ISO 2002 (International Organization for Standardization 2002) is not a regulation, but a standard for information
security management systems that provides guidelines and best practices for organizations to manage their information security risks.
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NEW QUESTION 34
Lorenzo, a security professional in an MNC, was instructed to establish centralized authentication, authorization, and accounting for remote-access servers. For
this purpose, he implemented a protocol that is based on the client-server model and works at the transport layer of the OSI model.
Identify the remote authentication protocol employed by Lorenzo in the above scenario.

A. SNMPv3
B. RADIUS
C. POP3S
D. IMAPS

Answer: B

Explanation: 
 The correct answer is B, as it identifies the remote authentication protocol employed by Lorenzo in the above scenario. RADIUS (Remote Authentication Dial-In
User Service) is a protocol that provides centralized authentication, authorization, and accounting (AAA) for remote-access servers such as VPNs (Virtual Private
Networks), wireless networks, or dial-up connections. RADIUS is based on the client-server model and works at the transport layer of the OSI model. RADIUS
uses UDP (User Datagram Protocol) as its transport protocol and encrypts only user passwords in its messages. In the above scenario, Lorenzo implemented
RADIUS to provide centralized AAA for remote-access servers. Option A is incorrect, as it does not identify the remote authentication protocol employed by
Lorenzo in the above scenario. SNMPv3 (Simple Network Management Protocol version 3) is a protocol that provides network management and monitoring for
network devices such as routers, switches, servers, or printers. SNMPv3 is based on the manager-agent model and works at the application layer of the OSI
model. SNMPv3 uses UDP as its transport protocol and encrypts all its messages with AES (Advanced Encryption Standard) or DES (Data Encryption Standard).
In the above scenario, Lorenzo did not implement SNMPv3 to provide network management and monitoring for network devices. Option C is incorrect, as it does
not identify the remote authentication protocol employed by Lorenzo in the above scenario. POP3S (Post Office Protocol version 3 Secure) is a protocol that
provides secure email access and retrieval for email clients from email servers. POP3S is based on the client-server model and works at the application layer of
the OSI model. POP3S uses TCP (Transmission Control Protocol) as its transport protocol and encrypts all its messages with SSL (Secure Sockets Layer) or TLS
(Transport Layer Security). In the above scenario, Lorenzo did not implement POP3S to provide secure email access and retrieval for email clients from email
servers. Option D is incorrect, as it does not identify the remote authentication protocol employed by Lorenzo in the above scenario. IMAPS (Internet Message
Access Protocol Secure) is a protocol that provides secure email access and management for email clients from email servers. IMAPS is based on the client-
server model and works at the application layer of the OSI model. IMAPS uses TCP as its transport protocol and encrypts all its messages with SSL or TLS. In the
above scenario, Lorenzo did not implement IMAPS to provide secure email access and management for email clients from email servers.
References: , Section 8.2

NEW QUESTION 38
Brielle. a security professional, was instructed to secure her organization's network from malicious activities. To achieve this, she started monitoring network
activities on a control system that collected event data from various sources. During this process. Brielle observed that a malicious actor had logged in to access a
network device connected to the organizational network. Which of the following types of events did Brielle identify in the above scenario?

A. Failure audit
B. Error
C. Success audit
D. Warning

Answer: C

Explanation: 
 Success audit is the type of event that Brielle identified in the above scenario. Success audit is a type of event that records successful attempts to access a
network device or resource. Success audit can be used to monitor authorized activities on a network, but it can also indicate unauthorized activities by malicious
actors who have compromised credentials or bypassed security controls4.
References: Success Audit Event

NEW QUESTION 41
A software company has implemented a wireless technology to track the employees' attendance by recording their in and out timings. Each employee in the
company will have an entry card that is embedded with a tag. Whenever an employee enters the office premises, he/she is required to swipe the card at the
entrance. The wireless technology uses radio-frequency electromagnetic waves to transfer data for automatic identification and for tracking tags attached to
objects.
Which of the following technologies has the software company implemented in the above scenario?

A. WiMAX
B. RFID
C. Bluetooth
D. Wi-Fi

Answer: B

Explanation: 
 RFID (Radio Frequency Identification) is the wireless technology that the software company has implemented in the above scenario. RFID uses radio-frequency
electromagnetic waves to transfer data for automatic identification and for tracking tags attached to objects1112. WiMAX (Worldwide Interoperability for Microwave
Access) is a wireless technology that provides high-speed broadband access over long distances13. Bluetooth is a wireless technology that enables short-range
data communication between devices, such as phones, laptops, printers, etc.14. Wi-Fi (Wireless Fidelity) is a wireless technology that allows devices to connect to
a local area network or the internet using radio waves

NEW QUESTION 42
In an organization, all the servers and database systems are guarded in a sealed room with a single-entry point. The entrance is protected with a physical lock
system that requires typing a sequence of numbers and letters by using a rotating dial that intermingles with several other rotating discs.
Which of the following types of physical locks is used by the organization in the above scenario?

A. Digital locks
B. Combination locks
C. Mechanical locks
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D. Electromagnetic locks

Answer: B

Explanation: 
 It identifies the type of physical lock used by the organization in the above scenario. A physical lock is a device that prevents unauthorized access to a door, gate,
cabinet, or other enclosure by using a mechanism that requires a key, code, or biometric factor to open or close it. There are different types of physical locks, such
as:
? Combination lock: This type of lock requires typing a sequence of numbers and letters by using a rotating dial that intermingles with several other rotating discs.
This type of lock is suitable for securing safes, lockers, or cabinets that store valuable items or documents.
? Digital lock: This type of lock requires entering a numeric or alphanumeric code by using a keypad or touchscreen. This type of lock is suitable for securing doors
or gates that require frequent access or multiple users.
? Mechanical lock: This type of lock requires inserting and turning a metal key that matches the shape and size of the lock. This type of lock is suitable for securing
doors or gates that require simple and reliable access or single users.
? Electromagnetic lock: This type of lock requires applying an electric current to a magnet that attracts a metal plate attached to the door or gate. This type of lock
is suitable for securing doors or gates that require remote control or integration with other security systems.
In the above scenario, the organization used a combination lock that requires typing a sequence of numbers and letters by using a rotating dial that intermingles
with several other rotating discs. Option A is incorrect, as it does not identify the type of physical lock used by the organization in the above scenario. A digital lock
requires entering a numeric or alphanumeric code by using a keypad or touchscreen. In the above scenario, the organization did not use a digital lock, but a
combination lock. Option C is incorrect, as it does not identify the type of physical lock used by the organization in the above scenario. A mechanical lock requires
inserting and turning a metal key that matches the shape and size of the lock. In the above scenario, the organization did not use a mechanical lock, but a
combination lock. Option D is incorrect, as it does not identify the type of physical lock used by the organization in the above scenario. An electromagnetic lock
requires applying an electric current to a magnet that attracts a metal plate attached to the door or gate. In the above scenario, the organization did not use an
electromagnetic lock, but a combination lock. References: , Section 7.2

NEW QUESTION 45
Alex, a certified security professional, works for both aggressor and defender teams. His team's main responsibility involves enhancing protection and boosting the
security standards of the organization. Identify Alex's team in this scenario.

A. White team
B. Purple learn
C. Blue team
D. Red team

Answer: B

Explanation: 
 Purple team is the team that Alex works for in this scenario. A team is a group of people that work together to achieve a common goal or objective. A team can
have different types based on its role or function in an organization or a project. A purple team is a type of team that works for both aggressor and defender teams.
A purple team can be used to enhance protection and boost the security standards of an organization by performing various tasks, such as testing, evaluating,
improving, or integrating the security
measures implemented by the defender team or exploited by the aggressor team. In the scenario, Alex is a certified security professional who works for both
aggressor and defender teams. His team’s main responsibility involves enhancing protection and boosting the security standards of the organization. This means
that he works for a purple team. A white team is a type of team that acts as an observer or an arbitrator between the aggressor and defender teams. A white team
can be used to monitor, evaluate, or adjudicate the performance or outcome of the aggressor and defender teams by providing feedback, guidance, or rules. A
blue team is a type of team that acts as a defender or a protector of an organization’s network or system. A blue team can be used to prevent, detect, or respond
to attacks from external or internal threats by implementing various security measures, such as firewalls, antivirus, encryption, etc. A red team is a type of team
that acts as an attacker or an adversary of an organization’s network or system. A red team can be used to simulate realistic attacks from external or internal
threats by exploiting various vulnerabilities, weaknesses, or gaps in the organization’s security posture.

NEW QUESTION 46
A company decided to implement the cloud infrastructure within its corporate firewall 10 secure sensitive data from external access. The company invested heavily
in creating a cloud architecture within its premises to manage full control over its corporate data. Which of the following types of cloud deployment models did the
company implement in this scenario?

A. Multi cloud
B. Public cloud
C. Private cloud
D. Community cloud

Answer: C

Explanation: 
 Private cloud is the type of cloud deployment model that the company implemented in this scenario. Cloud computing is a model that provides on-demand access
to shared and scalable computing resources, such as servers, storage, networks, applications, etc., over the internet or a network. Cloud computing can have
different types based on its service or deployment model. A cloud deployment model defines how and where the cloud infrastructure and services are hosted and
accessed . A cloud deployment model can have different types, such as public cloud, private cloud, hybrid cloud, community cloud, etc. A private cloud is a type of
cloud deployment model that provides exclusive access to cloud infrastructure and services to a single organization or entity . A private cloud can be hosted within
or outside the organization’s premises and managed by the organization or a third-party provider . A private cloud can be used to secure sensitive data from
external access and maintain full control over the corporate data . In the scenario, the company decided to implement the cloud infrastructure within its corporate
firewall to secure sensitive data from external access. The company invested heavily in creating a cloud architecture within its premises to manage full control over
its corporate data. This means that the company implemented a private cloud for this purpose. A multi- cloud is not a type of cloud deployment model, but a term
that describes a strategy that uses multiple public or private clouds from different providers for different purposes or functions . A public cloud is a type of cloud
deployment model that provides open access to cloud infrastructure and services to multiple organizations or entities over the internet . A public cloud can be
hosted and managed by a third-party provider that owns and operates the cloud infrastructure and services . A community cloud is a type of cloud deployment
model that provides shared access to cloud infrastructure and services to multiple organizations or entities that have common interests or goals

NEW QUESTION 47
Steve, a network engineer, was tasked with troubleshooting a network issue that is causing unexpected packet drops. For this purpose, he employed a network
troubleshooting utility to capture the ICMP echo request packets sent to the server. He identified that certain packets are dropped at the gateway due to poor
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network connection.
Identify the network troubleshooting utility employed by Steve in the above scenario.

A. dnsenurn
B. arp
C. traceroute
D. ipconfig

Answer: C

Explanation: 
 Traceroute is the network troubleshooting utility employed by Steve in the above scenario. Traceroute is a utility that traces the route of packets from a source
host to a destination host over a network. Traceroute sends ICMP echo request packets with increasing TTL (Time to Live) values and records the ICMP echo
reply packets from each intermediate router or gateway along the path. Traceroute can help identify the network hops, latency, and packet loss between the
source and destination hosts . Dnsenum is a utility that enumerates DNS information from a domain name or an IP address. Arp is a utility that displays and
modifies the ARP (Address Resolution Protocol) cache of a host. Ipconfig is a utility that displays and configures the IP (Internet Protocol) settings of a host.

NEW QUESTION 52
Rickson, a security professional at an organization, was instructed to establish short-range communication between devices within a range of 10 cm. For this
purpose, he used a mobile connection method that employs electromagnetic induction to enable communication between devices. The mobile connection method
selected by Rickson can also read RFID tags and establish Bluetooth connections with nearby devices to exchange information such as images and contact lists.
Which of the following mobile connection methods has Rickson used in above scenario?

A. NFC
B. Satcom
C. Cellular communication
D. ANT

Answer: A

Explanation: 
 NFC (Near Field Communication) is the mobile connection method that Rickson has used in the above scenario. NFC is a short-range wireless communication
technology that enables devices to exchange data within a range of 10 cm. NFC employs electromagnetic induction to create a radio frequency field between two
devices. NFC can also read RFID tags and establish Bluetooth connections with nearby devices to exchange information such as images and contact lists .
Satcom (Satellite Communication) is a mobile connection method that uses satellites orbiting the earth to provide communication services over long distances.
Cellular communication is a mobile connection method that uses cellular networks to provide voice and data services over wireless devices. ANT is a low-power
wireless communication technology that enables devices to create personal area networks and exchange data over short distances.

NEW QUESTION 53
Andre, a security professional, was tasked with segregating the employees' names, phone numbers, and credit card numbers before sharing the database with
clients. For this purpose, he implemented a deidentification technique that can replace the critical information in database fields with special characters such as
asterisks (*) and hashes (#).
Which of the following techniques was employed by Andre in the above scenario?

A. Tokenization
B. Masking
C. Hashing
D. Bucketing

Answer: B

Explanation: 
 Masking is the technique that Andre employed in the above scenario. Masking is a deidentification technique that can replace the critical information in database
fields with special characters such as asterisks (*) and hashes (#). Masking can help protect sensitive data from unauthorized access or disclosure, while
preserving the format and structure of the original data . Tokenization is a deidentification technique that can replace the critical information in database fields with
random tokens that have no meaning or relation to the original data. Hashing is a deidentification technique that can transform the critical information in database
fields into fixed-length strings using a mathematical function. Bucketing is a deidentification technique that can group the critical information in database fields into
ranges or categories based on certain criteria.

NEW QUESTION 58
Leilani, a network specialist at an organization, employed Wireshark for observing network traffic. Leilani navigated to the Wireshark menu icon that contains items
to manipulate, display and apply filters, enable, or disable the dissection of protocols, and configure user- specified decodes.
Identify the Wireshark menu Leilani has navigated in the above scenario.

A. Statistics
B. Capture
C. Main toolbar
D. Analyze

Answer: B

Explanation: 
 Capture is the Wireshark menu that Leilani has navigated in the above scenario. Wireshark is a network analysis tool that captures and displays network traffic in
real-time or from saved files. Wireshark has various menus that contain different items and options for manipulating, displaying, and analyzing network data.
Capture is the Wireshark menu that contains items to start, stop, restart, or save a live capture of network traffic. Capture also contains items to configure capture
filters, interfaces, options, and preferences . Statistics is the Wireshark menu that contains items to display various statistics and graphs of network traffic, such as
packet lengths, protocols, endpoints, conversations, etc. Main toolbar is the Wireshark toolbar that contains icons for quick access to common functions, such as
opening or saving files, starting or stopping a capture, applying display filters, etc. Analyze is the Wireshark menu that contains items to manipulate, display and
apply filters, enable or disable the dissection of protocols, and configure user-specified decodes.
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NEW QUESTION 61
A threat intelligence feed data file has been acquired and stored in the Documents folder of Attacker Machine-1 (File Name: Threatfeed.txt). You are a
cybersecurity technician working for an ABC organization. Your organization has assigned you a task to analyze the data and submit a report on the threat
landscape. Select the IP address linked with http://securityabc.s21sec.com.

A. 5.9.200.200
B. 5.9.200.150
C. 5.9.110.120
D. 5.9.188.148

Answer: D

Explanation: 
 5.9.188.148 is the IP address linked with http://securityabc.s21sec.com in the above scenario. A threat intelligence feed is a source of data that provides
information about current or potential threats and attacks that can affect an organization’s network or system. A threat intelligence feed can include indicators of
compromise (IoCs), such as IP addresses, domain names, URLs, hashes, etc., that can be used to detect or prevent malicious activities. To analyze the threat
intelligence feed data file and determine the IP address linked with http://securityabc.s21sec.com, one has to follow these steps:
? Navigate to the Documents folder of Attacker-1 machine.
? Open Threatfeed.txt file with a text editor.
? Search for http://securityabc.s21sec.com in the file.
? Observe the IP address associated with the URL.
The IP address associated with the URL is 5.9.188.148, which is the IP address linked with http://securityabc.s21sec.com.

NEW QUESTION 63
Charlie, a security professional in an organization, noticed unauthorized access and eavesdropping on the WLAN. To thwart such attempts, Charlie employed an
encryption mechanism that used the RC4 algorithm to encrypt information in the data link layer. Identify the type of wireless encryption employed by Charlie in the
above scenario.

A. TKIP
B. WEP
C. AES
D. CCMP

Answer: B

Explanation: 
 WEP is the type of wireless encryption employed by Charlie in the above scenario. Wireless encryption is a technique that involves encoding or scrambling the
data transmitted over a wireless network to prevent unauthorized access or interception. Wireless encryption can use various algorithms or protocols to encrypt
and decrypt the data, such as WEP, WPA, WPA2, etc. WEP (Wired Equivalent Privacy) is a type of wireless encryption that uses the RC4 algorithm to encrypt
information in the data link layer
. WEP can be used to provide basic security and privacy for wireless networks, but it can also be easily cracked or compromised by various attacks . In the
scenario, Charlie, a security professional in an organization, noticed unauthorized access and eavesdropping on the WLAN (Wireless Local Area Network). To
thwart such attempts, Charlie employed an encryption mechanism that used the RC4 algorithm to encrypt information in the data link layer. This means that he
employed WEP for this purpose. TKIP (Temporal Key Integrity Protocol) is a type of wireless encryption that uses the RC4 algorithm to encrypt information in the
data link layer with dynamic keys . TKIP can be used to provide enhanced security and compatibility for wireless networks, but it can also be vulnerable to certain
attacks . AES (Advanced Encryption Standard) is a type of wireless encryption that uses the Rijndael algorithm to encrypt information in the data link layer with
fixed keys . AES can be used to provide strong security and performance for wireless networks, but it can also require more processing power and resources .
CCMP (Counter Mode with Cipher Block Chaining Message Authentication Code Protocol) is a type of wireless encryption that uses the AES algorithm to encrypt
information in the data link layer with dynamic keys .
CCMP can be used to provide robust security and reliability for wireless networks, but it can also require more processing power and resources

NEW QUESTION 67
A software team at an MNC was involved in a project aimed at developing software that could detect the oxygen levels of a person without physical contact, a
helpful solution for pandemic situations. For this purpose, the team used a wireless technology that could digitally transfer data between two devices within a short
range of up to 5 m and only worked in the absence of physical blockage or obstacle between the two devices, identify the technology employed by the software
team in the above scenario.

A. Infrared
B. USB
C. CPS
D. Satcom

Answer: A

Explanation: 

Infrared is a wireless technology that can digitally transfer data between two devices within a short range of up to 5 m and only works in the absence of physical
blockage or obstacle between the two devices. Infrared is commonly used for remote controls, wireless keyboards, and medical devices.
References: Infrared Technology

NEW QUESTION 72
George, a security professional at an MNC, implemented an Internet access policy that allowed employees working from a remote location to access any site,
download any application, and access any computer or network without any restrictions. Identify the type of Internet access policy implemented by George in this
scenario.

A. Permissive policy
B. Paranoid policy
C. Prudent policy
D. Promiscuous policy

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full 212-82 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/212-82-exam-dumps.html (60 New Questions)

Answer: A

Explanation: 
 Permissive policy is the type of Internet access policy implemented by George in this scenario. An Internet access policy is a policy that defines the rules and
guidelines for accessing the Internet from a system or network. An Internet access policy can be based on various factors, such as security, productivity,
bandwidth, etc. An Internet access policy can have different types based on its level of restriction or control. A permissive policy is a type of Internet access policy
that allows users to access any site, download any application, and access any computer or network without any restrictions. A permissive policy can be used to
provide maximum flexibility and freedom to users, but it can also pose significant security risks and challenges. In the scenario, George implemented an Internet
access policy that allowed employees working from a remote location to access any site, download any application, and access any computer or network without
any restrictions. This means that he implemented a permissive policy for those employees. A paranoid policy is a type of Internet access policy that blocks or
denies all Internet access by default and only allows specific sites, applications, or computers that are explicitly authorized. A prudent policy is a type of Internet
access policy that allows most Internet access but blocks or restricts some sites, applications, or computers that are deemed inappropriate, malicious, or
unnecessary. A promiscuous policy is not a type of
Internet access policy, but a term that describes a network mode that allows a network interface card (NIC) to capture all packets on a network segment,
regardless of their destination address.

NEW QUESTION 75
Stella purchased a smartwatch online using her debit card. After making payment for the product through the payment gateway, she received a transaction text
message with a deducted and available balance from her bank.
Identify the information security element that ensures that Stella's transaction status is immediately reflected in her bank account in this scenario.

A. Non-repudiation
B. Integrity
C. Availability
D. Confidentiality

Answer: C

Explanation: 
 Availability is the information security element that ensures that Stella’s transaction status is immediately reflected in her bank account in this scenario.
Information security is the practice of protecting information and information systems from unauthorized access, use, disclosure, modification, or destruction.
Information security can be based on three fundamental principles: confidentiality, integrity, and availability. Confidentiality is the principle that ensures that
information is accessible only to authorized parties and not disclosed to unauthorized parties. Integrity is the principle that ensures that information is accurate,
complete, and consistent and not altered or corrupted by unauthorized parties. Availability is the principle that ensures that information and information systems
are accessible and usable by authorized parties when needed. In the scenario, Stella purchased a smartwatch online using her debit card. After making payment
for the product through the payment gateway, she received a transaction text message with a deducted and available balance from her bank. This means that her
transaction status was immediately reflected in her bank account, which indicates that availability was ensured by her bank’s information system.

NEW QUESTION 78
......
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