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NEW QUESTION 1
In the Campus NGFW use case, which capability is provided by NGFW & NGIPS?

A. Flexible AAA Options

B. Identity Services Engine

C. Differentiated Mobile Access

D. High throughput maintained while still protecting domains against threats

Answer: D

NEW QUESTION 2
Which two Cisco products remediate network, cloud, and endpoint threats? (Choose two.)

A. pxGrid

B. Cisco Security Connector
C. Duo

D. Stealthwatch

E. AMP for Endpoints

Answer: AE

NEW QUESTION 3
Where do you start to achieve true network visibility?

A.OT

B. Branches
C.IT

D. Fabric Level

Answer: D

NEW QUESTION 4
What does Cisco provide via Firepower's simplified, consistent management?

A. Reduced complexity

B. Improved speed to security
C. Reduced down time

D. Higher value

Answer: B

NEW QUESTION 5
Which Cisco NGIPS capability provides control over users, applications. devices, threats, and provides insights to network vulnerabilities?

A. global threat intelligence

B. advanced threat protection and rapid remediation
C. contextual awareness

D. security automation

Answer: B

NEW QUESTION 6
What are three main solutions areas for Advanced Threat? (Choose three.)

A. Network Analytics
B. Threat Analytics

C. Threat Defense

D. Malware Protection
E. NGFW

F. Intrusion Analytics

Answer: AC

NEW QUESTION 7

What are two critical networking challenges? (Choose two.)
A. Orchestration

B. Automation

C. Access

D. Threat protection

E. Visibility

Answer: AC
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NEW QUESTION 8
What are two ways that Cisco helps customers secure 10T deployments? (Choose two.)

A. network analysis

B. secure remote access

C. segmentation & visibility

D. cross-architecture automation
E. limited access points

Answer: CE

NEW QUESTION 9
What does remote access use to verify identity?

A. MFA

B. Agents

C. Remote Access VPN
D. AMP for Endpoints

Answer: C

NEW QUESTION 10

What percent of threats did ASA with FirePOWER block that earned AMP the highest security effectiveness scores in third-party testing?

A. 99 2%
B. 956%
C. 100%
D. 98 5%

Answer: A

Explanation:
https://www.cisco.com/c/en/us/products/security/asa-firepower-services/index.html

NEW QUESTION 10
What are three benefits that Cisco Umbrella brings to DNS-Layer Security? (Choose three.)

A. Malware scanning

B. Off-network security
C. Predictive intelligence
D. Breach mitigation

E. Reputation filtering

F. Recursive DNS

Answer: AEF

NEW QUESTION 13
What are two key advantages of Cisco's Security Solutions Portfolio? (Choose two.)

A. Cisco Security provides flexible, simple, and integrated advanced threat detection, through a multilayered approach.

B. The Cisco Security Portfolio offers realtime access control and event monitoring to drive business outcomes.
C. The Cisco Security Portfolio provides security across the entire business environment.

D. Cisco Security provides direct, simple, and balanced detection by driving customer outcomes.

E. An effective security solution portfolio can help customers overcome ever-growing security challenges.

Answer: AB

NEW QUESTION 14
Which three customer business objectives does Cisco's Advanced Threat solutions address? (Choose three.)

A. Accelerated firewall implementation

B. Lower TCO through intelligent APl management
C. Complete protection with holistic defense

D. Visibility and control with a managed environment
E. Comprehensive support with flexible solutions

F. Secure communications with advanced access

Answer: DE

NEW QUESTION 19

What are three key benefits of Cisco NGFW? (Choose three.)
A. Reduces throughput

B. Prepares defenses

C. Reduces complexity
D. Identifies anomalous traffic
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E. Detects and remediates threats faster
F. Increases traffic latency

Answer: BCE

NEW QUESTION 22
What does TrustSec assign to the user or device traffic at ingress that enforces the access policy based on the tag in the infrastructure?

A. Ingress VLAN

B. Security Group Tag
C. VXLAN

D. Access Control List

Answer: B

NEW QUESTION 27
What does ThreatGrid integrate?

A. File trajectory and time signatures

B. Threat intelligence and access control

C. File reputation and behavioral indications of compromise
D. Malware analysis and threat intelligence

Answer: D

NEW QUESTION 32
What are two reasons why perimeter-based network security is no longer sufficient? (Choose two.)

A. More users

B. More devices

C. More IT professionals
D. More networks

E. More vulnerabilities

Answer: BE

NEW QUESTION 37
Which feature of AnyConnect provides better access security across wired and wireless connections with 802.1X?

A. Trusted Network Detection

B. Secure Layer 2 Network Access
C. Flexible AAA Options

D. AnyConnect with AMP

Answer: D

NEW QUESTION 41
Which two attack vectors are protected by Visibility and Enforcement? (Choose two.)

A. Cloud

B. Mobile

C. Endpoints
D. Email

E. Web

Answer: AE

NEW QUESTION 46
What are two core functionalities of DNS-layer security? (Choose two.)

A. Live threat intelligence

B. Real-time sandboxing

C. Proxy and file inspection

D. Data analytics and monitoring
E. URL filtering

Answer: AB

NEW QUESTION 51

Which two security areas are part of Cisco's campus & branch solutions? (Choose two.)
A. Network Analytics

B. Mobile Access

C. Behavioral Indication of Compromise
D. Remote Access VPN
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E. File Retrospection and Trajectory

Answer: CD

NEW QUESTION 53
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